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1. Introduction

This chapter introduces the structure of the installation and operation manual and how to contact
the EUCARIS support teams.

1.1 Structure

This document contains all the information that is needed to install and operate EUCARISina
member state. The following chapters are included in the document:

Chapter 1 — Introduction : Describes the document structure and support for EUCARIS.
Chapter 2 — Overview : Describes EUCARIS on a global level.

Chapter 3 — Preparation : Describes how to prepare for EUCARIS installation.

Chapter 4 — Installation : Describes how to install EUCARIS.

Chapter 5 — Configuration : Describes how to configure EUCARIS.

Chapter 6 — Performance and sizing  : Describes the scenarios for performance and sizing.
Chapter 7 — Operation : Describes how to operate and maintain EUCARIS.

Chapter 8 — Troubleshooting : Describes how to troubleshoot EUCARIS.

Appendix : Contains detailed ‘How To:’ descriptions

1.2 Support

For support during installation and operation of EUCARIS, the member states can contact the support
teams of the Nominated Body for Operations (called “NBO” or “EUCARIS Operations”). The NBO is
just like any other participating member state but has additional responsibilities. These additional
responsibilities consist of informing, supporting and accepting the other member states and
reporting to the other member states. Currently this role is assigned to the RDW in the Netherlands.
The NBO is denoted as EUCARIS Operations in this document.

The member states can contact the installation and development support team by mail via
EUCARIS2help@rdw.nl
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2. Overview

This chapter introduces EUCARIS on a global level to clarify the context EUCARIS is used in and what
the basic structure of EUCARIS is and which supporting tools are available.

2.1 Context

EUCARISis used by a large number of European countries for the cross-border exchange of transport
related information. The application has been developed by the EUCARIS organisation, originally
aiming to support the registration authorities of the participating countries in their fight against
vehicle crime and fraud, within the legal framework of the EUCARIS Treaty.

Each member state is responsible for its own vehicle (and related) registration. EUCARIS merely
connects these registrations and is responsible for routing, logging and securing the international
part of the communication. Each member state is responsible for the security within the domestic
domain of the member state.

In recent years EUCARIS has become available for other parties as well. Police organisations use
EUCARISwithinthe framework of the Priim Council Decisions to exchange information on insurances,
vehicles and their owner/holders. Recently several European projects has sought co-operation with
the EUCARIS organisation in order to communicate vehicle- and driver’s license information between
authorities. Currently EUCARIS supports a large number of data exchanges which includes:

e CBE, Cross-Border Enforcement,
eCall, Harmonised eCall European Pilot (HeERO),
e ERRU, European Register of Road Transport Undertakings,
e EUCARIS (treaty),
e |VI, Initial Vehicle Information,
Mileage, vehicle mileage registration,
Priim (EU Council Decision 2008/615/JHA),
e RESPER, RESeau PERmis de conduire,
TACHO, Tachograph card information exchange,
VHOH, Bilateral Vehicle owner/holder exchange
e VAT, Value added tax
Toll-EETS, European Electronic Toll Service
e ProDriveNet, Professional Drivers Network
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2.2 Structure

EUCARIS has a peer-to-peer structure, implying that each member state has its own EUCARIS server.
This allows for any to any communication between member states without depending on a central
message broker and the availability of all member states. See below for an example:

Wb Browspr Web Blowser e Browser

Custom Webchant
\ Reglstry System / ! Webclq

CUCARIS

Registry Systam

Web Browser

| p
%, EUCARIS Repistry System
.

-

EUCARIS is built around a number of web applications, each with its own purpose, which are:

e The EUCARIS Core services
A set of web services responsible for receiving and processing inbound requests, applying

message validation, security, logging and routing. The core services consists of the following
components:

o External web services

This set of services is the endpoint for the other member states to request data from
the local server

o Public web services
When a custom client for EUCARIS —or other legacy application integration- is to be
build, this set of services can be used to send requests to all connected (and
authorised) member states

e Web Client applications
EUCARIS includes a default web client to support data requests or application management:

o EUCARIS Web Client
A web application which can be used for most of the available data exchanges
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The communication from and to EUCARIS is based on standard XML and SOAP. To ensure secure
connection and communication between member states, a number of security measures are taken,
which are:

Dedicated channel

Connection can only be established via TESTA (Secured Trans European Services for
Telematics between Administrations).

TESTA is a private, highly-secured closed network for public administrations in Europe

Encryption
EUCARISuses Transport Layer Security (TLS) between member states sothe data is encrypted
between the EUCARIS instances of the Member States

Signing
EUCARIS messages are signed using an X509 certificate. Each participating member state
receives a unique certificate issued by EUCARIS Operations

The communication between EUCARIS and the domestic/local services can be secured using
commonly used (Windows) security. EUCARIS supports both TLS and Client Certificate security.

Apart from the already described EUCARIS web applications, EUCARIS also includes a number of
supporting tools. These are the following tools:

Installation

The installation application checks most of the prerequisites. To ease the necessary
preparations of the server before the EUCARIS application can be installed and configured,
the installation application is also able to make some changes to the server, like adding a
service account and/or websites in |1S. This tool will be discussed in detail in chapter 4.

Configuration

To ease the installation and configuration of EUCARIS, the application is shipped with a
Configuration Tool. Summarized this tool allows an administrator to configure and modify an
EUCARIS installation, export configuration and translation information and install updates
issued by EUCARIS Operations. This tool will be discussed in detail in chapter 0 and 5.
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3. Preparation

Before installing and configuring EUCARIS there are a number of hardware and software
requirements and prerequisites, which have to be fulfilled before EUCARIS can be installed.

3.1 Hardware requirements

This section describes the EUCARIS hardware requirements. Furthermore some advice is given about
combining a test and production environment on one hardware platform.

3.1.1 Minimum hardware requirements

The minimum hardware requirements consist of a (virtual) server with at least the following
specifications:

e > 2GHz multi core processor,

e >=8GB memory,
20 GB free space available (excluding required database space),
Network connection to TESTA (secured Trans European Services for Telematics between
Administrations)

The above hardware is sufficient as a starting point for EUCARIS, but it is important to keep in mind
that the configuration depends on the number of active users and the expected message volume.
Scaling might be needed if the number of users or message volume increases, see also chapter 7.

3.1.2 Recommended hardware requirements

The recommended hardware requirements consist of a (virtual) server with at least the following
specifications:

> 2GHz multi core processor,

>=16 GB memory,

20 GB free space available (excluding required database space),

Network connection to TESTA (secured Trans European Services for Telematics between
Administrations)

3.1.3 Database

If the database is running on the same server we would advise to at least double the memory. The
Eucaris database can grow significantly in time due to the logging and the obligation to keep certain
logging for a period of time. We have automatic purging on logging, but the purging is aware of the
retention dates of the logging.

It is also advised to set the database size to auto grow.

3.1.4 Test and production requirements

We advise to create a permanent and separate environment for testing. This test environment
should be used to test the client functionality of the EUCARIS application in combination with the
permanent test environment of EUCARIS Operations and to test the integration with the local
register.

NOTE: For the test and production environment separate TESTA IP addresses are required
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3.2 Network requirements

Network configuration is not part of this instruction but is essential for using EUCARIS with other
member states. The following things should be kept in mind when configuring the network:

e TESTA
EUCARIS uses the TESTA closed user group network so the user should arrange a connection
to this network. Please send the TESTA IP addresses to EUCARIS2help@rdw.nl as soon as
available

e Firewall
To allow communication with other member states the firewall should allow outbound and
inbound connections. A list of IP addresses can be obtained via eucaris2help@ rdw.nl

e URLs and IP addresses
The URLs and IP addresses of other member states are distributed via the EUCARIS
configuration update mechanism. EUCARIS does not use a DNS system, therefore the IP
addresses of other member states must be stored in the hosts file of the server, and if
applicable on a local DNS system. For more details on the configuration update mechanism
please refer to paragraph 5.3

3.3 Database requirements

Database installation is not part of the installation and operation manual, but it is essential for
EUCARIS to work correctly. Currently EUCARIS supports the following databases and database
versions:

Microsoft SQL Server 2016 — 2022 (all editions)
It is advised to install using a default instance, mixed authentication and of course the most
recent service pack available for the chosen edition.

Oracle 19C - 23 Al (all editions)

Also for Oracle it is advised to install the latest service packs available.

Installation of an Oracle Client on your EUCARIS server is required for a EUCARIS connection
to your Oracle database. Make sure to use the 64 bit client for Oracle on a 64 bit Server.

3.4 Software requirements and prerequisites

This section describes the EUCARIS software requirements and prerequisites that have to be
complied with before installation of EUCARIS can proceed. The Pre-Configuration tool can be used to
verify these requirements and allows configuring the steps to comply with the prerequisites.

3.4.1 Windows server requirements

EUCARIS 7.0 and higher is tested to work correctly on 2016 to 2022. This documentation will mainly
focus on Windows Server 2019 installation. The following roles and features are required:

Server Roles:
[X] Web Server (IIS)

Features:
[X] .NET Framework 4.8 Features
[X] .NET Framework 4.8
[X] ASP.NET 4.8
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[X] WCF Services
[X] HTTP Activation
[X] Message Queuing (MSMQ) Activation
[X] TCP Port Sharing
[X] Message Queuing
[X] Message Queuing Services
[X] Message Queuing Server
[X] Windows Process Activation Service
[X] Process Model
[X] Configuration APIs
[X] WoW64 Support

Web Server Role (IIS)\ Role Services:
[X] Web Server
[X] Common HTTP Features
[X] Default Document
[X] Directory Browsing
[X] HTTP Errors
[X] Static Content
[X] HTTP Redirection
[X] Health and Diagnostics
[X] HTTP Logging
[X] Performance
[X] Static Content Compression
[X] Security
[X] Request Filtering
[X] Basic Authentication
[X] IIS Client Certificate Mapping Authentication
[X] Windows Authentication
[X] Application Development
[X] .NET Extensibility 4.7
[X] ASP.NET 4.7.2
[X] ISAPI Extensions
[X] ISAPI Filters
[X] Management Tools
[X] IIS Management Console
[X] IIS Management Scripts and Tools

NOTE: The installed roles and features can be listed using the PowerShell command ‘Get-
WindowsFeature’
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3.4.2 TLS1.2 requirements

Since June 2018 TLSv1.0 and TLSv1.1 are officially deprecated on TESTA. Since October 2018 this is
enforced by only supporting TLSv1.2 by services on TESTA. Therefore the EUCARIS server needs to be
configured to be able to handle TLS1.2 traffic.

When using Microsoft Windows Server 2012R2 (or lower) and/or Microsoft .NET framework
version 4.6.2 or lower (in any combination) additional settings are required.

Please check if the following keys and values are present and set accordingly in the Windows
Registry:

[HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\SCHANNEL\Pro
tocols\TLS 1.2\Client]

“"DisabledByDefault”=dword:00000000

“Enabled”=dword: 00000001

[HKEY LOCAL_ MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\SCHANNEL\Pro
tocols\TLS 1.2\Server]

“DisabledByDefault”=dword:00000000

“Enabled”=dword: 00000001

[HKEY LOCAL MACHINE\SOFTWARE\Microsoft\.NETFramework\v4.0.30319]
“AspNetEnforceViewStateMac”=dword:00000001
“SchUseStrongCrypto”=dword: 00000001

[HKEY LOCAL MACHINE\SOFTWARE\Wow6432Node\Microsoft\.NETFramework\v4.0.30319]
“AspNetEnforceViewStateMac”=dword:00000001
“SchUseStrongCrypto”=dword: 00000001

When using Microsoft Windows Server 2016 (or higher) and/or Microsoft .NET framework version
4.7.2 or higher

Please check if the following keys and values are present and set accordingly in the Windows
Registry:

[HKEY LOCAL MACHINE\SOFTWARE\Microsoft\.NETFramework\v4.0.30319]
“SystemDefaultTlsVersions”=dword: 00000001
“SchUseStrongCrypto”=dword: 00000001

[HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\SCHANNEL\Pro
tocols\TLS 1.2\Client]

“"DisabledByDefault”=dword:00000000

“"Enabled”=dword: 00000001

[HKEY LOCAL_ MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\SCHANNEL\Pro
tocols\TLS 1.2\Server]

“DisabledByDefault”=dword:00000000

“Enabled”=dword: 00000001
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4. Installation

This chapter describes the installation of EUCARIS, which starts with the initial base installation of
EUCARIS release 7.x, and additional System Updates to get the most recent software version.

Both initial installation and execution of System Updates must be executed by a user with
administration privileges and the descriptions assume the default proposed values for the EUCARIS
service account, website folders, website application pool and website names and ports. In case
changes to these defaults were made during the Preparation steps it is important to remember to
use those values.

NOTE: Use the proposed default values if there is no urgent need to use other than the suggested
default

The required installation files can be obtained via the following url:
https://www.eucaris.net/download/eucaris-installation-package-v7/

Valid credentials are needed to download the file and can be obtained by sending an email to
eucaris2help@rdw.nl

4.1 Initial installation

In case an initial installation of EUCARIS is needed the steps below have to be executed:

Check prerequisites and install application files

Install latest .NET 8 or newer version (can be obtained from Microsoft website)
Install EUCARIS and Configuration Tool

Create or select the EUCARIS database

AN .

4.1.1 Prerequisites and application files

The EUCARIS Installation tool is used to verify compliance with the requirements and to specify and
prepare the prerequisites. The EUCARIS Installation tool will also install the required files to the
designated locations. The following paragraphs will describe how to use the tool. The latest version
of the tool can be obtained via EUCARIS operations.

Please install the latest .NET 8 or newer version before installing Eucaris, checks for this is not yet
implemented in Initial installation tool. See link Download .NET 8.0 (Linux, macOS, and Windows)

NOTE: The tool must be started with elevated privileges (run as administrator) to function
correctly. The UAC (User Account Control) request can and must be answered with ‘Yes’
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Install ‘Eucaris.Installation.exe’ with elevated privileges

Program name:  Eucaris.Installation.exe
Publisher: Unknown

File origin: Hard drive on this computer

© show detal [ o]

Change when these notifications appear
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4.1.2 Welcome

When the tool is started the following screen is displayed giving an introduction of the tool. After
reading the introduction ‘Next’ can be pressed to continue.

= EUCARIS Installation = [a[=]

EUCARIS Installation Utility

This wizard will guide you through the steps needed to
install EUCARIS and the required tools

First a number of checks are done to see f the server
complies with the 05, 15 and .NET reguirements.
Adter this the EUCARIS checks are performed to see,
which have already been done and which steps are
still to be done

Based on the outcome of these verfications you wil
be lead through the required wizard pages to supply
the required information to complete the wizard.

Make sure you use this tool on the EUCARIS
server and are logged in with a local
machine account with administrater rights!

Press MNext to continue

< Back Nex = | | Cancel

4.1.3 Check prerequisites

The tool will automatically check the basic software requirements and prerequisites. The following
pre-requisite checks are performed:

e OS version check
Verifies whether the installed operating system is supported

e |IS version check
Verifies whether the installed IS version is supported

e .NET Framework installed|check

Verifies if version 4.7.2 or higher of the .NET Framework is installed

e ASP.NET support check
Verifies if ASP.NET Runtime 4.0 is correctly installed and configured for 1S

e .NET Core check
.NET Core 8.0 is required for the latest version of Eucaris, not all software is updated yet so .net
framework 4.7.2 is still needed. The check is not yet implemented in the installer.

If any of the above checks fail, the tool can’t continue, but if the tool is started on a correctly
installed server that never ran EUCARIS software the tool will show the following screen:
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5 EUCARIS Installation = [a[T]

Checking EUCARIS Prerequisites
The wizard is checking if the server complies with the 05, 115, NET and EUCARIS
prerequisites. Please wait for these verfications to complete

305 wversion check: Ok

3 115 version check: Ok

E.NET Framework installed check: Ok [Detected: Fx20; Fx30: Fx35; FxdD: Fxd52]
[T ASP.NET support check: Ok

Z User, Groups and Policies check: Not ok: User not available.

Z Folders and Access Rights check: Mot ok Folders not available.

Z Sites. Ports and Authentications check: Not ok: Stes not available.

The wizard continues when you press "Mext'.

< Back ‘ Next = | | Cancel |

It can be seen above that all software requirements have been met and that the prerequisites have
not been met yet, which is to be expected on a new server or installation. The checks indicated in red
are the following verifications:

e User, Groups and Policies check
Verifies whether the default proposed EUCARIS service account exists and is added to the
required groups and has been added to the required policies

e Folders and Access Rights check
Verifies whether the default proposed EUCARIS folders are available and if the EUCARIS
service account has the required access rights

e Sites, Ports and Authentications check
Verifies whether the default proposed website names and ports are available and not used

Based on the above outcome, the user can press ‘Next’ to continue with the next step.

4.1.4 Service account

The service account page starts showing the default proposed EUCARIS service account and requires
the userto enter the passwords that the user wants to create the service account with. This is shown
in the following picture:
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5 EUCARIS Installation = [a[T]

Specifying EUCARIS Service Account
The wizand allows you to specify the ELCARIS service account.

Please specify the account and password to be used. For the comect warking of ELCARIS
the account is added to the required groups and policies and will be used when creating the
folders, the application pool and the sites in the remaining steps of the wizard.

Note that this tool is only able to create a new local account. not a domain accourt.

Accourt: Use domain ] [RDWWKSS20 | [EucarIs |
Password: ||oooouoouuoouooo |

Repeat p =.| | |

The user does not exist and will be created. Press Next"to continue.

[ <Back | Net> | [ Concel |

In this scenario, a new local user is created which will serve as service account for all EUCARIS
applications.

NOTE: Please make sure to adhere to the local password complexity policy

In case an existing user needs to be used, enter the username and the corresponding password. The
username & password combination will be validated as soon as the user presses the ‘Next’ button:

= EUCARIS Installation = [a[=]

Specifying EUCARIS Service Account
The wizand allows you to specify the ELCARIS service account.

Please specify the account and password to be used. For the comect working of EUCARIS
the account is added to the required groups and policies and will be used when creating the
folders, the application pool and the sites in the remaining steps of the wizard.

Note that this tool is only able to create a new local account. not a domain accourt.

Accourt: Use domain [ ] [RDWWKSS20 | [EucaRIs |

Password: ||oooouo| |

Repeat password: | sssssses

The user already exists. Please make sure if you wart to re-use this account. If so, enterthe

comect password and press the "Mext” button to continue. The entered password will be
validated

[ <Back | Net> | [ Concel |

Itis also possible to use an existing domain account as EUCARIS Service account. Please note that you
cannot use an account from another domain than the domain you are logged on to during
installation. Please also note that the tool is not able to create an account in this domain, so this
must be prepared by the domain administrator. The username & password combination will be

validated as soon as the user presses the ‘Next’ button. The tool will show the following error if the
domain user does not exist:

Page 17 of 140



Bucaris

EUCARIS - Installation and Operation Manual

= EUCARIS Installation = [a[T]

Specifying EUCARIS Service Account
The wizand allows you to specify the ELCARIS service account.

Please specify the account and password to be used. For the comect warking of ELCARIS
the account is added to the required groups and policies and will be used when creating the
folders, the application pool and the sites in the remaining steps of the wizard.

Note that this tool is only able to create a new local account. not a domain accourt.

Account: Use domain |Domain ‘ |EL|C.1.F!IS |
Password: ||ooooo|oo|oo|oo|oooo |
Repeat p '.| |

The user does not exist and cannot be created by this tool. if a domain account is required,
please create this prior ising this tool. Ctherwise use a local account and press "Next"to
continue.

NOTE: The Installation Tool will configure this existing user to be a user allowed to run IS
application pools and Windows Services

The user will be added to the following local Windows Groups:

Windows Group Description

Administrators Local administrators group

IIS WPG Replaced by IIS IUSR on Server 2008 and later
IIS IUSRS Built-in group for IIS worker processes

The user will receive the following privileges on the local machine:

Privilege Description

SeAssignPrimaryTokenPrivilege | User Right to replace a process-level token

SeIncreaseQuotaPrivilege User Right to adjust memory quotas for a process

SeServicelogonRight Required for an account to log on using the
service logon type

NOTE: The addition of the EUCARIS Service Account to the Administrators group of the local
machine should be only temporary needed and only required for analysis and troubleshooting
reasons during installation and configuration. It is advised to remove this user from this group as
soon as the application is correctly configured and working properly

4.1.5 Website Folders

The website folder page shows the default proposed root folder and the related subfolders that will
be created. If the user decides to use a different location for the website folders a new root folder
can be selected by pressing the ‘Browse’ button.
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= EUCARIS Installation = [a[T]

Specifying EUCARIS Website Folders
The wizand allows you to specify the root folder for the EUCARIS website folders.

Please specify the root folder where you want the ELICARIS website folders to be created
The EUCARIS service account will be granted read rights to the specified folders.

Root: |SEy=rameR | | Browse

Folders:

7 Cinetpub\EUCARIS\EUCARIS . Extemal v7
-5 Cinetpub \EUCARIS\EUCARIS.Intemal w7
{3 Crinetpub\EUCARIS\EUCARIS Public.v7
{3 Cinetpub\EUCARIS\EUCARIS. WebCliert v7

Refresh

The folders don't exist yet. Press the "Next” button to continue

[ <Back | Net> | [ Concel |

NOTE: The website root folders will not contain the actual application, but serve as root-folder for
the websites hosting the EUCARIS application. The actual application files will be installed to the
application root folder which can be set later on

4.1.6 Website Names, Ports and Application Pools

NOTE: Windows Firewall may show a pop-up requesting access for some features of the
EUCARIS.Installation.exe application. Select ‘Private networks’ and click ‘Allow Access’

The website names and ports page shows the default proposed names and ports that will be created.
If the user decides to use different names or ports this can be entered, but keep in mind that all
entered information is required to be unique. In case the chosen values already exist it will be
indicated in red, which can be overridden using the ‘Use current checkbox’ or by selecting different
values. On a clean installation it is advised to turn off the ‘Default Web Site’, because it is configured
by default to use port 80.
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Specifying EUCARIS Website Mames and Ports
Specify the names and port numbers forthe EUCARIS websites

Please specify the unique website names and port numbers of the EUCARIS websites. Per
web ste an EUCARIS application poal with the same name will be created. The previous
specified web site folders will be used during creation.

Exdemal website: |EUC.‘\RIS Edemal v7 on port:

Intemal website: |EUCARIS Intemal v7 on port:

Public website: |EUCJ\RIS Public v7 on port:

Webclient website: |EU[‘J\RIS WebClient v7 on port:

The sites and ports already exist or are not unique . Please change the sites and ports or
tum off other sites using the selected ports or switch on 'Use cument settings’ and press
‘MNext'to continue.

[] Use cument settings

[ cancel

Disable the existing default website:

'E.E.Aﬂkllﬁs Inszafiation -|o] x
!,._-_ SR B o r K R Yt sy i A S A o 22 S LM
Specdying EUCARIS Webste Names and Pors
Foaofy e rawes nd 01 nunbens for e ELUCARIS webates

Plaase 520ty e i messte s ard 254 rurbers = e EUCATES nesstes P
wiby ste 3 EUCARIS sophoaton poo with the some name wil be oremed. Dhe pevews
pached web e iddes wil De Loed g cweon

Estorl et [EUCARS Ederalv] " npon: [ifE |
teral weite:  ELCARL rtermsd v | smpoe |E(E4
Pty [EUCARSS e v3 | = pon [E0EE |
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4.1.7 Execute EUCARIS Prerequisites

The execute page executes and verifies the required changes. It verifies before and after making the
required changes to make sure that manual changes won’t interfere with the changes of the tool.

= EUCARIS Installation =B AT

Executing EUCARIS Prerequisites
The wizand is executing the EUCARIS prerequisites as defined in the wizard.
Please wait forthese actions to complete, because this could take a few minutes.

EASP.NETr\egiﬁmﬁnn execute and verify: Ok

3 User, Groups and Policies execute and verify: Ok

3 Folders and Access Rights execute and verify: Ok

3 Sites, Ports and Authentications execute and verify: Ok
3 115 reset execute and verify: Ok

Al steps have been executed and verffied. Press "Next’ to continue

< Back Next = | | Cancel

4.1.8 Application Root folder

Specify the root folder where the EUCARIS Application files will be installed to.
If you need to change the root folder, press the ‘Browse’ button to choose a different location.

= EUCARIS Installation = [a[=]

Specifying EUCARIS Application root folder
The wizard allows you to specify the root folder for the EUCARIS application.

Flease specify the root folder where you want the EUCARIS application to be installed. The
EUCARIS service account will be granted read rights to the specified folders.

Roat: ‘C:\F‘mgmm Files\EUCARIS\EUCARIS v 7\ | | Browse

The folder does not exist and will be created. Press the "Nest” button to continue.
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4.1.9 Installing EUCARIS Core

The installation will now copy the required files to the selected location, create virtual directories in
11S and create Windows Service instances on the local machine:

= EUCARIS Installation = [a[=]

Installing EUCARIS Core.

The wizard is installing the EUCARIS Core on the designated location.
Please wait forthese actions to complete, because this could take a few minutes.

[ Extract files: Ok

ECop}'ing core files: Ok

ECop}'ing initial configuration files: Ok
JCr\eaﬁng EUCARIS virtual directories: Ok
3 Installing Windows Services: Ok

3 Finalizing instalation: Ok

The EUCARIS Core is installed. Press ‘Nest”to continue.

<Back | Ned¢> | [ Cancel

4.1.10 Tools root folder

The EUCARIS Application is supported by a number of tools required for configuration, maintenance,
reporting and so on. These tools are installed in the root folder which is specified here:

= EUCARIS Installation = [a]

Specifying EUCARIS Tools root folder
The wizard allows you to specify the roct folder for the EUCARIS Toals.

Please specify the root folder where you want the EUCARIS Tools to be installed.

Root: ‘C:\ngmm Files\EUCARIS\ Toals| | Browse

The folder does not exist and will be created. Press the "Next” button to cortinue
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4.1.11 Installing EUCARIS Configuration Tool

The installation will now copy the required files to the selected location:

Installing EUCARIS Configuration Tool.

The wizand is installing the EUCARIS Configuration Tool on the designated location
Please wait forthese actions to complete, because this could take a few minutes.

Extract files: Ok

Copying Configuration Tool files: Ok

Copying initial configuration files: Ok
w Finalizing instalation: Ok

The EUCARIS Configuration Tool is installed. Press "Next'to continue.
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4.1.12 Install or re-use EUCARIS Database

The next step in the installation process is to select a current EUCARIS database or creating a new
EUCARIS database. The different scenarios are elaborated below. Please choose the scenario that is
applicable in your situation.

4.1.12.1.1 Re-use a current EUCARIS Database

If your EUCARIS database remains the same and this installationis only used for installing EUCARIS on
a new application server, it is possible to enter the current connection string in this screen.

Depending on the database, a choice can be made between SqlClient and OracleClient.
Enter the proper connection string.

B EUCARIS Installation - O X

Install Database
Check Database for Eucans install or create new Eucarns database

Database:  |SglClient ~

Data Source=.Initial Catalog=EUCARIS Integrated Securty=True

Check

¢ Back Next >

After entering the correct connection string, the button “Check” can be clicked to check if a valid
connection can be made.

Bl EUCARIS Installation - O k4

Install Database
Check Database for Eucaris install or create new Eucaris database

Database: SqlClient w

Data Source=;Initial Catalog=EUCARIS; Integrated Security=True

=3

Database connection OK. Press <NEXT> to continue or drop cument DB.
EUCARIS Database release: 6.0

Drop Eucaris DB

< Back Next = Cancel
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4.1.12.2 Create a new EUCARIS Database (empty EUCARIS Database available)

When it is needed that a database should be created by your database administrator, you follow the
next steps. Ifyou have enough rights to create a database, please continue with paragraph 4.1.12.3.

Prerequisite: Please let a database administrator create an empty database with the name EUCARIS
before moving on with the install wizard. The database must have the name EUCARIS otherwise the
scripts won’t work.

Depending on the database, a choice can be made between SqlClient and OracleClient.
Enter the proper connection string.
e Datasource
The name given to the connection set up to the database
e UserlD
Username of the preferred EUCARIS user of the database.
e Password
Password of the preferred EUCARIS user of the database.

NOTE: When using Windows Integrated Security, please make sure that both the EUCARIS Service
account and the local user have appropriate authorisations (minimal: read, write, optional: create
& modify for System Updates) on the database

MS sQL
Below is an example of a Microsoft SQL Server connection string
Bl EUCARIS Installation — a X
Install Database

Check Database for Eucaris install or create new Eucaris database

Database: | SqlClient w

Data Source=;Initial Catalog=EUCARIS; Integrated Security=True

Check

 Back Next >

Press ‘Check’ after entering the connection string, to verify if the connection string is correct.
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B EUCARIS Installation — O X

Install Database

Check Database for Eucaris install or create new Eucaris database

Database: SqlClient ~

Data Source=_Initial Catalog=EUCARIS; Integrated Security=True

Check

Database connection OK.
EUCARIS Database release: not found.
Invalid object name Telease’.

Create new Eucaris DB tables only  c\EUCARIS_DB23

< Back Next = Cancel

When a database connection is established, and a filled EUCARIS database cannot be found, check
the checkbox “tables only”.

After clicking on “Create new EUCARIS DB the following popup appears:

Are you sure?

Confirm to create a new Eucaris Database,
You also pressed tables only. We assume that a DBA created the

database and that you only would like the wizard to create the tables,
If this is not correct, please press <Mo>

When you click “Yes” the EUCARIS tables will be created in the EUCARIS database.
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The EUCARIS database will now be created.

B EUCARIS Installation - O x

Install Database
Chechk Database for Eucaris install or create new Eucars database

Database: | SglClient w

Data Source=;Initial Catalog=EUCARIS; Integrated Security=True

Check
Eucars Database successfully created!
Drop Eucaris DB
< Back MNext = Cancel

Press ‘Next’ once the database has been successfully created. The database can also be removed, if
an error has been made. Select ‘Drop Eucaris DB’ to remove the database and repeat the previous
steps.
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Oracle
Below is an example of an Oracle connection string
Bl EUCARIS Installation - [} x

Install Database
Check Database for Eucaris install or create new Eucaris database

Database:  |OracleClient w

Data Source=localhost}User ID=EUC;Password=UNISYS;

Check

< Back Mext > Cancel

Press ‘Check’ after entering the connection string, to verify if the connection string is correct.
After checking if the password is correct, the following screen will show:
[ EUCARIS Installation - O b

Install Database
Check Database for Eucaris install or create new Eucaris database

Database:  |OracleClient w

Data Source=localhost;User ID=ELIC;Password=eucaris;

Check
Database connection OK.
EUCARIS Database release: not found.
ORA-00942: table or view does not exist
Create new Eucaris DB tablesonly |c\EUCARIS_DB
< Back Next Cancel

When a database connection is established, and a filled EUCARIS database cannot be found, check
the checkbox “tables only”.
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After clicking on “Create new EUCARIS DB“ the following popup appears:

Are you sure?

Confirm to create a new Eucaris Database,

You also pressed tables only. We assume that a DBA created the
database and that you only would like the wizard to create the tables.
If this is not correct, please press <No>

Yes No

When you click “Yes” the EUCARIS tables will be created in the EUCARIS database.
Bl EUCARIS Installation — O b

Install Database
Check Database for Eucaris install or create new Eucaris database

Database:  |OracleClient w

Data Source=localhost;User ID=ELIC; Password=eucaris;

Check
Eucaris Database successfully created!
Drop Eucaris DB
< Back Mext = Cancel

Press ‘Next’ once the database has been successfully created. The database can also be removed, if
an error has been made. Select ‘Drop Eucaris DB’ to remove the database and repeat the previous
steps.
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4.1.12.3 Create a new EUCARIS Database (EUCARIS Database does not exists)

Please make sure that a database instance has been installed and is running. This can be either
Microsoft SQL Server or Oracle.

Depending on the database, a choice can be made between SqlClient and OracleClient.
Enter the proper connection string.
e Datasource
The name given to the connection set up to the database
e UserlD
Username of the preferred EUCARIS user of the database.
e Password
Password of the preferred EUCARIS user of the database.

NOTE: When using Windows Integrated Security, please make sure that both the EUCARIS Service
account and the local user have appropriate authorisations (minimal: read, write, optional: create
& modify for System Updates) on the database

MS sQL
Below is an example of a Microsoft SQL Server connection string
B EUCARIS Installation - O X
Install Database

Check Database for Eucaris install or create new Eucars database

Databasze: | SqglClient w

Data Source=_:Initial Catalog=EUCARIS: Integrated Security=True

Check

< Back Next =

Press ‘Check’ after entering the connection string, to verify if the connection string is correct.

Page 30 of 140



EUCARIS - Installation and Operation Manual

B EUCARIS Installation - O ¥

Install Database
Check Database for Eucaris install or create new Eucans database

Databasze: | SqglClient w

Data Source=_:Initial Catalog=EUCARIS: Integrated Security=True

Database connection DK with: Master
EUCARIS Database release: not found.
Invalid object name release’.

Create new Eucaris DB | [] tables orly  |c:\ELCARIS_DB

< Back Next > Cancel

Please select the location in which the database file is stored. In this case it is c:\EUCARIS_DB.
Press ‘Create new Eucaris DB’ afterwards and confirm with ‘Yes’ in the pop up.

Confirm to create a new Eucaris Database

Are you sure? i
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The EUCARIS database will now be created.

B EUCARIS Installation - O b4

Install Database
Check Database for Eucaris install or create new Eucaris database

Database: | SglClient ~

Data Source=;Initial Catalog=EUCARIS: Integrated Security=True

Check
Eucaris Database successfully created!
Drop Eucars DB
« Back Next > Cancel

Press ‘Next’ once the database has been successfully created. The database can also be removed, if
an error has been made. Select ‘Drop Eucaris DB’ to remove the database and repeat the previous
steps.
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Oracle
Below is an example of an Oracle connection string

B EUCARIS Installation - O b4

Install Database
Check Database for Eucaris install or create new Ecuaris database

Database: OracleClient ~

Data Source=localhost; User ID=EUC; Password=Oracle 20218,
Check

< Back MNext = Cancel

Press ‘Check’ after entering the connection string, to verify if the connection string is correct.
The password of the SYS user needs to be entered, if the User ID is unknown:

Credentials needed X

Please provide SYS password. This password will NOT be stored.

(— |

=

After checking if the password is correct, the following screen will show:
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B EUCARIS Installation - O b

Install Database
Check Database for Eucaris install or create new Ecuaris database

Data Source=localhost: User ID=EUC; Password=Cracle20218;

Database connection OK with: 5YS
EUCARIS Database release: not found.
ORA-D0942: Tabel of view bestaat niet.

Create new Eucars DB cM\EUCARIS_DE

< Back MNext = Cancel

Please select the location in which the database file is stored. In this case it is c:\EUCARIS_DB.
Press ‘Create new Eucaris DB’ afterwards and confirm with ‘Yes’ in the pop up.
Confirm to create a new Eucaris Database

Are you sure? i

Please re-enter the SYS password in the following screen.
Credentials needed =

Please provide SYS password. This password will NOT be stored.
—

Corc

Also, the password of the EUCARIS-user of the database needs to be entered.

Page 34 of 140



EUCARIS - Installation and Operation Manual

Credentials needed .

Please provide EUC password for user creation. This password will be used in the connectionstring. Please retype f unaltersd.

Cancel

The EUCARIS database will now be created.

B EUCARIS Installation - O X

Install Database
Check Database for Eucaris install or create new Ecuaris database

Data Source=localhost; User ID=EUC;Password=UNISYS;

Check

Eucars Database successfully created!

Drop Eucars DB

< Back Next > Cancel

Press ‘Next’ once the database has been successfully created. The database can also be removed, if
an error has been made. Select ‘Drop Eucaris DB’ to remove the database and repeat the previous
steps.
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4.1.13 Finish

The finish page is the last page of the tool. The required EUCARIS application files are now installed
successfully. The last step in installation of EUCARIS is the configuration, which is described in
chapter 5. The configuration wizard will start automatically after pressing ‘Finish’.

Bl EUCARIS Installation — O b4

EUCARIS is now successfully installed. Please continue
thie further corfiguration of EUCARIS according to the
manual and press "Finish’ to start the Configuration Tool

< Back Cancel

Next step is the configuration, this is explained in the following chapter.
B EUCARIS Configuration Wizard — O >

EUCARIS configuration Wizard

This ‘Wizard will guide you through the basic
configuration settings for EUCARIS. Please read
the manual and make sure that you've made the
needed prerequisites.

The Wizard will perform a check if 2ll parameters
are correclty.

Make sure you use this tool on the EUCARIS
server while logged in as an admini: using
alocal machine account!

Advanced

Press Mext to continue.

< Back Next > Cancel
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5. Configuration (initial installation)

Before EUCARIS can be used it has to be configured. For this purpose, the Configuration Tool is
created which was installed in the previous chapter. The Configuration Tool serves the following
purposes:

e Configure a new EUCARIS installation
Configuring a new EUCARIS installation is supposed to be done by using the Configuration
Tool in ‘Wizard” mode, which leads the user through the required steps to perform

e Modify an existing EUCARIS installation
Modifying an existing EUCARIS installation is supposed to be done by using the Configuration
Tool in ‘Advanced’ mode, which allows the user to perform the steps that need modification

e Export and import EUCARIS configurations and translations
Exporting and importing EUCARIS configurations and translations are supposed to be done
during a backup, configuring of horizontally scaled EUCARIS servers or transporting
translations to other staged environments

e Perform configuration updates issued by EUCARIS Operations
The configuration of EUCARIS regarding URLs, IP addresses and authorisations of other
member states is distributed in Configuration Updates. The Configuration Tool is able to
obtain this Configuration Update at the Update Service hosted by EUCARIS Operations

o Perform system updates issued by EUCARIS Operations
Since release 6 EUCARIS is based on a ‘pluggable framework architecture’. This means that
the functionality of EUCARIS can be easily extended or adapted. The Configuration Tool is
able to download and install System Updates issued by EUCARIS Operations

The Configuration Tool can run in four modes, respectively ‘Wizard’, ‘Advanced’, ‘Update’ and
‘Broker Configuration” mode. These modes will be discussed in detail in the following paragraphs.

5.1 Wizard Mode (initial installation)

Initial configuration is done using the ‘Wizard’” mode in which the user is guided through the settings
for EUCARIS. In this mode all steps are carried out in the correct order and this mode is used for all
standard EUCARISinstallations and updates. This paragraph describes the steps required for an initial
(new) installation of EUCARIS.

NOTE: After a new installation of EUCARIS it is required to always perform the initial configuration
using the EUCARIS Configuration Wizard

5.1.1 Welcome

The tool will be started automatically after pressing ‘Finish’ in step 4.1.13.

The tool can be started manually by using ‘Start’ > ‘All programs’ > ‘EUCARIS.v7 Tools’ >
‘EUCARIS.Configuration Wizard’ and wait till the following screen is displayed giving an introduction
of the tool. After reading the introduction press ‘Next’ to continue or press ‘Advanced’ to directly
switch to the ‘Advanced’ mode. For an initial installation it is required to follow all steps in the
wizard mode.
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= EUCARIS Configuration Wizard ==

EUCARIS configuration Wizard

This ‘wizard will guide you through the basic
configuration settings for EUCARIS. Please read
the manual and make sure that you've made the
needed prerequisites

The Wizard will perform a check if all parameters
are correclty.

Make sure you use this tool on the EUCARIS
server while logged in as an administrator, using
a local machine

Advanced

Press Next to continue.

<Back | Nea> | [ Camcel |

NOTE: The tool must be started with elevated privileges (run as administrator) to function
correctly. The UAC (User Account Control) request can and must be answered with ‘Yes’

5.1.2 Configuration Tool Preferences

If the Configuration Tool is started for the first time the user must specify the EUCARIS 7.0
application root folder directory, the environment for this specific instance of EUCARIS and the
EUCARIS Service account. This has to be the same service account as created (or configured) during
the prerequisites and installation as described in paragraph 4.1.1 or Fout! Verwijzingsbron niet
gevonden..

= EUCARIS Configuration Tool == -
q_{ﬁ EUCARIS Configuration Tool Preferences

Please check and change the root folder for this instance of EUCARIS if needed.

EUCARIS root folder:
C:\Program Files\ELUCARIS\EUCARIS +7 | ]

To be able to connect to the correct EUCARIS Operations Update Services it is necesary to specify
the environment of this instance of EUCARIS.

Select the environment for this instance of EUCARIS: ‘ﬁccemance W |

The EUCARIS application requires a service account to run the |15 application poocls and Windows
Services. For configuration purposes this tool requires the configured service account name. Touse

a domain user, add the domain to the username sep i with a backslash, for
‘domain\ELUICARIS.
NOTE: Changing this value does not reconfigure the identity used in all EUCARIS Applications!
Select the EUCARIS Service account used in this tool: EUCARIS
oK || cancal
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NOTE: Make sure to set the correct environment for this instance of EUCARIS (Acceptance/test or
Production). This setting is important for connecting to the correct Update Service hosted by
EUCARIS Operations

5.1.3 Analyse current configuration
After the selections are made the Configuration Tool continues with the analysis of the following
preconditions and won’t continue if they are not all met:

e EUCARIS installation
The current version of EUCARIS is verified

e EUCARIS configuration files
The existence of configuration files is checked and they are read and validated

e EUCARIS components
The installation status of different parts of EUCARIS are verified

e EUCARIS user
The existence of the EUCARIS service account is verified

Below is shown what the result of this analysis should be, before the tool can continue:

= EUCARIS Configuration Wizard (=[]

Checking prerequisites
The \Wizard is checking the prereguisites. This could tzke a while. Flease wait.

ﬁ EUCARIS installation. Installed wersion:7.0.17.11

ECoHﬁgumﬁon files. Initialized

E Installed components: Webclient, Edemal Services, Public Services
E EUCARIS user: "WIN-KCHHKDIG7TBA\EUCARIS' Exsts.

[ <Back | Net> | [ Cancd

Press ‘Next’ to continue to the next step of the wizard.

5.1.4 Local configuration

In this step the user must set-up local member state or organisation properties.
The following parameters can be set:

e Organisation code
The organisation code for which to configure EUCARIS
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NOTE: Please use the code supplied by EUCARIS Operations. The organisation code can be
requested via mail to the installation and implementation Servicedesk at
EUCARIS2help@rdw.nl

o Date format
The date format that should be used in the EUCARIS web client. All dates will be shown in the

format specified here

i3] EUCARIS Configuration Wizard |;|£-

Local configuration
Enter the local EUCARIS erganisation code and 2 prefered dateftime format to
use.

Please use the code supplied by

it . EUCARIS Operations. The organisation
UEERIIErLE code can be requested via mail at
eucansZhelp@rdw.nl.

Date format: ‘ DD-MMLCYY A

[ <Bak | Net> | [ cancel

Press ‘Next’ to continue to the next step of the wizard.

5.1.5 Certificate configuration (initial installation)

In this step, the certificate used for signing and encrypting the EUCARIS messages is selected from
the certificate store. If required, a certificate can be imported in case of an initial installation.
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= EUCARIS Configuration Wizard [= [a]

Certificate configuraion
Select the EUCARIS certificate for signing and encryption purposes.

CertificateStore: | LocalMachine v

Certificate Thumbgprint: |

Certificate information: Get information

Comman name: ‘

Izsued by ‘

Walid from - to: ‘

Is valid: ‘

Information A

[ <Back | Nea> | [ cancel |

The certificate store to use has to be selected using the selection box which contains a choice
between ‘LocalMachine’ and ‘CurrentUser’.

We strongly advise to use the certificates from the ‘LocalMachine’ store. Please contact EUCARIS
Operations if using the ‘Local Machine’ store is not possible due to restrictions or policies.

Press ‘Select certificate’ in order to configure the correct EUCARIS certificate.

The EUCARIS certificates for both the acceptance as well as the production environment can be
obtained by requesting them from the EUCARIS Operations at EUCARIS2help@ rdw.nl.

NOTE: Since the introduction of the TESTA PKI (early 2018), EUCARIS System Updates are used in
the distributing and installation of EUCARIS certificates. Since the end of 2023 certificates no longer
derived from via the TeleSec PKI (offered by the EC), new certificates now are derived from the
QuoVadis PKI (contracted by EUCARIS Secretariat).

Please review paragraph 5.3.2 System Update for more information on System Updates, and
paragraph 10.10, How To: Install a Certificate using System Updates

NOTE: Although EUCARIS will accept any X509 certificate with key usages: Digital Signature, Non-
Repudiation, Key Encipherment and Data Encipherment, both acceptance and production
certificates for use in the EUCARIS infrastructure are supplied by EUCARIS Operations. Please
contact EUCARIS2help for more information about the certificate request procedure

NOTE: during the import of an EUCARIS certificate also the certificates of the intermediate- and
root Certificate Authorities are imported to ensure a complete trusted chain
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If no valid certificate is available, a certificate can be imported applying the correct System Update
(please review paragraph 10.10, How To: Install a Certificate using System Updates).

Select the certificate and press ‘Select’ to finalize setting the required certificate.

= EUCARIS Configuration Wizard |- | = [

Certificate configuration
Select the EUCARIS certificate for signing and encryption purposes.

CertificateStore: | LocalMachine v Select certificate

Certificate Thumbprint: | DD3C747AN8622D4C530520503A60A6B6108DBAAR |

Certificate information: Get information

Common name: |NL-ACC INDE-SYSTEM.ORG
Issued by: |CN=EucarisTest-2014
Valid from - to: |From: 06/11/2014 15.05:47 to: 28/10/2028 15.58:20

Is valid: ‘Yes.
Information; |Chain Policy Revocation flag: EndCertificateOnly s
Chain Policy Revocation mode: NoCheck
Chain Palicy URL retrieval time out: 0 ms -

[ <Back | Net> | [ Cancel |

As long as no valid certificate is selected, it is not possible to use Configuration and/or System
Update Service and it is not possible to finalise the configuration and installation. An error will be
displayed in the finalisation step.

Press ‘Get information’ to view details of the selected certificate and press ‘Next’ to continue to the
next Certificate Configuration step of the wizard. The EUCARIS Certificate contains a private key, used
for signing and encryption. The EUCARIS Service account must have the appropriate authorisation to
access this private key.
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= EUCARIS Configuration Wizard [= [a]

Certificate configuration (2)
Set appropriate rights to access the private key of the certificate

Certificate Thumbprint: | DD3C747AN9622DAC530520503A60A6B6108DBAAR

The EUCARIS user "WIN-RBNOSFAHKDZ2

'EUCARIS’ must have the appropriate rights Edit private key file
to access the certificate’s private key on this security
machine. The minimum appropriate right is

‘REALD".

Check if the EUCARIS user WIN- R
RENOSPAHKDZ\EUCARIS is able to access Check private key file

the certificate’s private key on this machine. GCCess
You will be asked to enter the p: d for
this user.
[ <Back | Nea> | [ cancel |

Press ‘Check private key file access’ to check access to the certificate. The EUCARIS Configuration
Tool will check the access using the EUCARIS Service account. To be able to perform this check, the
password of the EUCARIS Service account is required.

= Enter password -

Plezse enter the password for the user WIN-RENOSPAHKDZ
\EUCARIS.

This password is needed o access the private key for the
configured ELICARIS certificate.

The password is cached during the execution of this
configuration tool.

Password: |“‘“‘“‘“‘“‘““‘"| |

This check can result in one of the next two responses, indicating whether or not the certificate
private key is accessible by the EUCARIS service account.

test private key access -

User WIN-RBMOSPAHKD2\EUCARIS is able to access the private key of
this certificate,

This indicates correct accessibility.
The next Error message displays the situationin which the certificate is not accessible tothe EUCARIS
service account.
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key of this certificate!

@ User WIN-RBMNOSPAHKD2\EUCARIS is NOT able to access the private

- Keyset does not exist

If this Error happens press ‘Edit private key file security’, which will open a properties dialog and
press ‘Security’ to switch to the security information as shown in the following dialog:

| General | Securty | Details I Previous Versions |

Object name:  C:\ProgramData"MicrosoftCryptotRSA \Machine K

Group or user names:

%J\dm strators (WIN-RBNOSPAHKD 2 Administrators)
&J\ccuum Unknown(S-1-5-5-0-248415)

To change pemissions, click Edit.

Pemissions for SYSTEM

Full contral

Modify

Read & exscute
Read

Write:

Special permissions

For special pemmissions or advanced settings, ‘\dvan:sd
click Advanced.

ok || camcel || ey |

On this dialog use the ‘Edit’ button to open the permissions dialog and use ‘Add...” to add the
EUCARIS service account with at least ‘Read’ and ‘Read & Execute’ permissions:

Select this object type:

|Usas, Groups, or Buittin security principals | | Object Types... |
From this location

[WiN-RBNOSPAHKD2 | [ Locations_-_|
Enterthe object names to select

WIN-RENOSPAHKDZAEUCARIS Check Names
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When done the permissions dialog adds the default ‘Read’ and ‘Read & Execute’ permissions for the
EUCARIS Service account. Press ‘OK’ twice to close the dialogs:

. Permissions for e48ca232bf878321c255d1ae... -

Security

Object name:  C\ProgramDatz"Microsaft\Crypto RSA Machine K

Group or user names:

B2, 5YSTEM

S_!,ﬁdmin\slmtors {WIN-RENOEPAHKD 2" Administratars)
zyﬁccoum Unknown(S-1-5-5-0-248415)

2 EUCARIS (WIN-RENO5PAHKDZ\EUCARIS)

Pemissions for ELCARIS Allow Deny

Full contral O O -~

WModity O O

Read & execute O =

Read ]

Write O O
[ ok ][ s |[ fow |

Verify again by using ‘Check private key file access’ to see if the changes were correct and that the
certificate is correctly accessible to the EUCARIS service account.
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5.1.6 Checking and finalizing configuration

The selected settings for the configuration are checked and finalised. This involves the following:

e EUCARIS Database
Verifies the database can be connected and if it has the correct version

e EUCARIS Certificate
Validates if the chosen certificate is valid. This checks if it can be used for signing EUCARIS
messages, if the certificate chain is valid and if the certificate revocation list is valid

e EUCARIS Groups
Adds the required EUCARIS groups

e EUCARIS Country
Adds the configured member state

e EUCARIS User
Creates a Web Client profile for the EUCARIS user running the Configuration Tool, with all the
required rights. This is done to make sure there is at least one EUCARISaccount available that
is able to create new profiles in the EUCARIS Web Client

e EUCARIS Services
Verifies if the required EUCARIS Windows services are setup correctly

] EUCARIS Configuration Wizard I;li-

Checking and finalizing
The \Wizard is checking and finzlizing the current configuration. This could take
a while. Please wait.

E Database connection. Database type: SqlClient

T EUCARIS database, version found: 6.0

ECerti'ficate signing; cerificate can be used for signing.

[ Cetficate validation; cetiicate is valid.

ECerti‘ficate Revocation List; CRL is checked (orline, complete chain).

[T Certificate S5L binding in 115; Port 443 bound to NL-ACC.INDE-SYSTEM.ORG.
E Local EUCARIS Groups; groups added.

Eln'rtial EUCARIS Country; Country "NL" added.

[ Initial EUCARIS User; Profile and authorisations for user rademake’ created.
E Local service configuration; Local service URL's updated.

E EUCARIS Windows services; All services are setup comectly.

[ <Back | Ned> | [ cancel |

In case of errors it is not possible to proceed and finish the configuration. See below for an example:
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= EUCARIS Configuration Wizard [= [a]

Checking and finalizing

The \wfizard is checking and finalizing the current configuration. This could take
a while. Please wait.

Database connection. Database type: SqlClient

EUCARIS database, version found: 6.0

ECerliﬁcaie signing. Emor: The user name or password is incomect

ECerliﬁcaie validation. Emror: The user name or password is incorrect
ECerliﬁcEne Revocation List. Waming: ; CRL is not checked because the cerificate is not
[FCertficate SSL binding in 11S; Port 443 bound to NL-ACC.INDE-SYSTEM.ORG.
3 Local EUCARIS Groups; groups added.

3 Initial EUCARIS Country; Country "NL” already exists.

3 Inttial EUCARIS User; Profile and autharisations for user rademake’ created.
J Local service configuration; Local service URL's updated.

J EUCARIS Windows services: All services are setup comectly.

If no errors occur the configuration can be finished. A warning might be shown for the Certificate
Revocation List (CRL) check, in case no network connection with EUCARIS Operations is available yet.
Although blocking for the correct functioning of EUCARIS the wizard is allowed to continue. Check
paragraph 9.2, Certificates troubleshooting.

A Certificate Revocation List. Warning: Could not check the CRL. This might be due to network connections not being Fully functional 2t the moment.
You can resume configuring Eucarisll, buk you cannat succesfully communicats with other membar states whils the CRL cannot be checksd.

Press ‘Next’ to continue to the next page of the wizard.

] EUCARIS Configuration Wizard [=[a x|

You have succesfully configured EUCARIS. All
settings will be written to the configuration files when
pressing the finish button.

The new configuration will become active after a
reset of all EUCARIS windows services and Internet
Information Server (11S).

Restart EUCARIS services and
Internet Information Server (11S)

If the network connection with the secretary state
(ML) is already available, you can retrieve and install
the |atest configuration Update.

Check for configuration updates
o e coniton ot

[ <Back | Fnsh | [ Cancel |

By checking or unchecking, the user can either invoke or skip the following steps:

Page 47 of 140



EUCARIS - Installation and Operation Manual

e Check for System Updates now
Checks if updates from EUCARIS Operations are available by using the EUCARIS Update
Service. For details on the EUCARIS Update Service and Configuration- and System Updates,
please refer to paragraph 5.3

Press ‘Finish’ to exit the wizard.
NOTE: After the initial information it is required to update the system with the latest available

System Updates first, followed by the latest available Configuration Update.
Updating the system is described in 5.3
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5.2 Advanced Mode

The Configuration Tool has an advanced mode, allowing the user to verify or modify the settings. The
order in which steps are carried out is free and more details are shown compared to the wizard. It
also allows to configure and test networks and can be used for a non-standard EUCARIS installation,
for troubleshooting the current configuration and for operational management.

EUCARIS Configuration - Advanced - [EUCARIS 7.0.17.11] I;Ii-

2

File Tasks Tools View

FRLXXE

& Configuration Analysis

EUCARIS Configuration tool version: 7.0.86.28

EUCARIS application root folder: C:Program Files\EUCARIS\EUCARIS v7
Found EUCARIS Version: 7.0.17.11

EUCARIS Broker installed. Version: 7.0.17.11

System Updates installed: None.

Corfiguration Update: No corfiguration update found on this machine.
Corfiguration files successfully loaded.

Create Report | | Analyse configuration
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5.2.1 Basic configuration analysis

In this screen the following items are checked:

e Version and root folder
Determines and checks the current version of EUCARIS, tools and components and displays
the application root folder configured

o EUCARIS System Updates
Determines and checks the installed System Updates and their versions

e EUCARIS Configuration update
Determines and checks the latest Configuration Update version, installation date and status

To analyse the configuration in more detail, press the button ‘Analyse configuration’. This analysis
might take up to a minute to complete.

NOTE: for some checks and operations the password of the EUCARIS service account is required. In
such case the dialog below is shown, stating the reason for the usage of the password. The
password is cached in memory during the execution of the EUCARIS Configuration Tool (unless the
password is incorrect)

i3] Enter password -

Plezse enter the password for the user WIN-RENOSPAHKDZ2
\EUCARIS.

This password is needed o access the private key for the
configured ELJCARIS certificate

The password is cached during the execution of this
configuration tool.

Password: |
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B EUCARIS Configuration - Advanced - [EUCARIS 7.0.48.3081] — *
File Tasks Tools View

k3 S @ RG

& Configuration Analysis

KB4509091;7/11,/2019;Security Update A~
KB4512574:9/13/2019;Securty Update
KB4520724:11,/14/2019;Security Update
KB4521858:10/10/2019;Securty Update
KB4524244;2/13/2020; Security Update
KB4535680;1/15/2021;Securty Update
KB4540723;3/12/2020;Securty Update
KB4550994:4/16/2020; Security Update
KB4562561:6/11/2020;Securty Update
KB4565912.7/16/2020; Security Update
KB4576750:9/10/2020; Security Update
KB4601352;2/11/2021; Security Update
KB5001078;3/11/2021;Security Update
KB5001402;4/15/2021;Securty Update
KBE005698;9/16/2021; Security Update
KB5005573:9/16/2021; Security Update

Create Report Sytemn diagnostics Analyse configuration

The following additional items are checked:

e EUCARIS user
Determines the existence of the EUCARIS service account

e EUCARIS database
Determines the existence, connection and version of the EUCARIS database

e EUCARIS certificate
Determines if the certificate is valid for use with EUCARIS

e EUCARIS websites
Determines if the websites can be accessed

e EUCARIS services
Determines if the EUCARIS services are setup correctly

5.2.2 Create Analysis Report

For advanced troubleshooting and analysis it is possible to create an even more detailed report of
the EUCARIS system, installation and configuration by pressing the ‘Create Report’.
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The analysis involves an analysis of the network configuration. If no network parameters are
available, the user will be notified and if this analysis needs to be included these network parameters
need to be provided (for details see 5.2.7). The user can choose to skip the network analysis.

EUCARIS - Installation and Operation Manual

Network settings B

l Network settings are not set (see Network Analysis tab)
Y

Continue without netwerk check?

The report and all applicable files will be collected and added into a zipped archive. Select a folder for
this archive. The EUCARIS Configuration Tool suggest a filename, containing the configured EUCARIS
Country Code and timestamp of the analysis. It is advised not to change this suggested filename.

] Save report file as -
© v 1| | <« Local Disk(C:) » Temp v G\ | Search Temp £ |
Organize = Mew folder == - 'ii‘
. a
1| Recent places  ~ MName Date modified Type
/8| This pC Ma items match your search.
i Desktop
| Documents

& Downloads

W Music

= Pictures

g Videos
i Local Disk (C:)
[t DVD Drive (02 5C

W< m

File name: | EUCARIS.Report.NL.201503181009

Save as type: |zip files (".zip)

4 Hide Folders | Save | | Cancel |

This report can optionally be secured with a password since it might contain sensitive system data

from e.g. a production environment. Leave the password fields empty if the report does not have to
be protected.
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] Enter password -

The collected information might contain sensitive information

(i.e. database passwords). To protect this data, please enter a
password. Leave the fields empty if you do not want io protect
the report file.

Password: ‘ |

Repeat password: ‘ |

Create report

The following items are collected when the ‘Create Report’ is pressed:

e Configuration analysis report
The output of the configuration analysis

e Hosts file
The hosts file of the current server

e Configuration files
The configuration files of EUCARIS and installed components

e .NET assembly versions
The versions of the EUCARIS .NET assemblies

e Application log
The application log entries of the last 24 hours

e Systemlog
The system log entries of the last 24 hours

e Network analysis report
The output of the network analysis report (if performed)

e Service configuration
The configuration of the EUCARIS services

e Logging configuration
The configuration of the logging of EUCARIS

5.2.3 Database configuration

In this screen the user can configure the database to use for EUCARIS. Either a Microsoft SQL Server
or an Oracle database can be chosen. Furthermore the connection can be modified and the specified
connection can be verified.

The EUCARIS application uses fairly basic SQL queries for its operations, and require no specific DBMS
features or stored procedures. The required SQL queries are stored in “query collections”.

And although the query collections can be selected by using the ‘Browse’ buttonit is strongly advised
not to modify this value nor the contents of the query collections.
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[E EUCARIS Configuration - Advanced [EUCARIS version: &o_l;li-
File Tasks Tools View

j! Database configuration

Database:

Connection string:

Data Source=_;Intial Catalog=Eucaris: Integrated Securty=True

To check the connection parameters press "Check™ Check..

Query collection:
Indes Core.Data. Sql QuenyCollection config

Browse...

The configured connection string will be used for the following operations:

1. Default operations performed by the EUCARIS application (services and web client), requiring
SELECT, INSERT and UPDATE permissions on the EUCARIS database,

2. Configuration Updates performed by the Configuration Tool during the execution of a
Configuration Update, requiring SELECT, INSERT and UPDATE permissions,

3. System Update operations performed by the Configuration Tool during the execution of
System Updates, requiring SELECT, INSERT, UPDATE, CREATE and MODIFY/ALTER permissions
on the EUCARIS database.

By default, the EUCARIS Service Account is added to the database role EUCARISII, which grants
database owner (DBO) permissions to the EUCARIS database.

NOTE: When using Integrated Security, please make sure that the database permissions of both the
EUCARIS Service account and the local administrator are set correctly!

To check the current configured connection string Select ‘Check’ to verify the connection
parameters:
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Check Database -

Database connection OK.
Database type: 5qlClient
EUCARIS Database release: SU-U11d, SU-U11c, SU-U11b, SU-U11a,

SU-U10a, SU-USc, SU-USh, SU-UZa, SU-UTa, SU-Ush, SU-Usa, SU-USa,
SU-Udb, SU-Uda, SU-UZ, SU-UTh, SU-U1a, 6.0

If configured correctly, the dialog will contain EUCARIS version information of the current connected
database. The noted EUCARIS database release identifiers relate to the System Update containing
the specific database updates.

5.2.4 Logging configuration

The user can specify per Eucaris component which type of messages could be logged in a Log file. In
case of debug messages, there’s also the option to enable the logging and to show them in the
Application Eventlog.

E EUCARIS Configuration - Advanced - [EUCARIS 7.0.48.3081] — *,
File Tasks Tools View

IR KX,

wﬁ Logging Configuration

EUCARIS component:

~
Enable Application
logging Eventlog Log file
O
Ol
Ol
Debug messages: | ] O

Log file:
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5.2.5

Application configuration

In this screenthe user can set for which member state or organisation the EUCARIS installation is set
up. Normally, after configuring for a specific member state or organisation, this value needs no
changes later. However it might be needed for testing purposes to configure another member state
organisation code.

=] EUCARIS Configuration - Advanced - [EUCARIS 7.0.17.12] I;Ii-
File Tasks Tools View

Lﬁ Application Configuration

Please use the code supplied by EUCARIS

Organisation code: Operations. The organisation code can be
ted via mail at eucaris 2help@rdw nl
Date format: | DD-MM-CCYY W

Filetransfer maximum size: 5,242,880 o bytes

Root URI Internal Services: |hﬂp:;"J'Ioc:alhost:EﬂBd/EUCARlS.Intema\

Root URI Public Services: |hﬂp'Mncthnst'BﬂEﬁfELlCARlS Fublic

Root configuration path: |C:\Fmgmm Files"EUCARIS\EUCARIS v T Configuration

Plugin configuration path: |C.\Frug|am Files\EUCARIS\EUCARIS v TvConfiguration*.Plugins

XSD path: |C:\ng|am Files"EUCARIS\EUCARIS v7Xsd

X5L path: |C:\Prug|am Files\EUCARIS\ELICARIS v7\Xsl

The following parameters can be set:

Organisation code
The organisation code for which to configure EUCARIS. Please use the code supplied by
EUCARIS Operations

NOTE: Please use the code supplied by EUCARIS Operations. The organisation code can be
requested via mail at EUCARIS2help@rdw.nl.

Date format
The date format that should be used when presenting dates in the EUCARIS web client. All
dates will be shown in the format specified here

File transfer maximum size in bytes

The maximum file size that can be sent by EUCARIS, attached inasynchronous messages. It is
advised to set this value to 5,242,880 byes. EUCARIS will produce an error when it receives
an asynchronous message bigger than the defined maximum. Please keep in mind that the
maximum message size also depends on both the local infrastructure and network capacity
and the infrastructure and network capacity of the other member states that files are
exchanged with
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e Root URI Internal Services
The EUCARIS applications requires the correct root URI of the EUCARIS Internal Services. This
URI is set during the initial configuration and should contain the correct default value. In
some circumstances (in specific deployment scenarios) it is required to validate and change
this value to the correct one

e Root URI Public Services
The EUCARIS applications requires the correct root URI of the EUCARIS Public Services. This
URI is set during the initial configuration and should contain the correct default value. In
some circumstances (in specific deployment scenarios) it is required to validate and change
this value to the correct one
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5.2.6 Certificate configuration

This window is used to configure the certificate used for signing and encrypting of the EUCARIS
messages. The validity of the certificate can be checked, as well as the access to the private key by
the EUCARIS service account.

[E EUCARIS Configuration - Advanced [EUCARIS version: 6.0_|;|i-
File Tasks Tools View

k& @ 2R a

& Certificate Configuration

Country [D: | b Certificate store: | LocalMachine ]
Certificate Thumbprint: |DD3C74?ADSSZ2D4€53D5209D3&60A€BGTDSDEMB | Select certificate
Certificate information:
Include CRL check: Online ®) Entirechain () Excluderoot (O End certificate only

Common name: | NL-ACC.INDE-SYSTEM.ORG

Issued by: [CN=Eucaris Test-2014

|
|
Valid from - to: | From: 06/11/2014 15:05:47 to: 28/10/2029 15:58:20 |
|

Is valid:|Ye5.

Information: | Chain Policy Revocation flag: EntireChain s
Chain Policy Revocation mode: Online

Chain Palicy URL retrieval time out: 0 ms

Chain Paolicy Verffication flags: lgnoreRootRevocation Unknown

Chain Palicy Verfication time: 18/03/2015 12:1920 w

Private key file View properties | | Test access

The certificate store to use has to be selected using the selection box which contains a choice
between ‘LocalMachine’ and ‘CurrentUser’. We strongly advise to use the certificates from the
‘LocalMachine’ store. Please contact EUCARIS Operations if using the ‘Local Machine’ store is not
possible due to restrictions or policies. Press ‘Select certificate’ in order to configure the correct
EUCARIS certificate.
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The EUCARIS certificates for both the acceptance as well as the production environment can be
obtained by requesting them from the EUCARIS Operations at EUCARIS2help@ rdw.nl.
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NOTE: Since the introduction of the TESTA PKI (early 2018), EUCARIS System Updates are used in
the distributing and installation of EUCARIS certificates. Since the end of 2023 production
certificates no longer are derived from the TeleSec PKI (offered by the EC), since then new
certificates are derived from the QuoVadis PKI (contracted by EUCARIS Secretariat).

Please review paragraph 5.3.2 System Update for more information on System Updates, and
paragraph 10.10, How To: Install a Certificate using System Updates

NOTE: Although EUCARIS will accept any X509 certificate with key usages: Digital Signature, Non-
Repudiation, Key Encipherment and Data Encipherment, both acceptance and production
certificates for use in the EUCARIS infrastructure are supplied by EUCARIS Operations. Please
contact EUCARIS2help for more information about the certificate request procedure

NOTE: during the import of an EUCARIS certificate also the certificates of the intermediate- and
root Certificate Authorities are imported to ensure a complete trusted chain

[E EUCARIS Configuration - Advanced [EUCARIS version: 6.0_|;|£-
File Tasks Tools View

A I

& Certificate Configuration

Country ID: | WL Certificate store: | LocalMachine W

Certificate Thumbprint: [DD3C747A09622D4C5305203D3A60AE85108DEAAR | | Select certificate |
Certificate information:
Include CRL check: Online (@) Entire chain () Excluderoot () End certificate only

Common name: [NL-ACC INDE-SYSTEM.ORG
Issued by: [CN=Eucans Test-2014
Valid from - to: [ From: 06/11/2014 15.05:47 to: 28/10/2029 15:58.20

Is valid:|Yes.
Information: | Chain Policy Revocation flag: EntireChain ~
Chain Palicy Revocation mode: Online D

Chain Policy URL retrieval time out: 0 ms
Chain Policy Verffication flags: lgnoreRootRevocation Unknown
Chain Policy Verification time: 18/03/2015 12:19:20 ~

Private key file: View properties | | Test access

As long as no valid certificate is selected, it is not possible for EUCARIS to communicate to other
instances of EUCARIS.

Press ‘Get information’ to validate the certificate, with or without the checks on the Certificate
Revocation List (CRL). Whether or not the validation of the certificate is including the CRL check can
be controlled by selecting the ‘Include CRL check’. If this is selected ‘Online’ can be used to do the
CRL check online and the level of validation can be controlled using ‘Entire chain’, ‘Exclude root’ and
‘End certificate only’.
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NOTE: Both the intermediate certificate uses and the peer certificates use a Certificate Revocation
List (CRL) which is hosted on the Internet by the Certificate Authority (QuoVadis).

EUCARIS Operations republishes this CRL so that they are available for you via the TESTA network.
Downloading and installing the latest available Configuration Update should be sufficient to
configure the local system to use the republished CRL on TESTA

The certificate contains a private key, and any user (including the EUCARIS service account) which
must be able to use this private key must be explicitly authorised in Windows.

Press ‘Test access’ to check if the EUCARIS service account is able to access the certificate’s private
key. The application will ask for the password of the EUCARIS service account to verify accessibility.

= Enter password -
Flezse enter the passweord for the user WIN-RENOSPAHKD2
'EUCARIS.

This password is needed o access the private key for the
configured EUCARIS certificate.

The password is cached during the execution of this
configuration tool.

Password: |"“"""““""""“| |

This check can result in one of the next two responses, indicating whether or not the certificate
private key is accessible by the EUCARIS service account.

test private key access -

User WIN-RENO3PAHKD2\EUCARIS is able to access the private key of
this certificate.

This indicates correct accessibility.
The configuration now can be saved via ‘file’ and selecting ‘Save current configuration’
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The next Error message displays the situationin which the certificate is not accessible tothe EUCARIS
service account.

Error -

y User WIN-RBNOSPAHKDZNEUCARIS is NOT able to access the private
key of this certificate!

- Keyset does not exist

If this Error happens press ‘View properties’, which will open a properties dialog and press ‘Security’
to switch to the security information. Using the ‘Edit’ button opens the permissions dialog and
‘Add...” has to be used to add the EUCARIS service account with at least ‘Read’ permissions. When
done ‘Testaccess’ can be retried to verify the certificate is correctly accessible tothe EUCARIS service
account.

If the certificate now is accessible to the EUCARIS service account, save the configuration via ‘file’
and selecting ‘Save current configuration’.

The EUCARIS certificate is also being used for the Transport Layer Security (TLS, https). The TLS can
be configured to terminate on the EUCARIS Server (on the EUCARIS.External website in |IS), or on a
component in the infrastructure e.g. a Firewall. If the certificate configuration has been changed, the
Configuration Tool will ask if the current configured certificate should be installed as TLS certificate
on the EUCARIS.External website in IIS:

Configuring SSL =

The certificate configuration has changed. Do you want to use the
current configured certificate on port 443 of the EUCARIS External site?

NOTE: If the TLS is by design not established by 11S, then do not forget to install the certificate on
the network appliance that terminates the TLS
5.2.7 Network analysis

In this screen the network configuration can be analysed based on the supplied parameters and
whether a connection to EUCARIS Operations is possible. The IP Address of the server must be
entered to perform some local tests.

Pressing ‘Analyse network’ tries to connect to EUCARIS Operations and, in this case success is shown:
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¥ Eucaris II Configuration - Advanced [_]=]
File Tasks Tools Wiew

b B

@ Network Analysis

The canfiguration taal curently uses the Acceptance ervironment settings for testing. To change
the curent environment, use the menu ‘File' > ‘Configuration taol preferences'

Own IP address: |1D_4.1 ) Analyze network. |
Analizing Eucaris!| network. Started: 17-4-2012 / 7:08
local lnopback om host:127.0.0.1 port:80 =» DK
local system on host:RDW04814 port B0 =» DK
IP addigss on host:10.4.1.235 port:80 =» OK,
connection to ML-ACCINDE-SYSTEM.ORG an host10.4.1.235 port:443 =» 0

K.
C.INDE-SYSTEM.ORG port:443 => OK.
Ok,

|Analizmg EucarisII network, Finished: 17-4-2012 | 7:06‘
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5.2.8 User management

User management is only applicable for the use of the EUCARIS Web Client of the EUCARIS
Management Client. For a user to be able to use one of these clients at least two requirements have

to be met:

1. The user must have a (valid) registered profile in the EUCARIS database (table UserProfile),
2. The user must be a member of one of the available EUCARIS Windows Groups.

Please review paragraph Fout! Verwijzingsbron niet gevonden. Fout! Verwijzingsbron niet
gevonden. for more information on the authentication methods of the EUCARIS Web Client and

EUCARIS Management Client.

The Configuration Tool offers some basic support for the user management of the EUCARIS Web
Client and Management client. This screen allows the user to add one or more users and grant them

authorisation:

[E EUCARIS Configuration - Advanced
File Tasks Tools View

k 3 @ R @

[EUCARIS version: 60.. = | = [N

Domain:
WIN-RBNOSPAHKC

§# JUser management

Administrator
EUCARIS
Guest

EUCARIS autherizations:
Local Administrators
Local Functional Administrators
Local System Administrators
Eucaris!l Logviewer Users
WHinfo Users

DLInfo Users

WHRMotification Users
WHNatificationOfDestruction Us
WHPrum Users

WHInsurance Users

WHOwner Users

Download users

Upload users

RRIRIKRRIRIRIRIRIRIRIK]

User profile win-rbnoSpahkd?\rademake

User Country:
Default Ianguage: l:l
Organisationid:[1 |
Sendername:

User profiles can be added, updated
and deleted using the EUCARIS
webclient (Menu Administration >
Profile administration)

For users that do not have a EUCARIS profile, a profile can be created:
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[ EUCARIS Configuration - Advanced [EUCARIS version: 6.0.. = | O [N |
File Tasks Tools View

A A

s T

Domain:
WIN-RENOSPAHKE EUCARIS authorizations: User profile
e

Local Administrators This user has no EUCARIS profile.
Local Functional Admini Click the button below to create
Local System Administrators =

Eucaris|l Logviewer Users
Dlinfo Users

WHRMatification Users
VHMatificationOfDestruction Us
WHPrum Users

WHInsurance Users

WHOwner Users

Download users

Upload users

Administrator
EUCARIS
(Guest
rademzke

I

It is possible to select users from an active directory using this tool. If users from another domain
needs to be added, close the Configuration Tool and locate and open the
EUCARIS.Configuration.exe.config file (default located at C:\Program
Files\EUCARIS\Tools\EUCARIS.Configuration). Change the following key:

<add key="UserManagementDomain" value="domain" />

NOTE: Every EUCARIS Web client or Management client user should be added in the ‘Default’ user
group
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5.2.9 Export and Import Settings

The Configuration Tool offers functionality to export EUCARIS settings and import them in another
version or another environment. The exported settings are stored in different XML files.

& EUCARIS Configuration - Advanced [EUCARIS version: 6.0.. = | O [N |
File | Tasks Tools View

Configuration tool preferences
(8!
Reload configuration

Save current configuration

Export... 3 Export configuration

Import... 3 Export language

Exit Export local service configuration
EUCARIS Broker installed. Version: 6.0.15.107 Export user profies
System Updates installed: SU-CT/5; SU-U14; S Export logging configuration

Corfiguration Update: No corfiguration update f
Corfiguration files successfully loaded

Choose ‘File’ > ‘Export’ > ‘Export configuration’ to export a configuration.
Choose ‘File’ > ‘Export’ > ‘Export language’ to export a language after verifying access to the
databases and retrieving the available languages, the user can choose each language to export.

= Export Language -[a[x]

Select | to export: |c:1 (Custom1) v |
| Close | | Export |

Choose ‘File’ > ‘Export’ > ‘Export local service configuration’ to export the local service configuration.
Choose ‘File’ > “Export’ > ‘Export user profiles’ to export the user profiles.
Choose ‘File’ > ‘Export’ > ‘Export logging configuration to export the logging configuration.

For all exports a file dialog is presented to select the location where to store the exports.

To import the following menu is available:

[E EUCARIS Configuration - Advanced [EUCARIS version: &o_l;li-

File | Tasks Tools View

Configuration tool preferences
[#]
Reload configuration

Save current configuration

Export... 3

Impaort... 3 Import configuration

Exit Import language
EUCARIS Broker insialled. Version:. 6.0.15.107 e e S ER S T
System Updates installed: SU-CT75; SU-U14; S Import user profiles
Configuration Update: Mo configuration update f X X X
Corfiguration files successfully loaded. Import logging cenfiguration
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Choose ‘File’ > ‘Import’ > ‘Import configuration’ to import a configuration.
Choose ‘File’ > ‘Import’ > ‘Import language’ to import a language after verifying access to the
databases and retrieving the available languages, the user can choose each language to import.

= Import Language = | = -
ib Import Language

Select to import: |c:1 (Custom1) W |

| Clese | | Import |

Choose ‘File’ > ‘Import’ > ‘Import local service configuration’ to import a local service configuration.
Choose ‘File’ > ‘Import’ > ‘Import user profiles’ to import user profiles.
Choose ‘File’ > ‘Import’ > ‘Import logging configuration’ to import a logging configuration.

For all imports a file dialog is presented to select the location of the file to use for import.

Apart from ‘Import configuration’, all imports directly update the database, so it is up to the user to
verify the imported configuration is correct and press ‘File’ > ‘Save current configuration’ to save the
configuration.

Configuration changes only become active after all EUCARISservices are restarted. The Configuration
Tools asks the user if the services should be restarted now. Click ‘Yes’ to restart now or restart all
EUCARIS services later by using ‘Tools’ > ‘Restart EUCARIS Services’.

NOTE: In case the user decides to restart the services manually it is important to keep in mind that
the new configuration will only be reloaded in case all services are stopped before starting them
again. Therefore, it is advised to restart the services using the Configuration Tool

NOTE: Restarting also includes a reset of Internet Information Services (IIS), causing all web
applications and web services to be stopped and started automatically. If the server is hosting
other websites also this should be kept in mind

5.2.10 Tasks

The EUCARIS Configuration Tool offers a number of specific tasks which may be needed to properly
configure and/or analyse the EUCARIS Configuration:

[E EUCARIS Configuration - Advanced [EUCARIS version: 6.0_|;|£-
File | Tasks | Tools View

View/Edit Hosts file P
ﬁ Add/Update windows groups ? Q

Configure EUCARIS Windows services...

Purge message logs...

Set local service URL's _

Configure 55L on 115 using configured certificate .
Configure 55L certificate bindings

Configure http namespace ACLs 1: SU-LS41: SU-TC24

poengmm| e

Restart EUCARIS Services
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5.2.10.1 View/Edit hosts file

The EUCARIS network infrastructure does not utilize the TESTA DNS. Instead of DNS, EUCARIS uses
the local Windows Hosts file to make the translation from an TESTA IP address to the EUCARIS host
names. EUCARIS Host names follow the syntax: [organisationcode].[countrycode].Eucaris.Testa.Eu
for the production environment and [organisationcode].[countrycode].Eucaris.Testa.Eu for the
acceptance environment. The task “View/Edit host file” allows to easily check the contents of this
hosts file.

NOTE: The Hosts file is maintained centrally by EUCARIS Operations and this file is adapted by
means of Configuration Updates. Therefore, it is advised to not make changes within the marked
EUCARIS section.

5.2.10.2 Add/Update windows groups

The ‘Tasks’ > ‘Add / update windows groups’ allows the user to create or update the required
windows groups for the EUCARIS Web client and the EUCARIS management client. This will not
change existing groups, but only adds new groups that are required.

NOTE: This task should not be used in normal operation. Required Windows groups will be created
by the applicable System Update.

5.2.10.3 Configure EUCARIS Windows services

The ‘Tasks’ > ‘Configure EUCARIS Windows services...” is used to check and configure the EUCARIS
related Windows Services to start automatically and run under the EUCARIS service account. In the
dialog the username and password of the EUCARIS service account can be entered. Press ‘Setup
account’ to setup the EUCARIS services according the specified and required settings and press
‘Checksettings’ to verify the current settings. ‘Restart now’ can be used to restart the services after
the update.

[ Manage EUCARIS Windows Services [ = [ o [5]

Check service accounts.

Check if all services are

set up correctly
Check settings

Service account setup
Tt

Usernzme: [WIN-RENOSPAHKDZ\EUCARIS |

Password: |“‘“‘“““““ ‘

Restart services
The EUCARIS Windows S

to apply changes

NOTE: The EUCARIS Windows Services can be identified by the name, starting with “EUCARIS”.
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5.2.10.4 Purge message logs

Messages that have been exchanged by EUCARIS are stored in the message log (table: ServiceLog).
Each treaty, framework or bilateral agreement must define data retention rules on how long a
message must and may be persisted in a local system. To support these data retention rules of
specific treaties, EUCARIS has a task scheduler which runs as a windows service.

In the past the EUCARIS Configuration tool was able to configure and schedule tasks to automatically
purge the service log daily using the “Purge message log”. Currently it shows the following screen:

H Purge Service Logs X

EUCARIS scheduled tasks

The Purging of EUCARIS is now am integrated part of the EUCARIS Core and implemented as task in
the EUCARIS Task Scheduler. Please make sure to remove all old Windows Scheduled Tasks which
were created using this tool. Use the button to remove all redundant Windows Scheduled Tasks.

| Remove redundant tasks |

To remove the previous created windows schedules for purging, press ‘Remove redundant tasks’
For more details on logging, please refer to document “Use case-4: Log EUCARIS message”.

5.2.10.5 Set local service URLs

EUCARIS has a number of specific services which should be set to the local server by default. During a
regular setup, these services are set up correctly. If for some reasons the services configuration has
been corrupted, the “Set local service URLs” can restore this. The following local services are being
set:

Service EUCARIS Site Endpoint

File transfer service Public FileTransferService.asmx
Message service Public Messageservice.asmx
Generic service Public Genericservice.asmx

The ‘Tasks’ > ‘Set local service URL’s’ will set the local URL’s. This includes the URL’s for the local File
Transfer Service and the Notification Service and notifies the user they are set correctly.

5.2.10.6 Configure SSL on IIS using configured certificate

The EUCARIS certificate is used for both singing as for Transport Layer Security (TLS, https) between
member states. When the TLS is terminated on the local EUCARIS server, the EUCARIS.External
website must have a TLS binding (port 443) with the EUCARIS certificate configured. The ‘Tasks’ >
‘Configure SSL on 11S using configured certificate’ provides the functionality to configure
automatically. When configuring the certificate (see 0 or 5.2.6 Certificate configuration), the EUCARIS
Configuration tool will ask if the specified certificate must be configured as TLS certificate on the
EUCARIS.External website, so this task should normally not have to be used.

5.2.10.7 Configure http namespace ACLs

Namespace reservation assigns the rights for a portion of the HTTP URL namespace to a particular
group of users. Areservation gives those users the right to create services that listen on that portion
of the namespace. Reservations are URL prefixes, meaning that the reservation covers all sub-paths
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of the reservation path. The 1IS Management tool automatically creates HTTP URL namespace
reservation based on the specific website bindings. The EUCARIS Configuration Tool creates the
required HTTP URL namespace reservation for the Broker during the configuration of the Broker. This
screenallows the user to check and optionally adapt the HTTP URL namespace reservation in case of
analysis of problems.

5.2.10.8 Restart EUCARIS Services

The ‘Tasks’ > ‘Restart EUCARIS Services’ restarts the EUCARIS services and applications. All EUCARIS
software share the same configuration data. Therefore, it is important that ALL EUCARIS components
are shutdown prior to be restarted.

NOTE: In case the user decides to restart the services manually it is important to keep in mind that
the new configuration will only be reloaded in case all services are stopped before starting them
again. Therefore, it is advised to restart the services using the Configuration Tool.

NOTE: Restarting includes a recycle of all EUCARIS IS applications, causing a short interruption of
service for all EUCARIS related message transfers.
5.2.11 Tools

The EUCARIS Configuration Tool offers a number of specific tools which may be needed to properly
configure and/or analyse the EUCARIS System:

5.2.11.1 Event log viewer

EUCARIS logs informational, warning and error events to the Windows Application Event log.
Therefore, the Configuration Tool provides a short-cut to the Windows Event log Viewer.

5.2.11.2 1IS manager

Large parts of the EUCARIS application are hosted in Internet Information Service. The Configuration

Tool provides an easy access to the Internet Information Service Manager.

5.2.11.3 WebClient

The ‘Tools’ > ‘WebClient” will open the Web Client web application of EUCARIS.

5.2.11.4 Configuration wizard

The ‘View’ > ‘Configuration wizard’” will switch the mode of the Configuration Tool to wizard mode.
Please refer to paragraph 5.1 for more information.
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5.3

Update mode

The Configuration Tool has an update mode, allowing the user to:

update the configuration of EUCARIS as described in paragraph 5.3.1
update the EUCARIS system software as described in paragraph 5.3.2

Eucaris II Canfiguration - Update

File Tasks Tools View

The configuration tool cunently uses the Acceptance environment for the Configuration Update. To
change the current environment, uze the menu 'File' > 'Canfiguration tool preferences’

Automatic

Enable automatic check and installation, daily at 3:00 AM. The task wil .
run under user ‘BDW04871 45eucanisii. To change specific task Task properiss
properties, click on the button Task properties’

Manual
Check for updates now

Flesse select the conect anvionmant, and make sue that pou have 5 working network connection with the = |
secrelary slate

Eucaris II Configuration - Update

File Tasks Tools ‘iew

1
W3l System updates
Use the button to check for avalsble updates. Below an overview of alisady e (o O o e
installed updates are shown.
su-ui System Update 1 Undo Infarmatiot

System update 'SU-U1" updates the folowing core components: Comman ¥ Dalabase
@ Librarigs. Service Framework, Webclient Framework [version 6.0.1.21). For a  Fi
complete description, please go ta: https://wew. eucarnis.net/kb/su-ul L=
¥ Config
SU-E1 eCall plugin Undao Infarmation
System update 'SU-E1" adds the eCall plugin for the core and/or webclient [V Database
@ [version 1.0.0.3). For a complete description, please go to 7 i
hittpes: /. eucaris.netk b/ su-e L=
¥ Config
SU-CT11  Configtool update Information

This Systern Update updates the Configuration Tool to the latest version [version |7 Database
@ E.20.11). For a complete discription, please ga ta: & Fi
hittps: /e, eucaris.net/kb/configtool L
¥ | Canfig
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5.3.1 Configuration Update Service

Because of the additional responsibilities of EUCARIS Operations the Configuration Update Service
has been created allowing EUCARIS Operations to issue updated configurations and member states
to adopt these changes in their local configuration.

This chapter will first discuss how the Configuration Update Service works and continue with a
description how to use the Configuration Update Service with the Configuration Tool.

NOTE: Using the Configuration Update Service is only possible when a working network connection
with EUCARIS Operations is available. This means that a fully functional TESTA connection should
be avdilable to download updates, but it is also possible to execute an update that is send through
mail.

5.3.1.1 Overview

A published configuration update can make a number of common and specific changes to EUCARIS
and is environment specific, meaning a configuration update can be published separately for both
the ‘Acceptance’ and ‘Production’ EUCARIS installations.

Changes that are possible are the following:

e |Paddresses or URLs of other member states
This defines which IP addresses and URLs are used by the other member states

e |P addresses of certificate revocation lists
This defines the address the member states have to use to allow verification of the certificate
revocation list. EUCARIS will not work in case these checks cannot be performed

e Authorisations for services
This defines which member states can access which services of the other participating
member state. Not all member states are participating in all communications

e Connected countries definitions
Definitions of the member states that are connected to EUCARIS

o Specific local configuration changes
Defines changes that are made to the local configuration as defined by EUCARIS Operations

e Default logging configuration changes
For each EUCARIS agreement a minimum logging configuration has been defined for both
auditing and logging purposes. This minimum logging configuration is checked by the
Configuration Tool and updates are created and distributed by EUCARIS Operations

e Endpoints
Defines changes that are made to the endpoint configuration as defined by EUCARIS
Operations. Endpoints are managed with a second update file, which applies after installing
EUCARIS Core SU-U52 or higher.
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Schematically the creation of configuration updates by EUCARIS Operations and the usage of these
configuration updates by the member states is shown below:

Eucaris

& Administrator
Member State

ucaris Server [
(" Secretary State =l
==

A
& C:%jéy
Secretary State QE

Administrator

Configuration

Eucaris

& Help files Configuration
Update

Service

Configuration
Tool

Configuration
8 Help files

Commt update
automatically or manual

A configuration update is created and tested by EUCARIS Operations administrator after which it is
uploaded (A) to the server where the Configuration Update Service is located. Next all the member
states are notified (1) via e-mail that a configuration update is available, after which the
administrators of the member states start (2) the Configuration Tool to retrieve the update from the
Configuration Update Service (3). The Configuration Update Service retrieves the update (4) and
returns it to the Configuration Tool (5) of the member state. The Configuration Tool then makes the
required changes (6a and 6b) to the EUCARIS server of the member state.

Only relevant files

5.3.1.2 Download and install a new Configuration Update

Start the Configuration Tool in Update mode and select the ‘Check for configuration updates’ page.

On this page the user can choose between ‘Automatic’ and ‘Manual’ and in case of ‘Automatic’ the
schedule can be set.

NOTE: ‘Automatic’ mode downloads AND installs configuration updates fully automatically

If ‘Manual’ is chosen there is a distinct separation between downloading the configuration update
and installing the configuration update.
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& Eucaris 11 Configuration - Update = B
File Tasks Tools ‘iew

\N} Check for configuration updates

The configuration tool currently uses the Asceptance enviranment for the Configuration Update, Ta
change the curent srvironment, use the menu 'File' > 'Configuration taol preferences’

Automalic

Enable automatic check and installation, daily at 3:00 &M. The task wil
I fun under user RDWO4B1 feucarisi. To change speciic task Task properies
properties, click on the button 'Task properties’

Manua

Check for updates now

Fiase sclect the comect environment, and make suie that you have a working netwark connection wih the = |
secretay state.

In case of ‘Automatic’ the ‘Task properties’ is used to specify the details of this automated process:

1] 212
Toks | sorecue | Satwngs | To  Schedule | Samngs |
F MDAV Tasker' Evcastel| Conbiguraion Lclata u B4 300 A vy chay, wharing 1172201

B [t ot o e ey il
Schadule Task: St trma:

St |  Echachi Teak: Dy

Lorwsants: rnmlbnpnmmn [Producsan| = m dayish

L T

I P oy Pl o
5 e irchackincitask: e o mached rse) ™ S e schedbes.

o] o= | o | o] o=

20
Tok: | Schedule et |
Suhvedubed ok Conpietsd
™ [Cislaim tha busk: f # i oot achwdiuled ta wn sgein|
7 gmtetsklinnet 2 o berll 2 i

i Trma
T iy st s 1mskc 7 Ehae onmpmuted iz b i B o bt

=] i)
¥t orpnut e b P bty e k). ey o D B
=

™ Stop the sk the corputer comses 1o be ide.

Power Meragerant

1 Dont st e fask Fife oonmpuies s Lning on [ptieries .
™ S s sk Eoamary Wi gt

17 Wk the conputeia wn thes izaki

e
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After setting up these details, the EUCARISserver, will check for updates automatically according the
specified schedule, but if the user chooses ‘Manual’ or wants to check now ‘Check for updates now’
can be used, which triggers the following steps to be done, matching the overview in 5.3.1.1:

3. The Configuration Tool sends an update request to the Configuration Update Service, which
is located on a server at EUCARIS Operations. In this request the Configuration Update
Service is supplied with the environment, the EUCARIS version and the configuration version.

4. The Configuration Update Service uses this information to check for available updates.

5. The Configuration Update Service either delivers the most recent configuration definition
files to the Configuration Tool or notifies the Configuration Tool there is no update available.

6. The user uses the Configuration Tool to carry out the database and configuration changes.

Steps 3 to 6 are repeated for the endpoints Configuration Update, which is another request to the
Configuration Update Service.

Since a configuration update might contain sensitive data the communication between the
Configuration Tool and the Configuration Update Service is signed and encrypted, therefore the
logged in useris required to access the private key of the EUCARIS certificate. Please referto 5.2.6 on
how to grant a user access to the certificates private key.

The Configuration Tool continues to check for updates and downloads them if there are any updates:

M [l ]
@ RS @
>3 Cheok for onfiguration updabes
Aetrirveard in :J
£y
| o R P B
Eratls o ra
ke Ervivcamant: Producton peoparian
e e
Pl wad
M reaal
Chack: lor spewten now
Chacking dor updates for Eucsss sermion : E008S ;I
et oonfiges e P gL e Fiourad oo it rachine
Errarcraran: Praduction
El
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When updates are downloaded the ‘Unpack and install configuration updates’ screen is shown:

M Unpack and inmtall configuraticn uzdete - o S

"'3! Imstalling confiquration updales.
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If the user decides not to install at this time the user can choose for a ‘Manual update’ to make sure
it does not have to be downloaded again. The moment the installation has to be done this can be
triggered from the Configuration Tool via ‘File’ — ‘Load previously downloaded update’, which will
open the above screen.

In this dialog the user has the following options:

Configure a proxy URL prefix

All EUCARISURLs are stored as ‘https://XXX.YYY.Eucaris. Testa.Eu/eucaris...” (where XXX is the
organisation code and YYY the I1SO2 country code) that are correct as long the EUCARIS server
is directly connected tothe TESTA network. If a proxy server is used it is possible to configure
the Proxy URL prefix:

Prosey URL prefix (optional)

The default URL's for EUCARIS are like: hitps:/NLINDE-SYSTEM ORG/INDES. ...
‘When internally using proxy servers, please use the textbox below to add & Proxy URL
prefix.

This example will configure the URLs as:

‘http://internal.proxy/proxy.asp?url=https://XXX.YYY.Eucaris. Testa.Eu /eucaris...”
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Configure the EUCARIS Broker URL

This field is mandatory when using the EUCARIS Broker to communicate with a central hub.
The Configuration Tool will substitute this address for all countries communicating via the
central hub regarding specific treaties or services. If the EUCARIS Broker is installed using its
default configuration, this URL should be: http://localhost:9100/EUCARISReceiver. Use the
‘Test’ buttonto check whether there is an EUCARIS Broker listening to this address and port.

EUCARIS Broker URL (optional)
ocal EUCARIS Broker if installed. If the EUCARIS Broker is
with default parameters, the URL is:
er.

| Test

Configure the EUCARIS Transformer URL

This field is mandatory when using the EUCARIS Transformer to transform messages from the
generic interface to the messageservice interface and vice versa. The Configuration Tool will
substitute this address for all transformer related configuration in the Confuiguration
Update. If the EUCARIS Transformer is installed using its default configuration, this URL
should be: http://localhost:8084/EUCARIS.Internal. Use the ‘Test’ button to check whether
there is an EUCARIS Transformer listening to this address and port.

EUCARIS Transformer URL (optional)
he local EUCARIS Transfo
ine with default para
/ELUCARIS Internal.

mer. If the EUCARIS Transformer is
meters, the URL is:

Test

Perform a complete or partly automatic update

If the user decides to perform the update automatically, the user can still decide parts to be
done manually. The required scripts for performing the updates are always generated
regardless of the selections made. These scripts are stored in the EUCARIS application folder
in the subfolder ConfigurationUpdates and each update is stored in a separate subfolder.
For the following items it can be decided to install them automatically or manual:

Hosts File

- Automatic
Modifies the current hosts file to contain the IP addresses of other member. Changing
this file is only useful when not using an internal proxy server.

- Manual
Generates the modified hosts file in the script directory, which can be installed manually.

EUCARIS configuration files

- Automatic
Modifies the current configuration according to the update definition. If there are
significant changes, they will be described in the release notes of this update.

- Manual
Generates the configuration files in the scripts directory, which can be installed manually.

Countries
- Automatic
Modifies the country descriptions and certificate authorisations in the database.
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- Manual
Creates the ‘CountryUpdate.sql’ script, which can be run manually on the database.

Service URL’s
- Automatic
Modifies the URLs of the services of other member states in the database.
- Manual
Creates the ‘ServiceCountryinfo.sql’ script, which can be run manually on the database.

Default service descriptions
- Automatic
Modifies the service descriptions in the default language (df) in the database.
- Manual
Creates the ‘ServiceUpdate.sql’ script, which can be run manually on the database.

Authorisation

- Automatic
Updates the member states authorization based on the signed treaties.

- Manual
Creates the ‘RegistrationOfRightsinRecipientCountries.sqgl’ and
‘AuthorizationOfOtherCountries.sql’ script, which can be run manually on the database.

Default logging settings

- Automatic
Modifies the default logging settings in the database according to the treaties the
member state is participating in.

- Manual
Creates the ‘DefaultLogging.sql’ script, which can be run manually on the database.

Perform a manual update
If an automated update is not desirable, the user can opt for a manual update. All scripts and
files are created in the ‘Update files folder’ location and they have to be executed manually.

5.3.1.3 Install an Endpoints Configuration Update

Once the previous Configuration Update is executed, the EUCARIS Configuration Tool will also check
if an Endpoints Configuration Update is available:
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If the user decides not to install at this time the user can choose for a ‘Manual update’ to make sure
it does not have to be downloaded again. The moment the installation has to be done this can be
triggered using the ‘File’ — ‘Load previously downloaded update’, which will open the above screen.

In this dialog the user has the following options:

Configure a proxy URL prefix

All EUCARISURLs are stored as ‘https://XXX.YYY.Eucaris. Testa. Eu/eucaris...” (where XXX is the
organisation code and YYY the 1SO2 country code) that are correct as long the EUCARIS server
is directly connected tothe TESTA network. If a proxy server is used it is possible to configure
the Proxy URL prefix:

Proxy URL prefix (optional)

The default URL's for EUCARIS are like: hitps:/NLINDE-SYSTEM.ORG/INDES....
‘when internally using proxy servers, please use the textbox below to add a Proxy URL
prefix.

This example will configure the URLs as:
‘http://internal.proxy/proxy.asp?url=https://XXX.YYY.Eucaris. Testa.Eu /eucaris...”

Configure the EUCARIS Broker URL

This field is mandatory when using the EUCARIS Broker to communicate with a central hub.
The Configuration Tool will substitute this address for all countries communicating via the
central hub regarding specific treaties or services. If the EUCARIS Broker is installed using its
default configuration, this URL should be: http://localhost:9100/EUCARISReceiver. Use the
‘Test’ button to check whether there is an EUCARIS Broker listening to this address and port.
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EUCARIS Broker URL (opticnal)
ify the URL to the local EUCARIS Broker if installed. If the EUCARIS Broker is
al ine with default parameters, the URL is:

100/EucarisReceiver.

| | Test

Configure the EUCARIS Transformer URL

This field is mandatory when using the EUCARIS Transformer to transform messages from the
generic interface to the messageservice interface and vice versa. The Configuration Tool will
substitute this address for all transformer related configuration in the Confuiguration
Update. If the EUCARIS Transformer is installed using its default configuration, this URL
should be: http://localhost:8084/EUCARIS.Internal. Use the ‘Test’ button to check whether
there is an EUCARIS Transformer listening to this address and port.

EUCARIS Transformer URL (optional)

ner. If the EUCARIS Transformer is
eters, the URL is:

| Test

The Endpoints Configuration Update cannot be installed partly.

5.3.1.4 Install a previously downloaded Configuration Update

A previously downloaded update should be installed In the following scenarios:

- Anew extension is installed using System Updates and no new Configuration update is
available. In this scenario the newly installed extension must be configured using the
latest downloaded Configuration Update,

- The user decides not to run the update directly after it is downloaded.

In Update mode, select Menu ‘File’ > ‘Load Configuration Update’:

Canfiguratin tel prsftesaces L aL
Lesd Configuration Uzdata ¥ Lead Coshizunrton Updaie from fie
Load Syaten Lipdate Znbcad lstmt Zownicased Configurstion Updats

Bkt =W Cheok for configuration updales

The user can choose whether to Reload the latest downloaded Configuration Update, in which case
the latest downloaded Configuration Update is applied again. This applies for both the Configuration
Update as well as the Endpoints Configuration Update.

When the option ‘Load Configuration Update from file’ is chosen, the user can browse for a
previously downloaded update in the Configuration Update folder or the location where the
otherwise received update has been stored. The default locations are:

- Configuration Update:
[EUCARIS Rootfolder]\EUCARIS\EUCARIS.V7\ConfigurationUpdate
- Endpoints Configuration Update:
[EUCARIS Rootfolder]\EUCARIS\EUCARIS.V7\ConfigurationUpdateV8
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Open ﬂ
Look jn: I@ Development_10.0.0.0 j Q i | R

Desktop

File name: IDefinliDn-D-W 0.0.0.0.5ml j Open I
Files of type: I d Cancel |

i

For downloaded updates the update is stored in a subfolder with the following convention:
[Environment: Development, Test, Acceptance, Production]_[Version number].

For the names of the updates the following convention is used:

Definition-[Environment: D, T, A, P]-V[Version number].xml

After selecting the required update the Installing Configuration Update dialog is loaded and the in
paragraph 5.3.1.2 or 5.3.1.3 described process can be followed.
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5.3.2 System Update

EUCARIS release 6 is based on a ‘pluggable framework architecture’. This means that the
functionality of EUCARIS can be easily extended or adapted. The system updates supports this
feature by adding functionality or additions which have been issued by EUCARIS Operations on
demand. More information about System Updates can be obtained via
https://www.EUCARIS.net/kb/system-updates.

This chapter will first discuss how the System Update Service works and continue with a description
how to use the System Update Service with the Configuration Tool.

NOTE: Currently the automated distribution of System Updates requires TESTA, but for test and
development systems it is possible to download a System Update manually. Please contact
EUCARIS2help@rdw.nl for more information.

5.3.2.1 Overview

A published System Update can make a number of changes to EUCARIS, and is system wide, but
should be executed on every instance of EUCARIS in case of an out scaled scenario. There are two
types of System Update to distinguish:

- Update
- Extension

5.3.2.1.1 Update

An Update consists of one or more patches that solves one or more problems and/or one or more
improvements or functional additions to the core components. These updates are marked as
‘mandatory’ and must be executed before any available Extension can be installed. An Update is
cumulative (the last Update consists of all changes in previous Updates) and updates all EUCARIS
core components.

5.3.2.1.2 Extension

An Extension consists of a web client- and/or service plugin, which adds new functionality to the
EUCARIS framework. Extensions are optional, but require an updated system (all available and
required Updates must have been installed).

5.3.2.2 Details

A System Update can be downloaded by using the Configuration Tool. The software components are
received via the secure TESTA channel and all software is checked for viruses and signed by EUCARIS
Operations. The Configuration Tool checks the integrity of the received software components to
ensure a safe distribution of these components onto secure environments.

Since a request for System Updates requires secure communications between the Configuration Tool
and the System Update Service, the request for software is signed and encrypted. Therefore the
logged in user is required to access the private key of the EUCARIS certificate. Please refer to
paragraph 5.2.4 on how to grant a user access to the certificates private key.

A System Update is executed by using the Configuration Tool and is manually initiated by the system
administrator. A single System Update may be regarded as one atomic action: the Update succeeds
completely, and if not the System Update is rolled back completely. Both success and failure of a
System Update results in a working EUCARIS system. An emergency backup is created before the
start of any change, so that the system can be restored if -in exceptional unexpected cases-
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something fails during installing or rolling back of a System Update. This emergency backup is located
at: “C:\ProgramData\EUCARIS\Backup” (W2008) or “C:\Documents and Settings\All
Users\Application Data\EUCARIS\Backup” (W2003).

A System Update is a zipped package, which consists of an XML script describing the actions of this
System Update and zero, one or more of the following elements:

- database scripts (both for Oracle and MSSQL)

- EUCARIS related Microsoft .Net libraries (assemblies), scripts, web applications
- EUCARIS XML configuration files

- XSDs

The system administrator is able to fully automatically execute the complete System Update. In case
of separate roles for System-, Application- and Database administration it is possible to manually
install some or all parts of the update. The actions a System Update performs are divided into the
following groups:

- Database actions; all scripts which influence the structure or contents of the EUCARIS
database

- File actions; all copy and replace actions done on files belonging to the EUCARIS
application

- Configuration actions; all actions which adapt the EUCARIS configuration files

For each group the System administrator is able to select manual or fully automatic installation and
execution of the System Update.

5.3.2.3 Downloading System Updates

The availability of System Updates is announced via an e-mail from EUCARIS Operations, after which
the administrators of the member states startthe Configuration Tool in the Update mode, selects the
System Update screen and press the button “Check for updates now”:

i System Update - Selection

su-u1 System Update 1

Sustem update 'SU-U1" updates the following core components: Common Libraries, Service
¥ | Framework, Webdliznt Framework [version £.0.1.21). For a compkte description, please go to:

https: /2w eucaris. net/kbsu-ul
™ Hide this Update

SU-E1 eCall plugin

System update 'SU-E1' adds the eCall plugin for the core and/or webclient [version 1.0.0.3]

v | For a complete description, please go to: https: A eucaris net/kb/su-el
™ Hide this Lipdate

SU-CT11 Config tool update

Thiz Spstem Update updates the Configuration Tool to the latest version [version B.2.0.11). For

¥ | acomplete discription, please go to: https:/Awwn. eucaris. netkb/configtool
[ Hide this Update

™ Show previously hidden updates Download Cloze
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The Configuration Tool retrieves an index of all applicable updates for this instance of EUCARIS. The
System Administrator selects the relevant updates to download, or clicks “Hide this update” to
suppress this update in the future (note: all suppressed updates are still available and selectable
after clicking “Show previously hidden updates”). Any available update of the core components
(denoted with SU-Uxx, where xx is a sequence number) are considered to be mandatory and are
required for any available extension (denoted with SU-Exx, where xx is a sequence number). Updates
of the Configuration Tool itself are also distributed via System Updates (denoted as SU-CTxx, where
XX is a sequence number)

NOTE: It is advised to always update the Configuration Tool prior to execution of any other System
Update.

All selected System Updates will be securely downloaded and extracted after clicking “Download”
and the System Update screen will show the downloaded updates as ready to be installed or verified:

¥ Eucaris II Configuration - Update
File Tasks Tools View

L
W System updates
Use the buttan to check. for available updates. Below an averview of already Check for updates now
installed updates are shown.

su-ul System Update 1 Install | Werify | Informatian |
System update 'SU-U1" updates the following core companents: Commaon ¥ Database
Libraries. Service Framework, “Webclient Framewaork, [version 6.0.1.21]. For a ¥ Fil
camplete description, please go to: https:/ v, eucans. net/kbsu-ul <]
Thizs update needs to be installed or the manual installation needs to be wverified ¥ Config
SU-E1 eCall plugin Install Werify | Informatian |
System update 'SU-E1" adds the eCall plugin for the core and/or webclient [ Database

[version 1.0.0.3]. For a complete deseription, please go to:

£+ | hittps: Ao, sucaris.netAkbrsu-el IV File
Thiz update needs to be installed or the manual installation needs to be verifisd ¥ Config
SU-CT11  Configtoolupdate Install Verly | Information |
This System Update updates the Configuration Tool to the latest version [version [V Database
4, |B.2.011). For a complete discription, please go to: % Fil
5 | hitps: v, eucanis.net/kb/configiool 0=
Thiz update needs to be installed or the manual installation needs to be verified. v Config

Per System Update the System Administrator can perform multiple actions, which are described
below.

Fully automatic:

When all action groups (Database, File and Config) are selected, the System Update will be installed
fully automatic, but only if the current logged on user has the correct privileges to do all actions.
When running a database script, the connection string configured in EUCARIS is being used to
connect to the database. Note that when using MSSQL and the connection string uses integrated
security, the logged in System Administrator’s account is used to connect to the database. Please
make sure that this account has the correct privileges since the database script may also contain
Data Definition Language (DDL) instructions, which adds, deletes or modifies the structure of the
table(s).
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Partly automatic:

Consider to manually run the database scripts if the configured database account does not have
privileges to execute DDL instructions or if the System Administrator does not have the privileges to
change application configuration or libraries. Click the button “Information” to get a detailed
description of all actions and source files.

NOTE: When performing steps manually, the System Update can only successfully finish after all
manual actions have been completed.

Fully Manual:

Click the button “Information” to get a detailed description of all actions and source files and
perform the actions manually. After manual installation it is possible to verify this installation by
clicking on the “Verify” button. The Configuration Tool gives detailed information if one of the
described actions is not executed correctly. After clicking “Verify” the status of the Update will be set
to either Installed (green tick) or Failed (red cross).

Undo:

The System Administrator is able to undo the System Update in case of problems or on demand.
Updates of the core components cannot be removed as long as there are Extensions installed which
depend on a minimum core version.

& Eucaris II Configuration - Update
File Tasks Tools Yiew

%

1,
vl System updates
Use the button to check for awailable updates. Below an owerview of already Check for updates now
installed updates are shown.

Su-U1 System Update 1 Undo | Infurmat\unl

System update "SU-UT" updates the following core components: Common ¥ Database
@ Libraries, Service Framewark, Webclisnt Framework [version B.0.1.21). For a ~ Fi
complete description, please go to: hitps:/fwwweucaris. net/kb/su-ul =
¥ Conlig
SU-E1 eCall plugin Unda | Infarmation |
System update "SU-E1" adds the eCall plugin for the core and/or webclient ¥ Database
@ [wersion 1.0.0.3). For a complete description, please go to: ~ Fil
hittps: /v eucaris. net/kb/su-el e
[ Config

5U-CT11 Config tool update Infarmation |

Thiz System Update updates the Configuration Tool to the latest version [version @ Database

@ 6.2.0.11). For a complete dizcription, please go ta: = Fi
hittps: /v, eucaris. net/kb/configtoal il
¥ Corfig

NOTE: It is not possible to undo a System Update that updates the Configuration Tool.

Expose and De-expose:

In case the machine that runs the configuration tool also runs an EUCARIS Update Service, the
configuration tool can be used to make Updates available to clients connecting to this Update
Service. An Update can only be exposed after it has been installed; the “Expose” button will appear.
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The expose action uploads the Update to the Update Service, so that it can provide the update to its
clients. Note that an exposed Update cannot be uninstalled.

De-exposing is the opposite; once an update is exposed, it can be made unavailable again for clients
of the Update Service by clicking “De-expose”. Once it is de-exposed, the Update can be uninstalled
again.

%

Sheve cpania s | A o | Witk nivis .I..-:.au“l v [m - S

Steuliicn Froggmr |SLL5TH ] | De-egmne: | | tekrnsicn |

' rywiesm upcinie: inginl e e niesi veson fesrmon /U7 6) of e BUCAHE
a Coniapration Tool

Wk cliers corer [5114_150] I upoae | Lindda Irirrason |
- - |
Thiss apaterr upciaie ivglalls e labes | version [sersion 754.590) of e BUCARE. | B Detstens

a hshi phar] ooae

W Fike
b Cosly

NOTE: The Expose and De-expose buttons are only available if Update.Url.Local is set in
Eucaris.Configuration.exe.config.

5.4 Broker configuration mode

EUCARISis used by a large number of European countries for the cross-border exchange of transport
related information. EUCARIS contains a pluggable extension framework which can be used to extend
the EUCARIS system with ERRU, RESPER and TACHO functionality. Member states within the EU can
use these extensions to implement the electronic data exchange required by the ERRU, RESPER and
TACHO regulations and rules. EUCARIS offers an interface to the European Commission’s central hub
infrastructure which is implemented in the EUCARIS Broker. For more information regarding the
functionality and configuration refer to document: EUCARIS-ERRU-TACHO-RESPER-ODOCAR-and-
ProDriveNet-integration.pdf

5.5 Installation test

After all configuration settings are done and all the available System Updates are installed, the
member state is ready to use EUCARIS outbound to request information from other countries. To use
EUCARIS inbound to provide information to other countries, it is necessary to develop custom
software to retrieve information from the local register. Please refer to the ‘EUCARIS — Custom
Development’ document for details on this subject.
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5.5.1 Test EUCARIS Web Clients

To verify correct installation of the Web Client v75 browse to the following URL:

http://localhost/EUCARIS.WebClient.v75
o

EUCARIS

To verify correct installation of the Web Client v80 browse to the following URL:

http://localhost/EUCARIS.WebClient.v80

EUCARIS

Note: The check on the Web Client V80 can only be done when the Web Client v80 is available for
download in your Member State.
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5.5.2 EUCARIS Test Tools

EUCARIS Operations has created two test tools to ease the development of the custom software and
to verify correct configuration of EUCARIS. These tools are a stub, which mimics EUCARIS responses
and the other tool is a test client, which allows sending requests to the stub. Please contact the
EUCARIS support team by email on EUCARIS2help@rdw.nl for more information about these tools.
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6. Security

One of the main added values of the EUCARIS application is the ability to securely transport
messages to other member states. This chapter describes the security features used by EUCARIS and
the security features available to local clients (the EUCARIS API), including how to configure and
maintain these features. EUCARIS exposes 3 types of interfaces; the External-, the Public- and
Internal interface. The available security features on each of the interfaces are described below.

6.1 Securing External Services

The communication between member states is handled using the External Services Interface. To
ensure secure transfer of messages the following security measures are taken:

Dedicated channel

Connection can only be established via TESTA (Secured Trans European Services for
Telematics between Administrations). TESTA is a private, highly-secured closed network for
public administrations in Europe.

Encryption
EUCARIS uses Transport Layer Security (TLS) between member states sothe data is encrypted
between the EUCARIS instances of the Member States.

Signing
EUCARIS messages are signed using an X509 certificate. Each participating member state
receives a unique certificate issued by EUCARIS Operations.

The External Services interface is (by default) terminating the TSL connection, though a member
state might decide to terminate the TLS connection on an appliance within their network
infrastructure.

The External Services interface is hosted by an |IS website which must accept anonymous requests.
The External Services interface only excepts EUCARIS messages which are signed using a x509
certificate. The used x509 certificate is also used to identify the sender country and to check the
authorisation. The link between certificate and member state is accomplished by configuration.
Please refer to chapter Fout! Verwijzingsbron niet gevonden. Fout! Verwijzingsbron niet gevonden.fo
r more information. Authorisation is set on a country & service base. Authorisation can be set using
configuration. Please refer to Fout! Verwijzingsbron niet gevonden. Fout! Verwijzingsbron niet ge
vonden. and Fout! Verwijzingsbron niet gevonden. Fout! Verwijzingsbron niet gevonden..

NOTE: Certificates and authorisation is centrally configured by EUCARIS Operations and updated
through Configuration Updates. Please do not make manual changes unless absolutely required.

6.2 Securing Public Services

The EUCARIS Public Services is the interface available for clients (EUCARIS web client, custom client,
legacy) to request other member states for both synchronous and asynchronous services. The Public
Services interface is hosted by an IIS website which accept anonymous requests, and unsigned
EUCARIS messages by default. The EUCARIS NPO must implement the appropriate security measures
in order to prevent unauthorised access to the EUCARIS Public Services interface.

NOTE: It is the responsibility of the EUCARIS NPO to apply the appropriate and available security
measures to prevent unauthorised access to the EUCARIS public services interface.

Below are some examples of possible and supported security measures.
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6.2.1 IP and Domain Restrictions

The Public Services can be secured by restricting access on originating IP (range) or domain. Add the
Web Server feature “IP and Domain Restrictions” using the server’s Add Roles and Features Wizard:

= Add Roles and Features Wizard

Select server roles

Before You Begin Select one or more rales to install on the selected server,

Installation T Roles

Confirmation

L1 v mmvin o
4 [H] Web Server (lIS) (19 of 43 installed)
4 [H] Web Server (17 of 34 installed)
[®] Common HTTP Features (4 of § installed)
[E] Health and Diagnostics (1 of 6 installed)
[®] Performance (1 of 2 installed)
4 [H] Security (5 of 9 installed)

| Basic Au 3 ed;
[[] Centralized S5L Certificate Support

[] Digest Authentication

URL Authorization

< W

v| Client Ce apping Authenticat

B

DESTINATION SERVER
ROWWKSS20 row dev infosupport.net

Description

IP and Domain Restrictions allow
you to enable or deny content based
upon the originating IP address or
domain name of the request. Instead
of using groups, roles, or NTFS file
system permissions to control access
to content, you can specific IP
addresses or domain names.

After installation of the feature, select the “IP Address and Domain Restrictions” feature on the
EUCARIS.Public website in the IS Manager. Consult the documentation on
https://technet.microsoft.com/en-us/library/hh831785(v=ws.11).aspx or

https://www.iis.net/configreference/system.webserver/security/ipsecurity for more information

regarding this feature.

6.2.1.1 Configure the EUCARIS Web Client

For IP and Domain restrictions, no specific configuration is required for the EUCARIS Web Client.
Assuming a default installation of EUCARIS and the EUCARIS Web Client, the Public Services can be
restrictedtothe IP address of the localhost. Add to the restriction the IP addresses of the application

server hosting your custom client:

Sites » EUCARIS.Publicv7 »

@ = @ -

@ IP Address and Domain Restrictions

Use this feature to restrict o grant access to Web content based on IP addresses or
domain names. Set the restrictions in order of priority.

Groupby: Mo Grouping  ~

Mode Requast Ertry T,
@DW 127.001 Lu(a\j

Edit IP and Domain Restrictions Settings

“Access for unspecified clients:
[Deny ‘|

[_] Enable domain name restrictions

[] Enable Proxy Mode

Actions
Add Allow Entry..
Add Deny Entry...
Edit Feature Seftings.
Revert To Parent
View Ordered List...

Edit Dynamic Restriction
Settings...

@ Hep
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6.2.2 Client Certificate Mapping

The Public Services can be secured by restricting access on supplied client certificate. Client
Certificate Mapping Authentication uses client certificates to authenticate a user. A client certificate
is a digital ID from a trusted source. I1S offers two types of authentication using client certificate
mapping:

Client Certificate Mapping based on Active Directory
This type uses Active Directory to offer one-to-one certificate mappings across multiple web servers.

Client Certificate Mapping based on IIS Configuration
This type uses 11S to offer one-to-one or many-to-one certificate mappings. Native |IS mapping of
certificates offers better performance.

Add the Web Server feature “Client Certificate Mapping Authentication” or “IIS Client Certificate
Mapping Authentication” using the server’s Add Roles and Features Wizard:

[ Remove Roles and Features Wizard -0 -

DESTINATION SERVER

Remove server roles ROWWKSS20.rdw. dev.infosupport.ngt

To remove ane or more installed roles fram the selected server, clear their check boxes.

Roles Description
~ Web Server (IIS) provides a reliable,
. manageable, and scalable Web
application infrastructure,
PO e server S PP

4 [H] Web Server
[®] Common HTTP Features
[] Health and Diagnostics
[®] Performance
4 [H] Security
Request Filtering
Basic Authentication

Client Certificate Mapping Authenticatic )

" >

v

Digest Authentication (Mot metalled

([¥] 1S Client Certificate Mapping Authenti
— Tors oT et

< [ >

< Previous Next > Remove Cancel

After installation of the feature, follow the instructions in the following link. Please note that the
Client Certificate Mapping configuration must be performed on site level (and not on application
level!).

Client Certificate Mapping based on Active Directory:
https://www.iis.net/configreference/system.webserver/security/authentication/clientcertificatemap
pingauthentication

Client Certificate Mapping based on IS Configuration:
https://www.iis.net/configreference/system.webserver/security/authentication/iisclientcertificatem
appingauthentication.
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6.3 Securing Internal Services

The EUCARISInternal Services is the interface available for clients (EUCARIS web client, custom client,
legacy) and the EUCARIS core application to request EUCARIS metadata. The Internal Services
interface is hosted by an IS website which accept anonymous requests, and unsigned EUCARIS
messages by default. The EUCARIS NPO must implement the appropriate security measures in order
to prevent unauthorised access to the EUCARIS Internal Services interface

NOTE: It is the responsibility of the EUCARIS NPO to apply the appropriate and available security
measures to prevent unauthorised access to the EUCARIS internal services interface.

The security measures available are identical to the measures enlisted in the previous paragraph
(Securing Public Services).
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6.4 Support for Malware detection

EUCARIS Release SU-U22 (core version 7.0.22.x) supports the detection of malware by scanning of
messages that can contain (file) attachments. The EUCARIS application does not contain any logic for
scanning and detecting malware, but delegates these tasks to the operating system and the installed
anti-malware application. This delegation is a two-stage procedure, consisting of:

e Temporarily write the attachment to a specified quarantine location, and reading one byte of
the file to memory. This should trigger the On Access Scanner of the installed anti-malware
application. If malware is detected, the outcome may differ per detected malware and/or
product, but should be:

o thefile is moved to a quarantine location, or
o access to the file is denied, or
o thefileis deleted.

o |fthe file is stillavailable on the temporary location, EUCARIS will ask the Microsoft Windows

Attachment Manager! if the file is trusted.

NOTE: Make sure to install an anti-malware application able to perform disk ‘On Access Scan’. The
first step will yield no result when no anti-malware application is installed, or the application is not
able to perform On Access Scans.

NOTE: Make sure to configure the anti-malware application to remove infected files, and not try to
clean them. For more details refer to paragraph 7.3.

NOTE: A Member State is responsible for the purchase, installation and regular maintenance of an
anti-malware application and/or security policies. EUCARIS will not include an anti-malware
application in its installation package.

If the result of one of these steps is that the file cannot be trusted, EUCARIS will not accept nor store
the file. The specific process and response after rejecting a message due to detected malware is
depending per installed extension. Currently the following extensions support malware detection:

e RESPER extension (release SU-E89, version 7.0.89.x and higher)
e Salzburg extension (release SU-E88, version 7.0.88.x and higher)

EUCARIS Supports malware detection for both inbound and outbound messages. Inbound messages
(messages received from other member states) are scanned after the message-signing and
authorisation has been checked, and the message is valid. Outbound messages (messages received
from local clients) are scanned after the authorisation has been checked and the message is valid.

NOTE: It is advised to enable both inbound and outbound scanning of attachments.

Malware scanning can be switched on or off, per extension that supports the functionality,
independently. Ifvirus scanning is switched on for 1 or more extensions, then it is required to also set
general configuration. Note that the malware detection functionality is not available for the generic
File Transfer functionality of EUCARIS. The following paragraphs describes the configuration options
for the malware detection functionality.

1 The Microsoft Windows Attachment Manager integral part of the operating system. More info:
https://support.microsoft.com/en-us/kb/883260
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6.4.1 General configuration

The general configuration is set in the EUCARIS configuration file: “indes.properties.config”, stored in
the [EUCARIS Application Root folder]\Configuration folder.

6.4.1.1 Malware scan directory

It is required to configure a location where EUCARIS can temporary store the received attachments,
in order to read a single byte and in order to trigger an On Access Scanner. EUCARIS will create a
random directory on this location per received message, since each message might contain multiple
attachments. EUCARIS automatically deletes the files and directories once it is done processing.

Key: Indes.Core.MalwareScanDirectory

Value: The folder which will be used to temporary store attachments. The defined folder must exist,
and will be created by the Core System Update.

Default value: C:\ProgramData\EUCARIS\Temporary files\MalwareScan\

Opmerking: Default = C:\Temp\EUCARIS\MalwareScan volgens config. Folder bestaat niet op die
locatie, maar wel op C:\ProgramData\EUCARIS\Temporary files\MalwareScan\

Example:<add key="Indes.Core.MalwareScanDirectory" value="C:\ProgramData\EUCARIS\Temporary
files\MalwareScan\" />

6.4.1.2 Malware scan delay

In order to give the On Access Scanner enough time to be triggered it is possible to incorporate a
small delay. Usually a delay of 600 milliseconds (0,6 second) will be sufficient, but that might differ
per anti-malware application.

Key: Indes.Core.MalwareScanDelaylnMilliSeconds

Value: any value in milliseconds.

Default value: 600

Example: <add key="Indes.Core.MalwareScanDelayInMilliSeconds" value="600" />

6.4.2 Configuration per extension
The configuration file of an extension can be found at the following location: [EUCARIS Application
Root folder]\Configuration folder\Plugins\EUCARIS.Services.Plugin.[ServiceName].config.
6.4.2.1 Configure outbound malware detection

Enable this feature to be able to scan outbound requests containing attachments (messages from a
local client to another member state)

Key: MalwareScanSendEnabled

Value: true or false

Default value: depending on extension.

Example: <add key="MalwareScanSendEnabled" value="true" />

6.4.2.2 Configure inbound malware detection
Enable this feature to be able to scan inbound requests containing attachments (messages from

another member state)

Key: MalwareScanReceiveEnabled
Value: true or false
Default value: depending on extension.
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Example: <add key="MalwareScanReceiveEnabled" value="true" />

6.4.3 Malware application specific configuration

The EUCARIS malware detection functionality depends on the installed anti-malware application and
it’s On Access Scanning (OAS) abilities. If AOS is disabled by design, then configure the application to
perform OAS on the Malware scan directory configured in paragraph 7.1.1. Also make sure that the
default action is set to “remove file”?, or “deny access”? and not “clean file”2. EUCARIS will not
detectif a file gets cleaned, and it will not use the cleaned file for the transfer. This might possible
result in a transfer of an infected file.

EUCARIS uses a small external application to read one single byte from the application. This
application is started as a new process, and if possible, should be configured as “High Risk”2 process
within your anti-malware application. This application is located at the following location:

[EUCARIS Application root]\Web\Services\PublicAndExternal\bin\EUCARIS.Core.Utils.FileRead.exe

NOTE: Most anti-malware applications will try to clean the file first by default. Make sure to check
and reconfigure this behaviour!

6.4.4 Malware detected

EUCARISwill report the detection of malware in the Windows Application Eventlog as a warning. The
following errors and/or warnings will occur:

6.4.4.1 Inbound

If inbound malware detection is enabled, and malware is detected, the following warning will be
logged:

Windows or the installed Malware scanner have detected malware which was sent using EUCARIS from
country D.

Service: RSPSecureMessage.

Business case ID: 'DD88-454-1".

The message is not stored and a NACK/NOK is sent to the sender country.

Additional info:
D:\Temp\MalwareScan\tonb4byj.3fy\Final_Decision.pdf: Unauthorized access. Probably OAS. Remove.

The sent message is not accepted, and no messages are stored. The sender will be notified by a ‘not
acknowledge’ sent by the recipient country, containing the specified code for ‘malware detected’.
No further action is required on the EUCARIS server.

6.4.4.2 Outbound
If the recipient country has inbound malware detection enabled, and detects malware in the sent

attachments, the following warning will be logged:

File 38541" (file name:'AC_document’, case id:'DD88-454-1") for service 'RSPSecureMessage' to country 'D
is deleleted (virus or malware detected by member state).

2 Terms might differ peranti-malware application. Please refer to the manual of your anti-malware application.
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EUCARIS has deleted the possible infected message from the upload queue in order to maintain the
integrity of the system. The client will be notified by a ‘not acknowledge’ sent by the recipient
country, containing the specified code for ‘malware detected’. No further action is required on the
EUCARIS server.

If the sender country has outbound malware detection enabled, and detects malware in the sent
attachments when a client uploads a message, the following error will be logged:

virus or malware detected in one or more attachments from a client upload for service RSPSecureMessage
Additional info:
D:\Temp\MalwareScan\zzkzxdd1.sns\Final_Decision.PDF: Unauthorized access. Probably OAS. Remove.

The client is directly notified by a SOAP-exception raised by the EUCARIS service. No further action is
required on the EUCARIS server.

6.5 Setting up SSL for web client

The web client connects to EUCARIS instance through three different endpoints:

e ExtendedClientLogic
e GenericService
e GenericAsyncService

The following instructions explain how to setup the usage of SSL for the webclient. This involves
some actions on both the EUCARIS and the web client installation. In short the steps are:

EUCARIS
e Make sure there is a certificate (with private key) available that is hostname of the server
e Configure IIS:
o Add certificate to IS server certificates
o Add binding for HTTPS and associate a certificate with it
e Update web.config of web services

Web client
e Update web.config of the web client
6.5.1 1IS configuration - Certificate

The creation of the certificate is out of scope for this manual; we simply assume it to be available.
To installit, in IS navigate to the server in the left pane and go the item Server Certificates:

~2 | — : - | v
[ Xs o & e
AuherBic.. Compression  Defat  Oiwectory  EweeFages  Handie HTTP
Ozcumere  Sroweng Nappinge fadrect
- > | M 3
w i b |
MR BAS e AT eters ln}gnz MM Types Vosyes [
Resgon.. G Resi. Cacking
2
- a
Reguest oo
Fibenny Centcates
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The right pane will offer several options to add a certificate to IIS (import from .pfx, create self-
signed certificate, ...). We will not discuss the details of the options here; they highly depend on
your specific situation.

6.5.2 IS configuration — Add binding for HTTPS

In IS, in the left pane, navigate to the website EUCARIS.Internal.v7. Right click on it and select “Edit

bindings...”.

A Sibw Binding

b Tepe F auhires:
hitps < | &l Unmsigead
|
Hast rsmie

[ Raquire Sarvar Hama indication

Fort

S5L cetificabe
Fot elacted = Caluct.
Cancal
Apply the following settings:

Setting Value
Type https
IP address All Unassigned
Port <choose a number>
Host name <empty>

SSL certificate Select the certificate from section 6.5.1

Similarly, create a new binding for the website: EUCARIS.External.v7.

6.5.3 Web.config — EUCARIS service side

In the Web.config file (located in [EUCARIS ROOT]\EUCARIS.v7\Web\Services\Internal), find the
following lines:
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<binding name="ExtendedClientLogicBinding" (..) />
<security mode="None" />
</binding>

Set the security mode to Transport:
<security mode="Transport" />

Note: there is no service-side configuration required for the GenericService and the
GenericAsyncService.

6.5.4 Web.config — web client side

In the Web.config file (located in [EUCARIS ROOT]\EUCARIS.v7\Web\Clients\WebClient.v75), make
the following replacements:

From:

<add key="BaseUrlInternalServices" value="http://host:port/Eucaris.Internal” />

To:

<add key="BaseUrlInternalServices" value="https://host:port/Eucaris.Internal™ />
Make sure that the new hostname matches the host name from the certificate and the new port
matches the one configured in section 6.5.2.

From:

<binding name="BasicHttpBinding_ExtendedClientLogic"
maxReceivedMessageSize="10000000" />

To:

<binding name="BasicHttpBinding_ExtendedClientLogic"
maxReceivedMessageSize="10000000" >

<security mode="Transport" />
</binding>

From:

<endpoint address="http://host:port/Eucaris.Internal/ExtendedClientLogicService.svc"
G.) />

To:

<endpoint address="https://host:port/Eucaris.Internal/ExtendedClientLogicService.svc"
() />

Again, make sure that the new hostname matches the host name from the certificate and the new
port matches the one configured in section 6.5.2.

Repeat the last two replacements for the other two bindings.

This finalizes the SSL configuration for the ExtendedClientLogic, the GenericService and the
GenericAsyncService.s
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7. Performance and scaling

EUCARIS is designed to be scaled horizontally in order to increase reliability, performance and
availability using load-balancing. The following requirements apply:

1. AIlEUCARIS installations (also known as EUCARIS instances) must be identical;
All instances share the same configuration and certificate,

2. The database must be logically one entity;
All instances must use the same database, or must be able to connect to the same
logical database using an identical connection string,

3. The legacy services must be accessible from all instances using the same URL;
Since the configuration and database is shared, the Legacy Services endpoints are
the same for all instances.

4. The EUCARIS Broker must be able to contact all other instances of EUCARIS using a TCP

connection;

The EUCARIS Broker must be able to exchange received messages between all
instances of EUCARIS in order to make a correct correlation between asynchronous
messages received from the hub.

Loadbalancer

N(2)

EUCARIS

EUCARIS

Broker Broker

Legacy
service

NOTE: For reliable functionality, maintainability and creating statistics it is of great importance to
have all EUCARIS instances connected to the same database in the production environment. Having
multiple (not synchronized or clustered) databases in a production environment may lead to
unexpected results or even loss of service.

Page 98 of 140



: EUCARIS - Installation and Operation Manual

8. Operation

This chapter will discuss operational details while using EUCARIS, it is divided into a description about
how to administer the EUCARIS installation, how to maintain the EUCARIS installation and how to
outscale the EUCARIS installation.

8.1 Management

If a user is either a local functional administrator or a local system administrator, the Management
menu is available in the EUCARIS Web Client. The Management menu can contain the following
items depending on the role of the logged on user and the core version of EUCARIS.

The Management menu contains the following items:
%3 Management

Authorisation

Authorisation of

countries

User Prof

Administration

Configuration
Endpoints
Endpoint us.

Local Service
management

Batch Processor
Schedule

Translate en items

Coded Attributes

Logging

Activities

For each of the items in this menu there are manuals available on www.eucaris.net.
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8.2 Statistics

EUCARIS supports the possibility to generate custom statistical reports, for services where statistical
reporting is required. Currently there are 3 types of statistics processes:

- Toll-EETS Statistics (to be found via “Download Report”)
- AVI, VHInfo and DLInfo Statistics
- CBE Statistics

The Statistics menu in the Web Client contains the following items:

Wl Statistics

Download Report

AVI DLInfo VHInfo

CBE

For each of the items in this menu there are manuals available on www.eucaris.net.

8.3 Maintenance

In regards to maintaining the EUCARIS installation some final remarks are given regarding the
database, backups and the configuration & system updates.

8.3.1 Database

The EUCARIS database is mainly used for storing configuration data for EUCARIS. The only tables each
member state has to maintain actively is the Service Log, the File Transfer Upload Queue and the File
Transfer Download Queue table. These tables will automatically grow when using EUCARISand needs
to be purged on a regular basis. This purging can be done by using the Configuration Tool (please
refer to paragraph 5.2.10.4) for Service Log data and the Queue Purge (please refer to paragraph
Fout! Verwijzingsbron niet gevonden.) for File Transfer Queue data. Depending on data protection
and retention agreements made per treaty, the Service Log must be purged regularly.

More information on database management can be found at the EUCARIS.net knowledgebase at
https://www.EUCARIS.net/kb/database-management

8.3.2 Backup

We advise to make backups of your server and database on a regular basis. Please refer to the
documentation of your database and operating system on how to create proper backups.

8.3.3 Configuration updates

Whenever a new member state is added or a member state changes their services or its address all
member states will be notified there is a new configuration update available. It is advised to
download and install this update as soon as possible to guarantee trouble free functioning. Please
refer to paragraph 5.3 for more detailed information.
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9. Troubleshooting

This chapter will describe tips on how to troubleshoot problems with the EUCARIS installation. If
these tips don’t solve the problem that the user is experiencing, don’t hesitate to contact the
EUCARIS support team by email on EUCARIS2help@rdw.nl.

The first place to check for an indication on the problem is checking the windows system and
application event logs, which are also used in case of problems by the EUCARIS applications.

More information on Error Messages can also be found at the EUCARIS.net knowledgebase at
https://www.EUCARIS.net/kb/error-messages

This chapter will further describe tips on troubleshooting network problems, certificate issues,
problems related to the database, problems with the EUCARIS application and issues with IIS.

9.1 Network

Network problems can be analysed in multiple ways. The first one is doing a network analysis using
the Configuration Tool, as described in chapter 5. Another method of troubleshooting network
problems is by starting a telnet session using the command line tool. After starting the telnet session,
you can try the following command and use the output for further troubleshooting:

>> telnet eucop.nl.eucaris.testa.eu 443 for the production environment or
>> telnet eucop.nl.eucaris-acc.testa.eu 443 for the test and acceptance environment.

Another troubleshooting method is to make a network trace, while trying to connect to other
member states, to see where the problem occurs. Some of the tools that can be used to create a
network trace are the Microsoft Network Monitor or WireShark. The trace has to be saved in *.cap
format, which can be send to EUCARIS2help@rdw.nl when help is needed to solve the problem.
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9.2 Certificates

Although the Configuration Tool is able to handle most of the problems that can occur using the
EUCARIS certificates, there might still be situations where the Configuration Tool is not able to fix the
issues. The Configuration Tool is able to analyse the required certificates for their validity and verify
access to the Certificate Revocation List. If problems occur due to the Certificate Revocation List not
being accessible, the EUCARIS installation is not able to run correctly. Another method to check or
install certificates is using the Microsoft Management Console as described in detail in the appendix.

9.3 Database

When the script that creates the database or the script that creates the user rights on the database is
operated wrongly, sometimes a situation may occur in which the problem is hard to resolve. The
easiest solution in this case is to completely uninstall the database and reinstall it according to the
steps provided in chapter 4.1.1 and the installation manual of the chosen database.
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9.4 Application

This chapter will discuss multiple problems and solutions that can occur on the EUCARIS application.

9.4.1 Access Denied

The error message ‘Access Denied’ can be caused by several problems, most often relatedto a wrong
configuration of EUCARIS. Although the configuration and usage of the Installation and Configuration
Tool is extensively described, below some additional causes are given:

The application is browsed from the server

This might occur just after installation of EUCARIS. Log off and log on again and retry. We
advise NOT to use the web client and management client directly on the server.

The user is not part of the right user group.

Parts of the application can be accessed by users who are a member of a certain user group.
These groups and their rights are documented in paragraph Fout! Verwijzingsbron niet
gevonden.. Local users can be setup with the Configuration Tool and domain users have to
be added manually to the groups.

The user does not have a user profile in the database.

Each user must have a user profile in the database, which can be created using a script. You
can create profiles for local users with the configuration tool. Other user profiles can be
created with the Web Client.

If all configuration settings described above are correct, the problem is probably caused by the
database. Please refer to chapter 9.3 on how to solve that problem.

9.4.2 Unrecognized attribute ‘Target Framework’.

The screenshot shows the appearance of this problem, which is caused by the wrong ASP.NET
version being setup for the website.

o
IR 2 o " aris WebCTientiden = & | @8 corigumtion En
e\ a8 tacahst =] & Corfiguniian Enoe

g 2] BICARE MonagementCll. 2] Eucats WebThent

Server Error in "fEucaris.WebClient' Application.
[

. %

Configuration Ermor

Duncripbienc &n enar cccemed dusieg the procesisg <l & condigueson Bl reqeined fa asrsice thix requesi Flasss myview e apecific emor éelui Bk srd madiy paer configurnation Be azprcprisiely
Farser Eneor Hessage) Usrecsgrized aiviouns fageiraveson, Fione Tl Jirtuls nanes 1ie ce-sergiiee

Haurra Errar:

cidmntity impersone
orolaMansgar mnab)
ilm

w]tProyidar="Asphat NindssaTokandnlaProvider’ /=

cpagan eonkrn
</ aywtem. weke
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SapiiFve Flbe) COFTOQran FlsiEUC LR SEUCARIS VPR RTC S RN Sl Doy Linel 7%

Warsion Information: Mo HET Frarsaan Yersond 0 30727 HOR ASPNET Verend 0 50727 6015

As can be seen in the bottom line of the above screen the .NET Framework 2.0 is used. Assuming the
.NET Framework 4.5.x is correctly installed on the server, which is verified by the Pre-Configuration
Tool, the EUCARIS sites need to be setup to use the .NET CLR 4.0. This is done by opening the

‘Properties’ of each EUCARIS site’s application pool. On the Edit Application Pool dialog select the
‘.NET CLR version’ dropdown and verify that *.NET version’ is set to 4.0.30319.
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Name:
‘ EUCARIS WebClient.s7

MET CLR version:

| NET CLR Version v4.0.30319

Managed pipeline mode:

Integrated v

[ Start application peol immediately

| oK
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9.5 Internet Information Services

In some cases when browsing to one of the EUCARIS sites a ‘HTTP 404 Not Found’ or ‘The page
cannot be displayed’” message is shown, which can be caused by multiple problems. The most
common problem is a misconfiguration of the .NET framework in 11S. Solution is to reconfigure the
ASP.NET installation within Internet Information Service, by running the following command:

‘drive:\WINDOWS\Microsoft. NET\Framework64\v4.0.30319\aspnet_regiis.exe —i
WINDOWSAsystem32emd. exe

IC:\WINDOWS\Microsof t .MET~Framework-w2.8.58727>aspnet_regiis.exe -i
Start installing ASP.NET <2.8.58727).

Finished installing ASP.NET <2.8.58727).

IC:\WINDOUS\Microsof t .NET\Framework-vw2.B.5@727>iisreset

Nttempting stop...

Internet services successfully stopped
Attempting start...

Rectart attempt failed.

118 Admin Serwvice is disahled

C:\WINDOUS Microsof t .NET\Framework-u2.@.50727>

9.5.1 Memory usage on the webserver

If you search messages with the log viewer the result set is cached on your webserver. So if you do
searches with a large scope you could use up a lot of memory on your server causing the server to
stop working. This can be restricted on your server by switching on “memory recycling” on the
application pool used for the log viewer. The picture below is an example of this setting:
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EUCARISII Propetties

Recycling |PerFormance | Health | 1dentiey |

¥ Recycle worker processes (in minutes): E_ 1740
[ Recycle worker process (number of requests): E‘ 35000

[ Recycle worker processes at the Following times:

A
Remave. ..

Editi..

1L

Memory recycling

Recycle worker process after consuming too much memory:
[V #axirum virkual memary {in megabytes):: = 500
[+ Maximum used memory (in megabytes): = 192
K I Cancel Bpphy | Help |

Of course it is better to narrow your searches ondate and time and by using the indexes suggestedin
section 4.3
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10. Appendix

The appendix contains detailed descriptions on how to prepare and configure the server for EUCARIS
manually, either in case it is chosen not to use the supplied Pre-Configuration Tool and Configuration
Tool or if the unfortunate happens and those tools are not able to execute the steps correctly.

10.1 How To: Adding Root and Intermediate certificates via MMC
Files to have on hand: Root and/or Intermediate certificate files. If you're unsure which to get or
which is which, please contact us at EUCARIS2help@rdw.nl

Root and Intermediate Certificate installation via MMC

1. Open up the Microsoft Management Console (MMC)
Start -> Run -> Type "mmc" (without quotes) and Click 'OK' or hit Enter on your keyboard.
2. Open 'Add/Remove Snap-in' Window

Type the name of a prograrm, folder, docurent, or Internet
resource, and Windows will open it for you.

open [T .

Cancel Browse...

File -> Add/Remove Snap-in 3. Add the Certificates Snap-in
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Add or Remove Snap-ins

Available snap-ins:

Snap-in Vendor 2

%Acﬁve Directory Do... Microsoft Cor...
[ Active Directory Site... Microsoft Car...
: Active Directory Use... Microsoft Cor...
| ActiveX Control Microsoft Cor...
2 ADSI Edit Microsoft Car...

3 Authorization Manager Microsoft Cor...
ﬁ ficates Microsoft Cor...
A Component Services Microsoft Cor...
%-Compuh&r Managem... Microsoft Cor...

Add >

HDevice Manager Microsoft Cor...
e Disk Management Microsoft and...
@ Event Viewer Microsoft Cor...
I Folder Microsoft Cor...
- - - - -
Description:

Selected snap-ns:

[ console Root

‘fou can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Edit Extensions. ..

Remove

Move Up

Move Down

Advanced...

The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer.

el

Click 'Add".

4. Select 'Computer Account' and click 'Next'

Cartficatas map-n

T el o g casihcses b
IV e szt
1 Sarcn sczzrt

(e

Note: This step is very important. It must be the 'Computer Account' and no other account

5. Select 'Local Computer' and click 'Finish'
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Sabect Compuutar

Select o compuieryou e s a0 o g
Thiz srag-n sl shaeys rarage:
) Locel conpaiter. fhe oorputer s ool s runving onl
Anather comgube

o agples o B3 e conaole

6. Close the 'Add Standalone Snap-in' window and click 'OK' in the 'Add/Remove Snap- in' Window.
7. Will now be returned to the MMC.

Install/Import the Root and Intermediates Certificate
* Procedure for ROOT certificates:

1. Expand the Certificates section by clicking on the plus (+) sign and turn it to a minus (-) sign to
expose the 'Certificates' tree.

2. Import the Root Certificate
Right-click on 'Trusted Root Certification Authorities', select 'All Tasks', then select 'Import’.
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£+ Cartrivcata impert Woard

Walcome to the Certificate Import Wizard

Thiz wizard helpe you copy certficaier, cerFicets must letx, snc cortfoats revoordion
s B vous s 10 o B e

A i B, whech s cousd by 8 cer i Boaon sulsesly, & a oonfimaon of par dentitly
mnrd consing iInformestion uesd i profect date o o scsshies seore tebaork
LTRECENG. & O EBE SUae o B8 Spdem ared mhe D TREIES e hesl

fFiare Lacation

To condires, ok Fisadt.

Click 'Next'.

€ L Certificate Import Wizard

File to Import
Spedfy the file you want to import.

File name:

| | Browse...

Mote: More than one certificate can be stored in & single file in the following formats:
Personal Information Exchange- PKCS 212 (FFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (,P7B)

Microsoft Serialized Certificate Store (L 55T)

Locate the Root Certificate and click Next. When the wizard is completed, click Finish.
* Procedure for Intermediate certificates:

2. Import Intermediate(s)
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The process is the exact same except the area of interest is 'Intermediate Certification Authorities'
instead of 'Trust Root Certificate Authorities' and the file(s) that are to be imported are the
remaining files outside of your domain certificate.

4. Restart EUCARIS Services through the EUCARIS Configuration Tool.
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10.2 How To: Manually import a Certificate Revocation List (CRL)

From command line (with elevated administrator privileges):

certutil -addstore ROOT EUCARISTest-2014.crl

Or from GUI:
Start up the Microsoft Management Console (mmc), and add the Certificates snap-in for the local

computer. Select “Trusted Root Certification Authorities” and right-click, select All Tasks and import.

Browse to the folder where you have placed the CRL. Make sure to set the file filter to *.crl,
otherwise you won’t see the file. Click import.
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10.3 How To: Manually delete a certificate from the EUCARIS server

Certificates expires after time. To prevent that all expired certificates are still on the EUCARIS server,
the certificates can be deleted by following these steps:

Open up the Microsoft Management Console (MMC)

Start -> Run -> Type "mmc" (without quotes) and Click 'OK' or hit Enter on your keyboard.
2. Open 'Add/Remove Snap-in' Window

— Type the name of a program, folder, document, or Internet
F =7
= resource, and Windows will open it for you.

Open: ’E

tme s

e,

File -> Add/Remove Snap-in 3. Add the Certificates Snap-in
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Add or Remove Snap-ins

Available snap-ins:

Snap-in Vendor 2

%Acﬁve Directory Do... Microsoft Cor...
[ Active Directory Site... Microsoft Car...
: Active Directory Use... Microsoft Cor...
| ActiveX Control Microsoft Cor...
2 ADSI Edit Microsoft Car...

3 Authorization Manager Microsoft Cor...
ﬁ ficates Microsoft Cor...
A Component Services Microsoft Cor...
%-Compuh&r Managem... Microsoft Cor...

Add >

HDevice Manager Microsoft Cor...
e Disk Management Microsoft and...
@ Event Viewer Microsoft Cor...
I Folder Microsoft Cor...
- - - - -
Description:

Selected snap-ns:

[ console Root

‘fou can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Edit Extensions. ..

Remove

Move Up

Move Down

Advanced...

The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer.

el

Click 'Add".

4. Select 'Computer Account' and click 'Next'

Cartficatas map-n

T el o g casihcses b
IV e szt
1 Sarcn sczzrt

(e

Note: This step is very important. It must be the 'Computer Account' and no other account

1. Select 'Local Computer' and click 'Finish'
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Sabect Compuutar
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6. Close the 'Add Standalone Snap-in' window and click 'OK' in the 'Add/Remove Snap- in' Window.
7. Will now be returned to the MMC.

Delete a Certificate

1. Expand the Certificates section by clicking on the plus (+) sign and turn it to a minus (-) sign to
expose the 'Certificates' tree.

2. _Se_Ie_gt_ ’_P_(g[s_qr_\_al' and then ‘Certificates’

3. Select the certificate that needs to be deleted, press the right mouse button and select ‘Delete’
from the menu.
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2.

10.4 How To: Manually create an EUCARIS service account

On Windows Server 2008 this is done by opening the ‘Computer Management’ console and locates
the ‘Local Users and Groups’. Right-click on the Users folder and select New User. Create a new user

with the user name EUCARIS and apply the policies as described in the next ‘How To:’.

*
Fis Action Yww Halp

dmh| B b= HME

& ComputerMansgamant (Lecal | Hare Eull Mg Ceserighion Sctiom
« Tl 51:."';"-"1;“:““ B v vzt Buik-in socouni for quest sooess i Laan
20 Task chadudr B il A Lmar Atz mated bt ..
[ Evart: Virwear Mera Actizm
B CBEUss CBEUss Gubanasbed bes

] Shared Foldan

38 Local Unam wnd Graugs P s becca .. A unerscczunt mansged by tha ..
Lnars Beruatalisy  DUrfalss Autarated &
: g B Downicadilh.. Downlcadiaar Automat...
% Parfarmance B e ECARKer Satomated e
A Duvica Manager BN EAR ERRU har Aurlormutud fu...
v B8 Shomge - e ELCARE Lker e for ELICERE appkirtin
o Dok M F - F drmin_aar O THFa Y- 1343
fiy Serican and Application: || BFKLFD ELFD SEOUTE burnel e
B tdinageler  Minagelhar Sstomated .
B Mlaachis Buik-in sooout Rar sdiinisheing
DTl DTiber Avbersbed bk
B Res ES 2 ]
B RS ASLhar Bustomutad ek ..
B Tesilioer et Ly Peiuger

BEupkcadher  Uplcadiaar Automatsd ...
B vHalisy  VHInfglss ubaweted
B Hmurance... WHmusncslivr Ao,
B v HRctTicat. . HMotTCaton DDLUk er
B HG e H e Avbomat .
B vHPmlss  WHPum e dubainshs
B U HARct#fes_. WHAKetRertionlher B
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10.5 How To: Manually set the required policies of the EUCARIS service account

After the user is created the users has to be added to a number of security policies, toallow using the
service account to run an application pool and windows services. Depending if the server is a domain
controller the ‘Domain Controller Security Policy’ or ‘Local Security Settings’ has to be started from
the ‘Administrative Tools’” as shown below and ‘User Rights Assignment’ has to be selected:

[l felion  Yae
el 1o e+
B Feumity S z [ ety zatirg
B o Polss R scomss this oompeuter Frow e redrt. Everyone, Sdmnetraton Autent
5 ﬂjﬁ& ect an part of tha oparsting rvstan
i ¥ 8] et e bstmtions o doresin fahvariionted s
o L Rights Assigrnert
o _.gg‘dﬁ:;m 8 v koo ocaly ELKEDI[LtA_ELICE, dirnitadis
s B restrisd G B3] ko an Hhrough Tarrsinal Sarvicas Mok Dafined
BiHEM Syt Senvicas Eeaack i P ol i kit Ayl Cpersios,
B I3 Pty :E:-,-pm rremin chadog Evuryra, fdmrntraioo Buibarii..

B Lecal Security Seitings

Be feiin Wew b
e« B *xFE @2

[ Securty Settings | Pokcy | Semuriy Setting I
= (i Aot Poloa nu1 Hu coanpulnr From tha nabaark. MHabwaark Accamn, #il...
ﬁ::mp“"’ ke pst of Hhe gt spsten
v cokrad Palicy oy chwrmin
= (2 Lozl Palicinn = )
& Ll vt Pobcy Sm—
Usar Faghts Amsigraras B
S g:rwmw dreetorkes o

+ [l Securiby Optiam

= [0 Publc Eny Policin an bravures chaching Evmrvora, fdinintr. ..

@ 1l Soltwarw Rastriction Palic Chashge thes Sdewn e Bdrmne Tt Posa

4 3 P Sacurity Pokcinn oniLoca reate u pacuiin Fdrnintradon
Creaie.a token object

Locate the following policies and add the EUCARIS service account to these policies, by opening the

properties and use the ‘Add User or Group’ button to add the account:

- Adjust memory quotas for a process
- Logonasaservice
- Replace a process level token
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10.6 How To: Manually set SSL authentication for External application on IIS

The ‘EUCARIS.External’ site should be available through HTTPS, which means SSL has to be setup for
this site. To configure this open ‘Internet Information Services (11S) Manager’ through ‘Administrative
Tools’ in the Windows start menu and select the ‘EUCARIS.External.v7’ site.

Right-click the site and select ‘Edit Bindings’ and in the ‘Site Bindings’ window click ‘Add’

Add Ste Binding T

Tyme F addesis Paty
g Al mamignas ]

Husl Adnis

|| Mecpais Server Mams Incheabizn

AL cenlificale

it gebached

Fior calected

Cancdd

L et st b A A A R R A s 0T

Select ‘https’ as the type and 443 or if in use 444 for the port and select the member state certificate
and press ‘OK’ to save the settings. Verify the https entry is now available in the ‘Site Bindings’ dialog.
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10.7 How To: Enable Web sockets for better Blazor performance

e Run either of the following Powershell commands (as Administrator)
o Install-WindowsFeature -name Web-WebSockets

OR

o Enable-WindowsOptionalFeature -Online -NoRestart -FeatureName
[IS-Websockets
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10.9 How To: Manually add a client certificate to legacy service connections

The EUCARIS core can add a client certificate with the https connection to your legacy services. The
configuration of this option is added to the EUCARIS management client, and we will show you how
to configure this. This chapter shows the steps to configure it on Windows 2008:

Install the certificate to use in the LocalComputer store

Before configuring EUCARIS you have to install the client certificate you will use in the
LocalComputer store of your EUCARISserver(s). You have to supply this certificate yourselves. Install
it by starting the MMC from Start->Run.

e, s

From the File menu select “Add/Remove Snap-in...”
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Add or Remove Snap-ins

Available snap-ins:

Snap-in Vendor
%Acﬁve Directory Do... Microsoft Cor...
ﬁﬂncﬁve Directory Site... Microsoft Cor...
: Active Directory Use... Microsoft Cor...
=" ActiveX Control Microsoft Cor...
2 ADSI Edit Microsoft Cor...
[Td authorization Manager Microsoft Cor...
@ ficates Microsoft Cor...
N Companent Services Microsoft Cor...
;é‘ Computer Managem... Microsoft Cor...
HDevice Manager Microsoft Cor...
= Disk Management Microsoft and...
@ Event Viewer Microsoft Cor...
"I Folder Microsoft Cor...
=5 - - .
Description:

Selected snap-ns:

‘fou can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

[ console Root

Add >

Edit Extensions. ..

Remove

Move Up

Mave Dawr

Advanced...

The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer.

el

Select “Certificates” and click “Add”

Cariicatas wap-in

T el o g casihcses b
) Wy ey oot
1 Sarcn sczzrt

[Chets ] | ol

Select “Computer account” and click “Next”

Sabect Compuutar

Seleot e Conputeryou e e w1an o eanage
Thex g el shnmys rarage
B0 Loced congutes. fhe cangeuterhés console s runnng onl-
0 thes pomguber

m]

oriy agoles o s1ve e conmole

o e

Select “Local computer”, click “Finish”

and “OK” to leave the add/remove plugin window.
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Browse to the Personal->Certificates hive, right click and select All Tasks->Import

& & Cartificata bmpart Winard

Fia le lepord
Spaciy fie fie pou want b mpors

File raras:

Cr'Beheer gl iy ol 06500 1250 6. 02 Brore
Fiote: More fian ore certFicle can b enned i 8 sngles e in B foleeing formate:
Fereanal Informastion Eachangs- PIS #13 (PFXPET)

Cr poabir e Mesaage Sy Slardard- PYCE £ 7 Corwficales [FIE]

Parasoft, Sl Cotfia iz Sore [257]

Fiet Cancd

In the Certificate Import Wizard enter our select your certificate file. Remember that it should
include a private key. Click “Next”
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Password

To maintain security, the private key was protected with a password,

Tvpe the password For the private key,

Password:

I Enable stroma private key protection, Yauwillbe promebed evers b

Enter the password for the certificates private key and click “Next”

& b Catihicate impert Wind

artiSoatn Sior

Cortficals riones ane rpen areas wes oo koo s et

‘WAncaves can msiormabonly oelect m ceriFicale izre, or yas can spect locebon for
e N

(st oally mmlect the certFicais eioce haee on Ea £y of cartfonis
0 Pace sl certreates i the folowng stoe
Cartiboae chore:

Pzl Brovese...

Hed: Canced

Place the certificate in the “Personal” store and click “Finish”

B Consalel - |Consobe Roet Ceriicaies iLocy Comaued Pespeal Ceriiates]

W Rl Adion View Faorbs Window  Hep

FeaEl x (" iz
e ole Rt Iemusmd By
e [ Ceificales Lo Canguts]) ROCADD- O

- Persand
Cerlifivates
Truawed Aot Cotiliation Autharites
Emterprize Tt
| Irtermediate Cortification Satherites
1 Trased Pukiishan
| Untrustad Cartificatas

ROWCADD-CTT

The certificate should show up in the list. Double click it to see the details
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n  Certificate

General Details Certification Path

B Certificate Information

This certificate is intended for the following purpose(s):
= Ensures the identity of a remote computer

Issued to: rdw.nl.eucaris-acc.testa.eu
Issued by: EucarisTest-2014

Valid from 13-11-2017 to 28-10-2029

\? You have a private key that corresponds to this certificate.

Issuer Statement

*

Setup access for application pool user

After importing the certificate you should give access to the user that is running the EUCARIS
application pools. To check or set this select the certificate and click “More Actions->All Tasks-

>Manage Private Keys”

orities

dw.nl.eucaris-a

T RDW36031.ot.tld

Open

Request Certificate with New Key...
Renew Certificate with MNew Key...

Manage Private Keys...

Advanced Operations ¥

Export...

‘E‘_EJNL—ACC.INDE—SYSTEM.ORG

EucarisTest-2014

Open 10-0T
All Tasks >

Cut

Copy
Delete

Properties

Help

Check if the application pool user is in the list of users having access
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l Permissions for ot-0000523657 private keys
Security |

Group or user names:

TRoSTE

52 Administrators (RDWw0461854dministrators)
;’? 5-1-5-5-0-19534E274

Add.. | Bemave |

Permizzions for SYSTEM Allow Deny
Full control O
Riead O
Special permizsions O O

In the example we add the user RDW04618\EUCARISII

. Permissions for ot-0000523657 private keys [ x|

Security |

Graup aor uger names:
52 SYSTEM

15 iR
T 5-1-5-50-1 95346274

Add.. | Bemove |

Permizzions for ELCARISI Al Deny
Full control O O
Fiead O
Special permizsions O O

Configure EUCARIS to use the certificate

The certificate is available now to use as client certificate in EUCARIS. Open the certificate from the
MMC again, goto the “Details” tab and find the Thumbprint.
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& Cartificate x:
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Copy the Thumbprint and paste it for the correct legacy service in the Management Client:

—
| ttps://our.own/legacy service.svd x] [1.0 v| [31ffesoeladsese77d3o62073962
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10.10 How To: Install a Certificate using System Updates

EUCARIS Certificates are distributed via System Update Packages. There are 2 options to obtain this
package:

- Online via the EUCARIS Update Service. This requires a working connection via the TESTA
network, including an existing and valid installed and configured EUCARIS certificate. This
option is usually used during renewal of EUCARI Certificates.

- Offline on request via EUCARIS Operations. The package is delivered as file and can be placed
and imported on the server.

Both options are described below.

10.10.1 Online

Your (new) certificate is available for download once your receive a mail notification from EUCARIS
Operations. Use the EUCARIS Configuration Tool in Update mode to download the certificate
package. The update package will be selected automatically:

2 EUCARIS Configuration- and System Update - [EUCARIS 7.0.26.8]
File Tasks Tools ‘Wiew

L
&~ B System updates
Show update type IA\I 'l with state: IF‘ending vl Check for updates now

£ System Update - Selection

SU-P[NL8 TESTAFPKI Certificates

This system update installe the EUCARIS peer certificate for ML [rdw.nl eucaris.testa. eu. pfx).

I™ Hide thiz Update

~

The package name contains the following items: SU-P[xx]yy, where xx denotes the EUCARIS Country
Code and yy the last two digits of the year of issuing of the certificate. Press “Install after download
of the certificate package:

SU-P[NLII8 TESTA PKI Certificates Yeriy | Infarmalion

Thiz spstem update install: the ELICARIS peer certificate for ML ¥ Database
5 o
O (rdwe.nl.eucaris. testa. ew. pfa). ¥ File
Thiz update needs to be installed or the manual installation needs to be verified f¥ Corfig

NOTE: The certificate password is required during installation of the certificate package.
EUCARIS Operations sents this password to one known person in the organisation in front.

After instalation, the EUCARIS Certificate is imported in the Local Machine store including the private
key and.

NOTE: This only installs the certificate. This procedure will not (re)configure EUCARIS in order to use
the new certificat. This process is described in paragraph 5.2.6 Certificate configuration.
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10.10.2 Offline

When the server is not connected to the TESTA network, or the server is an initial installation, the
certificate must be installed using an offline System Update package. Please contact EUCARIS
Operations in order to receive the offline System Update package.

Open the EUCARIS Configuration Tool in Update mode, and select Menu > File > Load System
Update. Select the received offline System Update package (with file extension .upd). The procedure
toinstall the certificate or updates are now identical with respect to the online System Updates.
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10.11 How To: configure a satellite country in EUCARIS

EUCARIS is able to support satellite countries for both outbound and inbound requests. Satellite
countries are countries hosted on another (existing) EUCARIS instance so that they are able to send
and receive requests without the need to have a separate installation and/or instance of EUCARIS. An
existing EUCARIS installation of a member state is re-used.

NOTE: this is a very specific scenario and must only be considered in close cooperation with
EUCARIS Operations.

10.11.1 Outbound configuration

A country specific certificate is required in order to send requests on behalf of the satellite country
and will be supplied by EUCARIS Operations. To be able to configure this certificate, locate and edit
the following file:

[EUCARIS Configuration Tool application folder]\EUCARIS.Configuration.exe.config

And change the value for satelliteCountries totrue:

<!-- SatelliteCountries: manage countries hosted by this member state. Possible values: true or false. Default is: false; —->
<add key="SatelliteCountries" value="true" />

Now (re) open the Configuration Tool in Advance Mode and proceed to the certificate configuration
screen. Click on the “+” button next to the country ID:

£ EUCARIS Configuration - Advanced - [EUCARIS 7.0.27.1] {configuration changed)
File Tasks Tools Wiew

i BRI AT L

& Certificate Configuration

Country |D: _ Certificate store: ILocaIMachine -
DD3CY4740962204C53052090 3460AEBE1 080 BAAR Select cerificate

Certificate Thurmbprint:

Enter the country code which is supplied by EUCARIS Operations (FL is used in this example):

EUCARIS Configuration - Advanced - [EUCARIS 7.0.27.1] (configuration changed)
File Tasks Tools Wiew

RIE JRCRERIF =R

& Certificate Configuration

Country [D: INL vl_l Certilicatestore:ILDca|MaChmE vI

Certificate Thumbprint: IDD3C74?A08822D4C53052DSDSABDABBB‘IDBDBAAB Select certificate |

N i Add satellite country _ O] x
Certificate informa

Flease enter the comect Country D [distinguishing signs code]:

Include CRL ch IFL rtificate only

Commo Ok I Cancel |

I
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Now select the newly added country ID in the drop-down list, and click Select Certificate in order to
configure a certificate for this new satellite country:

£ EUCARIS Configuration - Advanced - [EUCARIS 7.0.27.1] {configuration changed)

File Tasks Tools View

BEE JECREE-R(F WL=ap

& Certificate Configuration

Country 1D |FL vl _I Certificate store: | | ocaltd achine -

Certificate Thumbprint: | Select cetificate

| Feartifieabe infrernakins: Ret inbrrratine I |

Now import and/or select the correct certificate for this member state as described in section 5.2.6,
Certificate configuration.

Additional configuration is required in order order to send request on behalf of the satellite country
using the EUCARIS web client. Open the EUCARIS Management Client and navigate to menu
Administration > User Profiles and create a new user which is allowed to send request on behalf of
the satellite country:

i Home

User profile Administration g

User name MNew User

Sender name New Lser

Country FL - Ligchtenstein hd I
Sender organisation | Mational Contact Point v
Organisation name Select existing | ROMWY ¥ |

or create new

Or change an existing user to allow to send a request of the satellite country:

otyrademnake otirademake I' FL - Liechtenstein '|

NOTE: Requests sent to the public services of EUCARIS have to contain the correct SenderCountryld
element in order to be able to send on behalf of the satellite country (in this example FL):

<WVHOwnerHolderByChassisAndDate xmins:xsd="http://www.w3.org/2001/XM
xmins:xsi="http:/ /www.w3.0rg/2001/XMLSchema-instance">
- <Header>
<MessagelD>6c44e3b6-8e48-4d52-a86b-e6d81aaalebf</MessagelD>
<MessageVersion>1.0</MessageVersion>
- «ServiceExecutionReason=>
<ServiceExecutionReasonCode=5</ServiceExecutionReasonCode >
<ServiceExecutionReasonDesc >TEST</ServiceExecutionReasonDesc =
</ServiceExecutionReason>
<Reci ientCountry}Dq’ReciEientCountry>
I <SenderCountr\,r)FLdSenderCountr\,r>|

— —

EUCARIS automatically uses the correct certificate for signing the request, if correctly configured.
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10.11.2 Inbound configuration

A country specific Legacy Service is required in able to respond to requests on behalf of the satellite
country. This Legacy Service can re-use the same Legacy Service of the hosting member state, but it is
possible to define a specific and new endpoint per service for this purpose. To configure EUCARIS
satellite countries for inbound traffic, locate and edit the following file:

[EUCARIS root application folder]\Configuration\Indes.Properties.config

And change (or add) the value Tndes.Core.SatelliteCountries. Add the Country code(s) for the satellite
countries received from EUCARIS Operations:

<?xml version="1.0" encoding="gLf-8"?2>
J<appSettings>
<add ke"—"W.Core.LocalCountry" value="CH" />
| <add k= Indes.Core.SatelliteCountries” value = "FL" [ |

F2AA ar=N Tmdses Moo 7213 A2+5mm Wedl mmats amll wradoo=es L Dee

NOTE: After changing and saving the configuration file, a restart of the EUCARIS services is
required before the changes will take effect.

In order to configure the Legacy Services endpoints, proceed with the EUCARIS Management Client,
menu Administration > Service configuration, and check the “Configure other countries” check box:

i Home

Addresses and Time Out ¥alues @

Country CH - Switzerland v | ¥ Configure ather countries)

Now select the satellite country (in this example FL), and configure the local services accordingly,
eventually using asynchronous forwarding if required:

B R vecrmansten v | confiours other countries

. Async Message  Client Certificate
Service Time Out (MS) Generic f5¥9¢ | uAL ot

100000
100000
20000
2000
10000
10000
er and date 10000 ")

LAREE S

NOTE: The EUCARIS Batch Processor can be configured to handle inbound asynchronous request
messages on behalf of the EUCARIS satellite country. No other additional configuration is required
other than the default configuration required to properly enable the batch processor. Please review
section Fout! Verwijzingsbron niet gevonden., Fout! Verwijzingsbron niet gevonden. for more details.

NOTE: Please review section Fout! Verwijzingsbron niet gevonden., Fout! Verwijzingsbron niet ge
vonden. for more information on service configuration.
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10.12 How To: Install the EUCARIS Update Service

It is possible for a NCP to install an own Update Service. Normally a NCP connects by use of the
configuration tool to the Update Service of Eucop to get and download update packages. But by
installing an Update Service themselves the NCP can choose which update packages to provide to
third parties. The NCP will be considered to be a hub for the third party in this case.

This will look like this
Remote Server NCP EUCOP

Internet

Configuration
Tool

Update
Service

10.12.1 Installing the update service

Install the Update Service by downloading package SU-US in the configuration tool
Update Web Senice [SU-US3_2]

This system update installs the latest version (version 7.0.3.2) of the EUCARIS Update
[1 | Service.
[] Hide this Update
The minimum required version is SU-US3

After the installation the update web service will be exposed in IS

10.12.2 Exposing updates

Download the latest version of the configuration tool:
Configuration Teol [SIJ-CT111_21]

This system update installs the latest version (version 7.0.111.21) of the EUCARIS

Configuration Tool.

The minimum required version is SU-CT111.
Expose/De-expose is explained in 5.3.2.3 and possible after configuration as explained in 10.12.3

10.12.3 Configuration

After installing both the update web service and the new configuration tool, we have to let the
configuration tool know where it can find the local update web service
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Open Eucaris.Configuration.exe.local
Default located in ‘C:\Program Files\EUCARIS\Tools\EUCARIS.Configuration’

Find the key “Update.Url.Local” and set the value to the local update service url, normally:
http://localhost:8090/EUCARIS.Update/SystemUpdate.asmx

10.12.4 Certificate configuration

For the third party to correctly connect to the update service it is important that the third party
trusts the root of the certificate used in the update service and that the update service recognises
the certificate used by the third party itself to make the call to the update service.

Installing a certificate is explained in 10.9

After that the configuration of the update service has to be set to only allow that certificate. This also
overwrites the default Eucaris certificates checks for this update service.

Open web.config of the update service
Default located in ‘C:\Program Files\EUCARIS\Tools\EUCARIS.Update’

Find the key “OverwriteCertificateSubjectMustContainList” and set the value as a ;" seperated or
single value of the certificate(s) used by the third party to sign the communication to the update
service. E.g. “communication.certificate.ncp.com;alternativecommunication.certificate.ncp.com”

Find the key “SigningCertificateFindValue”. This certificate is used by the update service to sign the
responses to the third party. So the third party must trust the root of this certificate.

The installation of the certificate used by the third party is explained in
“EUCARIS - Standalone Web client Installation Manual”

Page 135 of 140


http://localhost:8090/EUCARIS.Update/SystemUpdate.asmx

Bucaris

EUCARIS - Installation and Operation Manual

10.13 How To: get remote support on the EUCARIS server

Analysing issues can take a lot of time for both member states as for EUCARIS Operations. In some
occasions it will be a lot more efficient and effective if EUCARIS Operations can ‘take a look’ on the
EUCARIS Server. If such an option is allowed by local (security) policies then EUCARIS offers a custom
solution (EUCARIS Remote Desktop) which reuses the for EUCARIS available infrastructure:

e TESTA Network
e Port 443 (https)
e EUCARIS External website endpoint

The main advantage of reusing the available infrastructure Is:

e |tis already available and (if infrastructure is not the issue to begin with) functional
e The network layer is secure and not using open and public networks
e There is no additional infrastructure configuration required

The EUCARIS Remote Desktop consists of a Web Application (open source:
https://cedrozor.github.io/myrtille/) which offers Remote Desktop Access. The application is
distributed and installed using EUCARIS System Updates. The System Update will create the
following:

e Virtual directory hosting the application on the EUCARIS External website
EUCARIS.External/EUCARIS.RemoteDesktop. The application will be available from TESTA on
this endpoint. The application is disabled (offline) by default.

e Application folder [program files|\EUCARIS\Tools\EUCARIS.RemoteDesktop,

Windows Service EUCARIS.v7 Remote Desktop which acts as a bridge between the web
application and the RDP protocol. The Windows Service is disabled by default.

e Alocal user called EUCOP. During installation the administrator is required to enter a new
password for this user. This user is by default disabled and no member of any Windows
Group.

The EUCARIS Remote Desktop application is available on request. The installation procedure and
methods to enable and disable are described in the next paragraphs.
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10.13.1 Installation procedure

1. Download the System Update containing the EUCARIS Remote Desktop application.

% System updates

Stow updsis type: N v whews  pasled v Check fod updtes row
1 B Synten Upciate - Selechion x
+ . Thas myntam cpeute rutnls the lusaat varmace of the EUCARLS Namcte Daskdcp oot For
] | desshed wioenation. glesse contact BICARIS Opersbens
| [ Hide s Lirdse
] Show preniously bidden spdates Dowrioat Chome

2. Install the update just as any other EUCARIS System Update by clicking Install.

h EUCAAE Configuranion- and System Updats - (EUCASES 7.0 31,2045
Fle Twbs Tooks View

FNE>

& System updates

- x

Showupdes ype: M > wheten Perdig v Chedh \or apdans sew

Vesly Iskarabon

Thie symtee spente manalis the lateet yacnon o the ELCARS Naros Uscorp
v ool For debabod ifernstion. pleese contact EDCARTS Ogersboes.

This Lodae neods 3 be Iealdtiod of e rrarssl ralalston noods ki be seified
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3. During the installation, fill in the password for the newly created local EUCOP user. Please make
sure to adhere to local password complexity policies.

iriairing Cyeviare Updata SUFD

Sy Lipaobs guccessluly ndinkaad

Vulcieing updele, nesles snd dependencan
Thes ugsdate i gystesn vesre wabdated suoesfully
irataling updats

5 O\ Windowaaytem D nata - [md *

After this step, the installation is finalized and the Local user is created, but disabled:

FUCOP Progertien

r
Farscts cortrd Fercte Dusicop Serecas Protle Dwien
Larars Newe ¥ Froite Emwrorewnt Sesmors
* BUCOP
Fulnarse FUCARE Cpanesrs
Oeaorgtr Aot e uppont by EUCARS

Oparions v

[) Ut st charom paseward e ot logen

= Cance rez

Also, the required Windows Service is disabled:

20~ Leazepron
ok Fro
9 Storage sher
o T Senvices and Apgh TR LR0T Y DOPNETERON S
Q treemetinfan EUCARS.Y? Remote Desitop
'.?.-T("""J"'] R 10w AN n el Iy
ClurADce A PAa
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10.13.2 Enable EUCARIS Remote Desktop

In order to enable the EUCARIS Remote Desktop, open a command prompt with elevated privileges
(run as administrator), and change directory to [programs

folder]\EUCARIS\Tools\EUCARIS.RemoteDesktop and execute the following script:

_EnableRemote.cmd

Administrator; Command

L= L= |

This script will:

- Enable the local EUCOP user

- Add the EUCOP user to the administrators group

- Enable the EUCARIS.Remote Desktop Windows service
Enable the EUCARIS.Remote Desktop web application

Now share the local EUCOP users’ password with EUCARIS Operations in order for the support to log
on to the server.
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10.13.3 Disable EUCARIS Remote Desktop

In order to disable the EUCARIS Remote Desktop, open a command prompt with elevated privileges
(run as administrator), and change directory to [programs

folder]\EUCARIS\Tools\EUCARIS.RemoteDesktop and execute the following script:

_DisableRemote.cmd

= Administrator: Command Framgt [=T= |

This script will:
- Disable the local EUCOP user
- Removes the EUCOP user from the administrators group
- Disables the EUCARIS.Remote Desktop Windows service
- Disables the EUCARIS.Remote Desktop web application

Now you may leave the application on the server, but for extra security if is advisable to remove the
application by clicking Undo in the configuration tool:

[ EUCARIS Contiguration- 3nd System Updte - (EUCARIS 703027) (=T |

“Fie Tabs Took View

ELSCARIS xtatabc Socks e (5,572 [~ 0o )| vserotion |

Tha wyutern uxies ratels fhe dwmat varnions of e EUCARIS stabc wols For

o 3 Conplens Sranghon, playsa o PEDS wwe eucans reth St

davimedirmee d nkeci

Y Uodae installs e best «
de
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