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1. Introduction

This document will describe the installation of the standalone web client. The standalone web client
can be used when no autonomous EUCARIS installation is available. Normally the standalone web
client will be used by an organization without a direct connection to the Testa network, so this
organisation won’t be considered to be an NCP (National Contact Point).

The standalone web client however is dependent on the Eucaris installation of the NCP. It will use the
NCP’s public and internal service to connect to Eucaris. Also the database of the NCP will be used and
the standalone web client will be run without its own database.

One important prerequisite for the standalone web client is that the organization running it will have
a network connection to the Eucaris services of the NCP. The so called Soap web services of the NCP
must be available from the organisation running the standalone web client. Either directly, but
preferably secure. Either though a VPN, private network or the Eucaris Secure Tunnel.

Organisation NCP

. 1 .
1 EUCARIS Webclient EUCARISWebclient KN Management & supportingtools
' 1

> k’ EUCARISServices |
'
- 2

s

Web clientframework
Web clientframework
Management web client

VHinfo
DLinfo
VHPrim
RESPER
eCall
VHinfo
DLinfo
VHPrim
RESPER
ecall

EUCARIS common libraries
[ Configuration Tool ] Configuration Tool
\.
EUCARIS EUCARIS
database configfiles

For more background information a lot of information can also be found in the EUCARIS — Installation
and Operation manual, which is available on request. And for this reason we will not elaborate the
Eucaris functionality in too much detail in this document.

Support

For support during installation and operation of the EUCARIS standalone web client you can contact
your NCP running Eucaris. If additional support is needed then the installation and development
support team of Eucaris can be called by mail via: eucaris2help@rdw.nl and the operation support
team can be contacted by mail via: servicedesk@rdw.nl
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1.1 Tools

Apart from the standalone web client itself we will use additional tooling to support the distribution
of the software packages and to check the prerequisites.

e Installation
The installation application checks most of the prerequisites. To ease the necessary
preparations of the server before the EUCARIS application can be installed and configured,
the installation application is also able to make some changes to the server, like adding a
service account and/or websites in 1IS. This tool will be discussed in detail in chapter 3.

e Configuration
To ease the installation of the standalone web client, the application is shipped with a
Standalone Configuration Tool. Summarized this tool allows an administrator to install
updates issued by EUCARIS Operations. This tool will be discussed in detail in chapter 4.
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2. Preparation
Before installing and configuring the standalone web client there are a number of hardware and
software requirements and prerequisites, which have to be fulfilled.

2.1 Hardware requirements

This section describes the standalone web client hardware requirements.

2.1.1 Minimum hardware requirements

The minimum hardware requirements consist of a (virtual) server with at least the following
specifications:

e > 2GHz multi core processor,

e >=8GB memory,

e 2 GB free space available (excluding required database space),
e Network connection to the NCP
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2.2 Network requirements

Network configuration is not part of this instruction but is essential for connecting the standalone
web client to the EUCARIS of the NCP. The following things should be kept in mind when configuring
the network:

e TESTA
Only available by the NCP connection directly to Eucaris. When an organisation using the
standalone web client does a request to Eucaris. First a call is made to the NCP, only after
that the NCP uses the Testa network to inquire other member states.

e Firewall
To allow communication with the NCP the firewall should allow outbound and inbound
connections.

e Security
Because the Testa network is not used between the organization running the standalone
web client and the NCP it is strongly advised to protect the connection using a private
physical network, a VPN or the Eucaris Secure Tunnel.

e Getting updates
Getting updates from the NCP using the Standalone Configuration Tool will require installing
a certificate for the signed message requesting the update. This will be discussed in chapter
4.1.6

23 Database requirements

No database is necessary. The database of the NCP will be used by calling the Eucaris web services
running at the NCP. This is all implemented in the Core functionality of the web client.
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24 Software requirements and prerequisites

This section describes the standalone software requirements and prerequisites that have to be
complied with before installation of the standalone web client of EUCARIS can proceed. The
Installation tool can be used to verify part of these requirements and allows configuring the steps to
comply with a number of the prerequisites.

2.4.1 Windows server requirements

EUCARIS 7.0 and higher is tested to work correctly on 2012R2 to 2016. This documentation will
mainly focus on Windows Server 2016 installation. The following roles and features are required:

Server Roles:
[X] Web Server (IIS)

Web Server Role (IIS)\ Role Services:
[X] Web Server
[X] Common HTTP Features
[X] Default Document
X] Directory Browsing
X] HTTP Errors
X] Static Content
X] HTTP Redirection
[X] Health and Diagnostics
[X] HTTP Logging
[X] Performance
[X] Static Content Compression
[X] Security
[X] Request Filtering
[X] Basic Authentication
[X] IIS Client Certificate Mapping Authentication
[X] Windows Authentication
[X] Application Development
[X] .NET Extensibility 4.7
[X] ASP.NET 4.7
[X] ISAPI Extensions
[X] ISAPI Filters
[X] Management Tools
[X] IIS Management Console
[X] IIS Management Scripts and Tools

[
[
[
[

Features:
[X] .NET Framework 4.7 Features

[X] .NET Framework 4.7

[X] ASP.NET 4.7

[X] WCF Services
[X] HTTP Activation
[X] Message Queuing (MSMQ) Activation
[X] TCP Port Sharing

[X] Message Queuing
[X] Message Queuing Services

[X] Message Queuing Server

[X] Windows Process Activation Service
[X] Process Model
[X] Configuration APIs

[X] WoW64 Support

NOTE: The installed roles and features can be listed using the PowerShell command ‘Get-
WindowsFeature’
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3. Installation

This chapter describes the installation of the standalone web client of EUCARIS, which starts running
the installation tool, checking the prerequisites and installing the Standalone Configuration tool.

Both initial installation and execution of the Configuration tool must be executed by a user with
administration privileges.

The descriptions assume the default proposed values for the EUCARIS service account, website
folders, website application pool and website names and ports. In case changes to these defaults
were made during the Preparation steps it is important to remember to use those values.

NOTE: Use the proposed default values if there is no urgent need to use other than the suggested
default

The required installation files can be obtained via EUCARIS Operations at eucaris2help@rdw.nl

3.1 Initial installation

In case of an initial installation of the standalone web client the steps below have to be executed:

- Check prerequisites and install application files
- Install the standalone Configuration Tool

- Install the standalone web client

- Install appropriate plugins (e.g. Vat)

- Configure the standalone web client.

3.1.1 Prerequisites

The EUCARIS Standalone Installation tool is used to verify compliance with the requirements and to
specify and prepare the prerequisites. The EUCARIS Standalone Installation tool will also install the
required files to the designated locations. The following paragraphs will describe how to use the tool.
The latest version of the tool can be obtained via EUCARIS operations.

NOTE: The tool must be started with elevated privileges (run as administrator) to function
correctly. The UAC (User Account Control) request can and must be answered with ‘Yes’

() User Account Control -

e

U Do you want to allow the following program from an
* unknown publisher to make changes to this computer?

Program name:  Eucaris.Installation.exe

Publisher: Unknown
File origin: Hard drive on this computer
(V) Show details Yes || Mo

Change when these notifications appear
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3.1.1.1 Welcome

When the tool is started the following screen is displayed giving an introduction of the tool. After
reading the introduction ‘Next’ can be pressed to continue.

= EUCARIS Installation \;li-

EUCARIS Standalone Install

This wizard will guide you through the steps needed to
ingtall the ELCARIS Standalone corfiguration tool.

First @ number of checks are done to see f the server
complies with the 05, 115 and .NET requirements.
After this the EUCARIS checks are performed to see,
which have already been done and which steps are
still to be done.

Based on the outcome of these verfications waou will
be guided through the required wizard pages to supply
the required information to complete the wizard.

Make sure you use this tool on the EUCARIS
server and are logoed in with a local
machine account with administrator rights!

Press Mext to continue.

< Back Meadt = | | Cancel

3.1.1.2 Check prerequisites

The tool will automatically check the basic software requirements and prerequisites. The following
pre-requisite checks are performed:

e OS version check
Verifies whether the installed operating system is supported

e |IS version check
Verifies whether the installed IIS version is supported

e .NET Framework installed check
Verifies if the latest version of the .NET Framework 4.7.2 is installed

e ASP.NET support check
Verifies if ASP.NET Runtime 4.0 is correctly installed and configured for IIS

e User, Groups and Policies check
Verifies whether the default proposed EUCARIS service account exists and is added to the
required groups and has been added to the required policies
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= EUCARIS Installation \;li-

Checking EUCARIS Prerequisites
The wizard is checking i the server complies with the 5, 15, NET and EUCARIS
prerequisites. Please wait for these verfications to complete.

05 version check: Ok

[CAIIS version check: Ok

3 .MET Framewaork installed check: Ol [Detected: Fxd72]
T ASP NET support check: Ok

3 lser, Groups and Policies check: Ok

The wizard continues when you press "Mext'.

It can be seen above that all software requirements and the prerequisites have been met.
Based on the above outcome, the user can press ‘Next’ to continue with the next step.

3.1.1.3 Service account

The service account page starts showing the default proposed EUCARIS service account and requires
the user to enter the passwords that the user wants to create the service account with. This is shown
in the following picture:
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= EUCARIS Installation |;|£-

Specifying EUCARIS Service Account
The wizard allows you to specify the EUCARIS service account.

Flease specify the account and password to be used. Forthe comect working of ELUCARIS
the accourt is added to the required groups and policies and will be used when creating the
folders, the application pool and the sites in the remaining steps of the wizard.

Mote that this tool is only able to create a new local account, not @ domain account.

Accourt: Use domain [_] [RDWWKSS20 | [EUCARIS |

Password: |||||-||||||-|||||||- |

Repeat passwnrd:||---|----------|---| |

The user does not exist and will be created. Press "Mestto continue.

In this scenario, a new local user is created which will serve as service account for all EUCARIS
applications.

NOTE: Please make sure to adhere to the local password complexity policy

In case an existing user needs to be used, enter the username and the corresponding password. The
username & password combination will be validated as soon as the user presses the ‘Next’ button:
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= EUCARIS Installation |;|£-

Specifying EUCARIS Service Account
The wizard allows you to specify the EUCARIS service account.

Please specify the account and password to be used. Forthe comect working of ELUCARIS
the account is added to the required groups and policies and will be used when creating the
folders, the application pool and the sites in the remaining steps of the wizand.

Mote that this tool is only able to create a new local account, not a domain account.

Accourt: Use domain [ ] [RDWWKSS20 | [EUCARIS |

Password: |"-"-"| |

Repeat password: ssssssss

The user already exists. Please make sure if you want to re-use this account. If so, enterthe

comect password and press the "Mext” button to continue. The entered passward will be
validated.

<Back | Net> | | Cancel

It is also possible to use an existing domain account as EUCARIS Service account. Please note that you
cannot use an account from another domain than the domain you are logged on to during
installation. Please also note that the tool is not able to create an account in this EUCARIS domain,
so this must be prepared by the domain administrator. The username & password combination will

be validated as soon as the user presses the ‘Next’ button. The tool will show the following error if
the domain user does not exist:

= EUCARIS Installation |;|£-

Specifying EUCARIS Service Account
The wizard allows you to specify the EUCARIS service account.

Please specify the account and password to be used. Forthe comect working of EUCARIS
the account is added to the required groups and policies and will be used when creating the
folders, the application pool and the sites in the remaining steps of the wizand.

Mote that this tool is only able to create a new local account, not a domain account.

Account: IUse domain |Du:umain | |EL|C.1‘-.F-!IS |

Password: |||||||-------------- |

Fepeat passwnrd:||||||||||||||||||||| |

The user does not exist and cannot be created by this tool. f a domain account is required,

please create this prior ising this tool. Ctherwise use a local account and press "Mexd' to
continue.
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NOTE: The Installation Tool will configure this existing user to be a user allowed to run IIS
application pools and Windows Services

The user will be added to the following local Windows Groups:

Windows Group Description

Administrators Local administrators group

IIS WPG Replaced by IIS IUSR on Server 2008 and later
IIS TUSRS Built-in group for IIS worker processes

The user will receive the following privileges on the local machine:

Privilege Description

SeAssignPrimaryTokenPrivilege | User Right to replace a process-level token

SeIncreaseQuotaPrivilege User Right to adjust memory quotas for a process

SeServicelLogonRight Required for an account to log on using the
service logon type

NOTE: The addition of the EUCARIS Service Account to the Administrators group of the local
machine should be only temporary needed and only required for analysis and troubleshooting
reasons during installation and configuration. It is advised to remove this user from this group as
soon as the application is correctly configured and working properly

3.1.1.4 Execute EUCARIS Prerequisites

The execute page executes and verifies the required changes. It verifies before and after making the
required changes to make sure that manual changes won’t interfere with the changes of the tool.

= EUCARIS Installation |;1£-

Executing EUCARIS Prerequisites
The wizard is executing the EUCARIS prerequisites as defined in the wizard.
Please wait for these actions to complete, because this could take a few minutes.

EASF‘.NET registration execute and verify: Ok
m Izer, Groups and Policies execute and verify: Ol
E 15 reset execute and verify: Ok

All steps have been executed and verfied. Press "Mext'to continue.
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3.1.1.5 Application Root folder

Specify the root folder where the EUCARIS Application files will be installed to.
If you need to change the root folder, press the ‘Browse’ button to choose a different location.

= EUCARIS Installation \;li-

Specifying EUCARIS Application root folder
The wizard allows you to specify the root folder for the EUCARIS application.

Please specify the root folder where you want the EUCARIS application to be installed. The
EUCARIS service account will be granted read rights to the specified folders.

Root: |C:\ngmm Files"ELICARISYEUCARIS v, | | Browse |

Refresh

The folder does not exist and wil be created. Press the "Mest” button to continue.

< Back Mext = | | Cancel

3.1.1.6 Tools root folder

The EUCARIS Application is supported by a number of tools required for configuration, maintenance,
reporting and so on. These tools are installed in the root folder which is specified here:
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EUCARIS Installation

Specifying EUCARIS Tools root folder

=

The wizard allows you to specify the root folder for the ELUCARIS Tools.

Flease specify the root folder where you want the ELUCARIS Tools to be installed.

Root: |C:'\F‘mg|am Files\ELICARIS  Tools|

| Browse

Refresh

The folder does not exist and will be created. Press the "Next’ button to continue.

IECH

Ment =

| | Cancel

3.1.1.7 Specify Configuration Tool System Update

The installation package contains the latest available EUCARIS Configuration Tool System Update (SU-
CT110 or higher). The included and required System Update is automatically selected Click ‘Browse’

to select another System Update if required.
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Specifying EUCARIS Config Tool System update file
The wizard allows you to specify the System Update file forthe EUCARIS
Configuration Toaol.

Please specify the Config Tool System Update package (SU-CT zip) source file from which
the EUCARIS Configuration Tool can be installed.

System Update: [C:\SU-CT110_d4\SU-CT110_d4.zip | | Browse |

The System update file exists. Press the "Next’ button to continue.

<Beck |

3.1.1.8 Installing EUCARIS Configuration Tool

The installation will now copy the required files to the selected location:

Installing EUCARIS Configuration Tool.
The wizard is installing the ELUCARIS Configuration Toal an the designated location.
Flease wait for these actions to complete, because this could take a few minutes.

Extract files: Ok

Cup:.'ing Configuration Tool files: Ok
Cup:.'ing initial configuration files: Ok
Finalizing instalation: Ol

The EUCARIS Configuration Tool is installed. Press "Mext’to continue.

<Back |
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3.1.1.9 Finish

The finish page is the last page of the tool. The required EUCARIS standalone web client files are now
installed successfully.

EUCARIS is now succesfully installed. Please continue
the further corfiguration of ELCARIS according to the
manual and press ‘Finish' to exit.
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4. Configuration Tool

Before the standalone web client can be used it has to be configured. For this purpose, the
Standalone Configuration Tool is created which was installed in the previous chapter. The Standalone
Configuration Tool serves the following purposes:

e Configure a new standalone installation
Configuring a new standalone installation is supposed to be done by using the Standalone
Configuration Tool in “‘Wizard’ mode, which leads the user through the required steps to
perform

o Perform system updates issued by EUCARIS Operations
The Standalone Configuration Tool is able to download and install System Updates issued by
EUCARIS Operations

The Configuration Tool can run in two modes, respectively ‘Wizard’ and ‘Update’ mode. These modes
will be discussed in detail in the following paragraphs.

4.1 Wizard Mode (initial installation)

Initial configuration is done using the ‘Wizard’ mode in which the user is guided through the settings
for standalone EUCARIS. In this mode all steps are carried out in the correct order and this mode is
used for all standard EUCARIS standalone installations and updates. This paragraph describes the
steps required for an initial (new) installation of EUCARIS.

NOTE: After a new installation of EUCARIS it is required to always perform the initial configuration
using the EUCARIS Configuration Wizard

4.1.1 Standalone Configuration Tool

To start the Standalone Configuration Tool use ‘Start’ > ‘All programs’ > ‘EUCARIS.v7 Tools’ >
‘EUCARIS.Configuration’ > ‘Eucaris.Configuration.Standalone’.
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File Teools View

=

@ System updates

Shew update type: with state: | Installed v

This system update installs the latest version (version 7.0.111.1) of the EUCARIS
o Configuration Tool. File
Config

This System Update updates the \web client help files to the |atest version
(7.0.0.1). File
Config

This sysha'n_l.n:late installs the latest version (version 7.0.2 4) of the EUCARIS
Update Service. File

4.1.2 Configuration Wizard

Press ‘View’ > ‘Configuration Wizard’ and wait till the following screen is displayed giving an
introduction of the tool. After reading the introduction press ‘Next’ to continue. For an initial
installation it is required to follow all steps in the wizard mode.

EUCARIS configuration Wizard

This Wizard will guide you through the basic
configuration settings for ELUCARIS. Flease read
the manual and make sure that you've made the
needed prerequisites.

The wizard will perform a check if all parameters
are correclty.

Make zure you use this tool on the EUCARIS
server while logged in as an administrator, using
alocal machine account!

Press MNext to continue.
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NOTE: The tool must be started with elevated privileges (run as administrator) to function
correctly. The UAC (User Account Control) request can and must be answered with ‘Yes’

4.1.3 Configuration Tool Preferences

If the Configuration Tool is started for the first time the user must specify the EUCARIS 7.0
application root folder directory, the environment for this specific instance of EUCARIS and the
EUCARIS Service account. This has to be the same service account as created (or configured) during
the prerequisites and installation as described in paragraph 3.1.1.

= EUCARIS Configuration Tool [=Ta ]
Wﬁ EUCARIS Configuration Tool Preferences

Please check and change the root folder for this instance of EUCARILS if needed.

EUCARIS root folder:
C:\Program Files\EUCARIS\EUCARIS v7 | ]

Ta be able to connect to the correct EUCARIS Operations Update Services it is necesary to specify
the environment of this instance of EUCARIS.

Select the environment for this instance of EUCARIS: |;’-‘scceptance W |

The EUCARIS application reguires a service account to run the |15 application pools and Windows
Services. For configuration purposes this tool requires the configured service account name. To use
a domain user, add the domain to the username separated with a backslash, for example:
"domainELUCARIS'.

NOTE: Changing this value does not reconfigure the identity used in all EUCARIS Applications!
Select the EUCARIS Service account used in this tool: ELUCARIS

oK || cancel

NOTE: Make sure to set the correct environment for this instance of EUCARIS (Acceptance/test or
Production). This setting is important for connecting to the correct Update Service hosted by
EUCARIS Operations

4.1.4 Analyse current configuration

After the selections are made the Configuration Tool continues with the analysis of the following
preconditions and won’t continue if they are not all met:

e EUCARIS installation
The current version of EUCARIS is verified

e EUCARIS configuration files
The existence of configuration files is checked and they are read and validated

Below is shown what the result of this analysis should be, before the tool can continue:
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= EUCARIS Configuration Wizard [=[al T

Checking prerequisites
The wizard is checking the prerequisites. This could take a while. Flease wait.

| ;2 EUCARIS installation. Installed version:7.0.110.14
SZCDrrfigulati-:un files. Initizlized

Press ‘Next’ to continue to the next step of the wizard.

4.1.5 Local configuration

In this step the user must set-up local member state or organisation properties.
The following parameters can be set:

e Organisation code
The organisation code for which to configure EUCARIS. This must be the same code which is used
by the NCP you are connecting to.

e Date format
The date format that should be used in the EUCARIS web client. All dates will be shown in the
format specified here
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= EUCARIS Configuration Wizard [=[al T
Local conhguration
Enter the local EUCARIS organisation code and a prefered dateftime format to
use.

Flease use the code supplied by

_— . EUCARIS Operations. The crganisation
Organisation code: code can be requested via mail at

eucaris Zhelp@rdw.nl.

Date format: |DD-|'-.-1 M-CCYY b

Press ‘Next’ to continue to the next step of the wizard.

4.1.6 Certificate configuration

In this step, the certificate used for signing and encrypting the EUCARIS messages is selected from
the certificate store. If required, a certificate can be imported in case of an initial installation.
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= EUCARIS Configuration Wizard |;|£-

Certificate configuration
Select the EUCARIS certificate for signing and encryption purposes.

CertificateStore: |Lc:u:a||'u13u:hine W | Select certificate |

Certificate Thumbprint: | |

Certificate information: | Get information |

Common name: |

Walid from - to: |

|
|zsued by: | |
|
|

|z valid: |

Information: ~

<Back | Net> | | Cancel

The certificate store to use has to be selected using the selection box which contains a choice
between ‘LocalMachine’ and ‘CurrentUser’.

We strongly advise to use the certificates from the ‘LocalMachine’ store.

Press ‘Select certificate’ in order to configure the correct EUCARIS certificate.

For the Standalone web client EUCARIS won’t supply a certificate. However the configuration tool
needs a certificate to sign the calls to the update service of the connecting party. So the root of the
chosen certificate should be trusted by the server of the connecting update service.

] Select certificate - [o[x]
Certificate store:  LocalMachine foruser:  RDWANILJLANDP
Cerfficate common name lzsuing authority Private key  Usage ls Walid
cngtestcer cngtestcer Yes Code MNOT Valid
NL-ACC.INDE-SYSTEM.ORG EucarisTest-2014 Yes Server Valid
RDWWKSS142 rdw dev infosupport net ROW-CA Yes Client, Server Valid
rdw.nl.eucaris-acc testa.su EucarisTest-2014
EucarisTest-2014 EucarisTest-2014 Mo Valid
*.gatrdw nl QuoYadis Global S5LICA G2 Ma Client, Server Valid
s |[ e

If no valid certificate is available, a certificate can be imported applying the correct System Update.

Select the certificate and press ‘Select’ to finalize setting the required certificate.
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= EUCARIS Configuration Wizard [=[al T

Certificate conhguration
Select the EUCARIS certificate for signing and encryption purposes.

CertificateStore: |Lcu:a|r-.-13|:hine W | Select certificate |

Certificate Thumbprint: |5-1 DESSAEFD4BI24A4A88AE44FFEDCO32B02D0BYE |

Certificate information: | Get information |

Common name: |rdw.n|.euc:aris-an:n:.testa.eu

|
lssued by: |CN=EucarisTest-2014 |
|
|

Walid fram - to: |Frc|m: 114372017 1:41:41 PMto: 10/28/2029 3:58:20 PM

|= walid: |Yes.
Information; |Chain Policy Revocation flag: EndCertificateOnly ~
Chain Paolicy Revocation mode: NoCheck
Chain Policy URL retrieval time out: 0 ms y

<Back | Net> | | Cancel |

As long as no valid certificate is selected, it is not possible to use Configuration and/or System
Update Service and it is not possible to finalise the configuration and installation. An error will be
displayed in the finalisation step.

Press ‘Get information’ to view details of the selected certificate and press ‘Next’ to continue to the
next Certificate Configuration step of the wizard. The EUCARIS Certificate contains a private key, used
for signing and encryption. The EUCARIS Service account must have the appropriate authorisation to
access this private key.
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= EUCARIS Configuration Wizard |;1£-

Certificate configuration (#)
Set appropriate rights to access the private key of the certificate

Certificate Thumbprint: | DD3ACT47AN9622D4CR305209D3A60AGEE108DBAAB

The EUCARIS user "WIN-RENOSPAHKDZ -

\EUCARIS must have the appropriate rights Edit private key file
to access the certificate’s private key on this Secunty
machine. The minimum appropriate right is

'READ".

Check if the EUCARIS user WIN- i
RENOSPAHKD2EUCARIS is able to access Check private key file

the certificate’s private key on this machine. BCCESS
You will be asked to enter the password for
this user.
<Back | Ned> | | Cancel

Press ‘Check private key file access’ to check access to the certificate. The EUCARIS Configuration
Tool will check the access using the EUCARIS Service account. To be able to perform this check, the
password of the EUCARIS Service account is required.

= Enter password -

Flease enter the password for the user WIN-RENOSPAHKDZ
\EUCARIS.

This password is needed to access the private key for the
configured EUCARIS certificate.

The password i1s cached duning the execution of this
configuration tool.

Password: |"""'"'""+“*“"“*‘| |

This check can result in one of the next two responses, indicating whether or not the certificate
private key is accessible by the EUCARIS service account.
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User WIN-REMNO5PAHKD2VEUCARIS is able to access the private key of
this certificate,

This indicates correct accessibility.
The next Error message displays the situation in which the certificate is not accessible to the EUCARIS
service account.

@ User WIN-RBMO5PAHKD2VEUCARIS is MOT able to access the private

key of this certificate!

- Keyset does not exist

If this Error happens press ‘Edit private key file security’, which will open a properties dialog and
press ‘Security’ to switch to the security information as shown in the following dialog:

General | Security | Details I Previous Versions |

Object name:  C:\ProgramData“Microsoft\Crypto\RSA\Machine K

Group or user names:
% Administrators (WIN-RBNOSFAHKD 2 Administratars)
& Account Unknown(S-1-5-5-0-248415)

To change permissions, click Edit.

Permissions for SYSTEM

Full control

Modify

Read & execute
Read

Write

Special permissions

For special pemissions or advanced settings,

click Advanced.

On this dialog use the ‘Edit’ button to open the permissions dialog and use ‘Add..." to add the
EUCARIS service account with at least ‘Read’ and ‘Read & Execute’ permissions:
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Select Users or Groups -
Select this object type:
|Users. Groups, or Builtin security principals | | Object Types. . |

From this location:
|WIN—RBN05PAH KD2

| | Locations. .. |
Enter the object names to select (sxamples):
WIN-RBNOSPAHKDZN\EUCARIS Check Names
o (o ]

When done the permissions dialog adds the default ‘Read’ and ‘Read & Execute’ permissions for the
EUCARIS Service account. Press ‘OK’ twice to close the dialogs:

- Permissions for e48ca232bf878321c255d1a¢e... -

Security

Object name:  C:\ProgramData“Microsoft\Crypto\RSA\Machine K

Group or user names:

82, 5YSTEM

:_E, Administrators (WIN-RBNOSFAHKD 2 Administratars)
J?Accnunt Unkcnown(S-1-5-5-0-248415)

% EUCARIS {(WIN-RENOSPAHKDZA\EIUCARIS)

| Add... | | Remove |
Permissions for EUCARIS Allow Deny
Full contral [l [~
Modify 1 1
Read & execute o =
Read O
Write: I:l I:l W

[ oK || Camcel || ooy |

Verify again by using ‘Check private key file access’ to see if the changes were correct and that the
certificate is correctly accessible to the EUCARIS service account.
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4.1.7 Checking and finalizing configuration

The selected settings for the configuration are checked and finalised. This involves the following:

e EUCARIS Certificate
Validates if the chosen certificate is valid. This checks if it can be used for signing EUCARIS
messages, if the certificate chain is valid and if the certificate revocation list is valid

e EUCARIS Groups
Adds the required EUCARIS groups

e EUCARIS User
Creates a Web Client profile for the EUCARIS user running the Configuration Tool, with all the
required rights. This is done to make sure there is at least one EUCARIS account available that
is able to create new profiles in the EUCARIS Web Client

= EUCARIS Configuration Wizard [=[ax ]

Checking and finalizing configurabion

The \Wizard 1s checking and finalizing the current configuration. This could take
a while. Please wait.

ECert'rficate signing; certificate can be used for signing.

[ Certificate validation; certfficate is valid.

ECert'rfin:ate Revocation List; CRLis checked {online, complete chain).

E Local EUCARIS Groups; groups added.

Eln'rtial EUCARIS User; Profile and authorsations for user ‘NIJLANDP created.
E Finalizing configuration

<Back | Net> | | Cancl

Press ‘Next’ to continue to the next page of the wizard.
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You have succesfully configured ELICARIS. All
settings will be written to the configuration files when
pressing the finish button.

If the network connection with the secretary state is
already available, you can retrieve and install the
latest configuration Update.

Check for configuration updates
Now.

By checking or unchecking, the user can either invoke or skip the following steps:

e Check for Configuration and System Updates now
Checks if updates from EUCARIS Operations are available by using the EUCARIS Update
Service. For details on the EUCARIS Update Service and Configuration- and System Updates,
please refer to paragraph 4.3

Press ‘Finish’ to exit the wizard.

NOTE: After the initial information it is required to update the system with the latest available
System Updates first, followed by the latest available Configuration Update.
Updating the system is described in 4.3
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4.2 Advanced Mode

User management is only applicable for the use of the EUCARIS Standalone Web. For a user to be
able to use this client at least two requirements have to be met:

1. The user must have a (valid) registered profile in the EUCARIS database of the NCP,
2. The user must be a member of one of the available EUCARIS Windows Groups.

The Configuration Tool offers some basic support for the user management of the Standalone
EUCARIS Web Client. This screen allows the user to add one or more users and grant them

authorisation:

[ EUCARIS Configuration - Advanced

File Tasks Tools View

k3 @2 NG

[EUCARIS version: &n_\;‘i-

Domain:

WIN-RENOSPAHKL

p# Q@ User management

Administrator
EUCARIS
Guest

EUCARIS authorizations:
0 Defaut |
Local Administrators
Local Functional Administrators
Local System Administrators
Eucarisll Logviewer Users
WHInfo Users

DLInfo Users

WHRMNotification Users
WHMetificationOfDestruction Us
WHPrum Users

VHInsurance Users

WHOwner Users

Download users

Upload users

User profile win-rbnoSpahkd?\rademake

User Country:
Default language: ICI
Crganisation id:
Sender name:

User profiles can be added, updated
and deleted using the EUCARIS
webclient (Menu Administration =
Profile administration).

For users that do not have a EUCARIS profile, a profile will be created of first login.
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4.3 System Update mode

This chapter will first discuss how the System Update Service works and continue with a description
how to use the System Update Service with the Standalone Configuration Tool.

4.3.1 Configuration

Before we can get any updates from the NCP we have to adjust the configuration and set the Update
Url of the Configuration Tool. The NCP can and must provide this Update Service Url after the have
installed the Update service on their own server.

When the NCP provides us with the Update Service Url, it should look something like this:
http://servername:8090/EUCARIS.Update/SystemUpdate.asmx

We can test this Url in the browser to check the connection. It should look like this:

0 - 6|l @ Systemipdste Web Senice

SystemUpdate

The following operstions are supperted. For o formsl definition, please review the Service Description.

When this is shown correctly we can update the configuration file.

Please use explorer go to the folder configured in: 3.1.1.6, select the folder EUCARIS.Configuration
and open Eucaris.Configuration.exe.local with your favourite editor.

Look for the environment chosen in: 4.1.3
And set the Url for this environment without SystemUpdate.asmx!

E.g.
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<add key="Upaafe-.Url.Development" value="http://eucnl-tools.ot.tld/EUCARIS.Update/" />
<!-- <add key="Update.Url.Acceptance” value="https://62.62.54.43/Eucaris.Update/" /> -->
"‘ <!-- <add key="Update.Url.Production” value="https://62.62.54.44/Eucaris.Update/" /> -->

11antFormsAuthenticat iontembershipProvider, System.eb.Extansions, Versica=4.8.8.0, Culturesneutral, PublicKeyToken~310f3856a3364035" servl

The Update Service on the Eucaris server will use a certificate to sign the System Updates. On the
standalone server we need the public part of this certificate to be imported in the certificate store in
Personal\Certificates.

Furthermore we have to set the option OverwriteCertificateSubjectnameMustContainlist to contain
the subjectname or part of the subjectname of the certificate used by the Update Service. This
attribute in the Eucaris.Configuration.Standalone.config of the Standalone Configuration Tool can
contain one item, or a list of items separated by a comma.

Also the Standalone server will use a certificate, which root must be trusted by the Eucaris server.
This is the certificate of 4.1.6
4.3.2 Start

To start the Standalone Configuration Tool use ‘Start’ > ‘All programs’ > ‘EUCARIS.v7 Tools’ >
‘EUCARIS.Configuration’ > ‘Eucaris.Configuration.Standalone’.
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= EUCARIS Standalone Configuration - [EUCARIS Standalone] I;li-

File Teools View

i
"M System updates
Show update type: with state: | Installed W | Check for updates now |
~
Confaguration Teal [SU-CT111_d1]

This system update installs the Iatest version (version 7.0.111.1) of the EUCARIS
@ Configuration Tool.

Helpfiles update [SU-H1] Undo || Information

This System Update updates the \web client help files to the |atest version

@ (7.0.0.1).

Update Weh Service [SU-US2_d4] | Undo | Information

This system update installs the latest version (version 7.0.2 4) of the ELUICARIS
@ Update Service.

4.3.3 Overview

A published System Update can make a number of changes to EUCARIS, and is system wide, but
should be executed on every instance of EUCARIS in case of an out scaled scenario. There are two
types of System Update to distinguish:

- Update
- Extension

4.3.3.1 Update

An Update consists of one or more patches that solves one or more problems and/or one or more
improvements or functional additions to the web core component. These updates are marked as
‘mandatory’ and must be executed before any available Extension can be installed. An Update is
cumulative (the last Update consists of all changes in previous Updates) and updates the web core
component.

4.3.3.2 Extension

An Extension consists of a web client plugin, which adds new functionality to the EUCARIS
framework. Extensions are optional, but require an updated system (all available and required
Updates must have been installed).

4.3.4 Details

A System Update can be downloaded by using the Standalone Configuration Tool. The software

components are received via a secure channel and all software is checked for viruses and signed by
EUCARIS Operations. The Standalone Configuration Tool checks the integrity of the received software
components to ensure a safe distribution of these components onto secure environments.
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Since a request for System Updates requires secure communications between the Standalone
Configuration Tool and the System Update Service, the request for software is signed and encrypted.
Therefore the logged in user is required to access the private key of the EUCARIS certificate. Please
refer to paragraph 5.2.4 on how to grant a user access to the certificates private key.

A System Update is executed by using the Standalone Configuration Tool and is manually initiated by
the system administrator. A single System Update may be regarded as one atomic action: the Update
succeeds completely, and if not the System Update is rolled back completely. Both success and
failure of a System Update results in a working EUCARIS system. An emergency backup is created
before the start of any change, so that the system can be restored if -in exceptional unexpected
cases- something fails during installing or rolling back of a System Update. This emergency backup is
located at: “C:\ProgramData\EUCARIS\Backup” (W2008) or “C:\Documents and Settings\All
Users\Application Data\EUCARIS\Backup” (W2003).

A System Update is a zipped package, which consists of an XML script describing the actions of this
System Update and zero, one or more of the following elements:

- EUCARIS related Microsoft .Net libraries (assemblies), scripts, web applications
- EUCARIS XML configuration files
- XSDs

The system administrator is able to fully automatically execute the complete System Update. In case
of separate roles for System-, Application- and Database administration it is possible to manually
install some or all parts of the update. The actions a System Update performs are divided into the
following groups:

- File actions; all copy and replace actions done on files belonging to the EUCARIS
application
- Configuration actions; all actions which adapt the EUCARIS configuration files

For each group the System administrator is able to select manual or fully automatic installation and
execution of the System Update.

4.3.5 Downloading System Updates

The availability of System Updates is announced via the NCP of your country, after which the
administrator starts the Standalone Configuration Tool in the Update mode, selects the System
Update screen and press the button “Check for updates now”:
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£ System Update - Selection E

su-ul System Update 1

Syztem update 'SU-UT" updates the following core components: Common Libraries, Service
¥ | Framework, Webclient Framework [version E.0.1.21). For a complete description, please go to:

hittpz A eucaris. net kbl zu-ul
[ Hide this Update

SU-E1 eCall plugin

Syztem update "SU-E1" adds the eCall plugin for the core and/or webclient [version 1.0.0.3).

v | Fora complete description, please go to hitps:/fwaw eucaris.net/kbrs-el
™ Hide this Update

SU-CT11 Config tool update

Thiz Spatem Update updates the Configuration Tool ta the latest wersion [wersion B.2.0.11]. For

¥ | acomplete discription, please go to: https:/ v, eucaris net/kb/configtonl
[ Hide this Update

[~ Show previously hidden updates Diownload | Claze |

The Configuration Tool retrieves an index of all applicable updates for this instance of EUCARIS. The
System Administrator selects the relevant updates to download, or clicks “Hide this update” to
suppress this update in the future (note: all suppressed updates are still available and selectable
after clicking “Show previously hidden updates”). Updates of the Configuration Tool itself are also
distributed via System Updates (denoted as SU-CTxx, where xx is a sequence number)

NOTE: It is advised to always update the Configuration Tool prior to execution of any other System
Update.

All selected System Updates will be securely downloaded and extracted after clicking “Download”
and the System Update screen will show the downloaded updates as ready to be installed or verified:
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£ Eucaris II Configuration - Update
File Tasks Tools Wiew

-j:; Systemn updates

Usze the button to check for available updates. Below an overview of already | Check for updates now I
installed updates are shaw.

SuU-U1 System Update 1 Install | ‘erify | Infarmaticn |
Syztemn update 'SU-UT" updates the following core components: Common ¥ Database
Ay, |Libraries, Service Framework, “Webclisnt Framewark [version 5.0.1.21). For a W Fi
2 [complete dezcrption, please go to: https: Adwea eucaris. net kb su-ul U=
Thiz update needs ta be installed or the manual inztallation needs to be verfisd. [¥ Config
SU-E1 eCall plugin Install ‘erify | Infarmaticn |
Suyster update 'SU-E1" adds the eCall plugin for the core andfor webclient ¥ Database
Ay, |[wersion 1.0.0.3). For a complete description, please go to: W Fi
L2 [hitpe: v eucans.net kbl su-el =
Thiz update needs ta be installed or the manual inztallation needs to be verfisd. [¥ Config
SU-CT11 Configtool update Install ‘erify | Infarmaticn |
This Spstern Update updates the Configuration Toal to the latest wersion [version | W Databaze
Ay, |B.2.011) For a complete discription, please go to: " Fi
L85 | ittps: A Avww eucanis. net/k by confighoal =
Thiz update needs ta be installed or the manual inztallation needs to be verfisd. [¥ Config

Per System Update the System Administrator can perform multiple actions, which are described
below.

Fully automatic:
When all action groups (File and Config) are selected, the System Update will be installed fully
automatic, but only if the current logged on user has the correct privileges to do all actions.

Partly automatic:

Consider to manually run part of the update if the System Administrator does not have the privileges
to change application configuration or libraries. Click the button “Information” to get a detailed
description of all actions and source files.

NOTE: When performing steps manually, the System Update can only successfully finish after all
manual actions have been completed.

Fully Manual:

Click the button “Information” to get a detailed description of all actions and source files and
perform the actions manually. After manual installation it is possible to verify this installation by
clicking on the “Verify” button. The Configuration Tool gives detailed information if one of the
described actions is not executed correctly.

Undo:

The System Administrator is able to undo the System Update in case of problems or on demand.
Updates of the core components cannot be removed as long as there are Extensions installed which
depend on a minimum core version.

Page 37 of 62



BER |S — Standalone web client Installation and Operation Manual for the EUCARIS Stand alone

web client

! Eucaris II Configuration - Update
File Tasks Tools ‘iew

L | &
N AN

Usze the button to check for available updates. Below an overview of already Check for updates now |
installed updates are shown.

Su-u1 System Update 1 Undo | Information |
Spstem update 'SU-U1" updates the following core components: Common ¥ Database
@ Libraries, Service Framework, “Webclient Framework. [version B.0.1.21). For a ¥ Fi
complete description, please go to: https:/Awens sucans.net/kbssu-ul U
v LConfig
IV Canfi
SU-E1 eCall plugin Undo | Information |
Syztem update "SU-E1" adds the eCall plugin for the core and/or webclient [ Databass
@ [version 1.0.0.3]. For a complete description, please go to: ¥ Fi
hitps: Afwwann. eucaris. netdkbizu-e1 e
v LConfig
IV Canfi
SU-CT11 Config tool update Infarmation |
This System Update updates the Configuration Tool to the latest version [version | ¥ Databaze
@ £.2.0.11). For a complete discription, please go to: ¥
hittps: /A, eucaris. netdkb/configtool iz
¥ Carfig

NOTE: It is not possible to undo a System Update that updates the Configuration Tool.
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5. Installation of Standalone Web client

For the installation of the Standalone Web client we have to get the right updates from the
configuration tool. We need at least the Web Client Core and one or more Web Client Extensions.
The Standalone Web Client uses exactly the same package as the regular Web client. The
configuration tool will be aware whether a Eucaris Instance is installed or not. If this is not the case
the optional database updates will be ignored.

5.1 Install

For this we use the configuration tool as introduced in Chapter 4

First download the Web client Core. It’s the update starting with SU-WU

Web efient core [SU-\WL3_d26] | Install | | Verify | | Information

This system update installs the latest version (version 7.5.3.26) of the EUCARIS Database
, [Web client core. File

This update nesds to be installed or the manual installahon nesds to be venfied. Config

Please press install and follow the onscreen instructions.
After that please download one or more Web Client extensions. (e.g. Mileage).

Mileage web client extension [S1)-WE9_d10] | nstall || Verify || Information |

This system update installs the latest version (version 7.5.5.10) of the ELCARIS Database
Web client extension.

A1 File
This update needs to be installed or the manual installaton nesds to be venhed. Config

Please press install and follow the onscreen instructions

5.2 Configuration

After installation of the Standalone tool we can open IIS and we see the added website:
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'€ Start Page
~ €3 RDW49012 (BEHEER\nijlandp)
L2 Application Pools
v -8 Sites
A Default Web Site
~ €D EUCARIS.WebClient.y7
- P EUCARISWebClient 75
| WebClient./75

EUCARIS WebClient.v75

Filter: - ¥ 6o

(5% Show All | Group by: No Grouping

Name

“bin

= content
fonts

I plugins

i scripts
Sviews
[ ] global.asax
~|Web.config

Type
File Folder
File Folder
File Folder
File Folder
File Folder
File Folder
ASAX File
CONFIG File

Ready

[ Features View [ 22 Content View

web client
9 Internet Information Sevices (IS) Manager - o x
© 5 ROWARI2 » Sites » EUCARSWebClients7 » EUCARISWebClienta?s » & @-
Fle View Help
CEEIE) éi JEUCARIS.WebClient.v75 Content

4 "EUCARIS.WebClient.v75"

= Tas

Application

[E] switchto Features View

8 Explore
Edit Permissions...

® Add Application...

B Add Virtual Directory...

Manage Application

Browse

X Remove

@ Hep

b

The last thing we have to do is to change the configuration to use the web services of your NCP.
Right click Eucars.Webclient.75 and press explore:

|;g_ Explore

Edit Permissions...

& Add Application...
w1 Add Virtual Directory...

Manage Application

i3 Refresh
K Remove

Deploy

2 Switch to Content View

After that select the web.config and open it with an editor (e.g. notepad).
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-
ko
Foe more infareation on now ta con
Wetp: /g0, afcroseft. confhedink/ M

figure your ASP_NET application, please wisit
Linkld=301573

<cconfigurations

CRATICARESEArTIE™ /3

2

BaseUrlInternalServices" value="[WebRootInternalService]" />

<client>

<endpoint address="[WebRootInternalService]/ExtendedClientlogicService.svc" binding="ba
<endpoint address="[WebRootPublicService]/genericservice.asmx” binding="basicHttpBindinjemsamine

<endpoint address="[WebRootPublicService]/genericasyncservice.asmx” binding="basicHttpB ==
“<fclient>

aultProviders"WindowsProvider™ enabled="true” cachefolesInCookie="false s

WebC1ient  Secur bty Hindows TokenCachefoleProvider” /3

Ln 1, Eoll

Please adjust the BaseUrlInteralServices and the 3 endpoints according to the information supplied
by your NCP. The supplied Url’s should look like this:

http://servername:7070/Dev.Eucaris.Internal/ExtendedClientLogicService.svc
http://servername:7070/Dev.Indes.Core.Services.Public/genericservice.asmx
http://servername:7070/Dev.Indes.Core.Services.Public/genericasyncservice.asmx

We can test them in the browser and if the connection is all setup correctly with your NCP, we should
have a result like this example:

2 - 8] @ brendecCienilogcsenice.

==

ExtendedClientLogicService Service

If this is correct then please use your editor to adjust the web.config and adjust the config on the 4
places as shown:
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<add key="BaseUrlInternalServices" value="http://servername:7070/EUCARIS.Internal" />
Please note, this one is without the ExtendedClientLogicService.svc!

And

<endpoint
address="http://servername:7070/Dev.Eucaris.Internal/ExtendedClientLogicService.svc” ..

<endpoint

address="http://servername:7070/Dev.Indes.Core.Services.Public/genericservice.asmx” ..
<endpoint

address="http://servername:7070/Dev.Indes.Core.Services.Public/genericasyncservice.asmx” ..

For ... please leave the rest of the line as is. Only adjust the Url. Please save the web.config.

5.3 Installation Test

After all configuration settings are done the member state is ready to use EUCARIS outbound to
request information from other countries.

5.3.1 Test EUCARIS Web Client

To verify correct installation of the Web Client browse to the following URL:

http://localhost:80/EUCARIS.WebClient.v75/

£ - c| Wevcars [ oA T

k EUCARS

EUCARIS

rand D

About Eucaris

Copyright EUCARIS wvw.eucaris.net & 2000 - 2019

Eucaris. WebClient v.7.0.5.11
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6. Security

If everything is working well, the final step is to consider a good security measure to secure the
connection from the organisation (you) to the NCP. Eucaris is not responsible for this and cannot
even enforce this. However we can you advice and help to accomplish a secure connection.

A possibility is to have a private network or VPN between the NCP and you. Also the Eucaris team has
its own solution we can give to you. The so called Eucaris Secure Tunnel. With this option we can
communicate with signed and/or encrypted messages between the standalone client and the web
services of the NCP. Documentation for this Eucaris Secure Tunnel is available on request.

Furthermore there is a chapter on security in the Eucaris installation and operation manual available
to the NCP.

6.1 Authorizations

Once the Standalone webclient is installed, the TAX office can make VAT requests from the VAT
webclient, via the EUCARIS instance of the NCP. Very likely, the NCP is capable of performing other
types of requests as well. Out of the box the solution presented in this document contains no
technical measures that prevent the TAX office from sending requests of such other types, it will
simply receive a response from EUCARIS. So, it may request data it is not supposed to.

We advise the NCP to implement means to prevent unauthorised use of services not related to the
TAX office. Please note that the EUCARIS Public Services has — by design — no additional authorisation
method. The NCP must implement that according to local security patterns or practices. Also note
that EUCARIS Operations can advise NCP on how to secure the public service in their local domain.
For that, please contact EUCARIS Operations.

6.2 Setting up SSL for web client

The standalone web client connects to the EUCARIS instance running at the NCP through three
different endpoints:

e ExtendedClientlLogic
e GenericService
e GenericAsyncService

These endpoints are also used by the webclient of the NCP-EUCARIS. The consequence of this
instruction is that EUCARIS at the NCP no longer accept non-SSL connections. Therefore we advise to
use SSL for the webclient at the NCP as well.

The following instructions explain how to setup the usage of SSL for the Standalone webclient. This
involves work on both sides of the communication: the NCP and the TAX office. In short the steps
are:

NCP
e Make sure there is a certificate (with private key) available that is hostname of the server
e Configure IIS:
o Add certificate to IIS server certificates
o Add binding for HTTPS and associate a certificate with it
e Update web.config of web services
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TAX office

e Update web.config of the web client

6.2.1 IIS configuration - Certificate

The creation of the certificate is out of scope for this manual; we simply assume it to be available.
To install it, in IIS navigate to the server in the left pane and go the item Server Certificates:

115

N &

g= — i | :!$ =
1 ) ‘f’g:ﬁ @ EE)]-" <‘.=_1 de)
Authentic., Compression  Default Directory  Error Pages Handler HTTP
Document  Browsing Mappings Redirect
E=L 3 = = o et
€ & ¢ 8 &= &4 @
HTTP ISAPl and  ISAPI Filters  Logging  MIME Types  Modules Output
Respon.. CGl Restri... Caching
= £
o= &
= # «ty
Request Server Worker
Filtering Certificates ~ Processes

The right pane will offer several options to add a certificate to IIS (import from .pfx, create self-

signed certificate, ...). We will not discuss the details of the options here; they highly depend on
your specific situation.

6.2.2 IIS configuration — Add binding for HTTPS

In 1S, in the left pane, navigate to the website EUCARIS.Internal.v7. Right click on it and select “Edit
bindings...”.

Add Site Binding

Type: IP address:

All Unassigned

Port:
| [4a |

https ~

Host name:

[] Require Server Name Indication

SSL certificate:

Mot selected b Select...

Cancel

Apply the following settings:

Setting Value

Type https

IP address All Unassigned

Port <choose a number>
Host name <empty>

SSL certificate

Select the certificate from section 6.2.1

Similarly, create a new binding for the website: EUCARIS.External.v7.
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6.2.3 Web.config — Service side

In the Web.config file (located in [EUCARIS ROOT]\EUCARIS.v7\Web\Services\Internal), find the
following lines:
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<binding name="ExtendedClientLogicBinding" (..) />
<security mode="None" />
</binding>

Set the security mode to Transport:
<security mode="Transport" />

Note: there is no service-side configuration required for the GenericService and the
GenericAsyncService.

6.2.4 Web.config - client side

In the Web.config file (located in [EUCARIS ROOT]\EUCARIS.v7\Web\Clients\WebClient.v75), make
the following replacements:

From:

<add key="BaseUrlInternalServices" value="http://host:port/Eucaris.Internal” />

To:

<add key="BaseUrlInternalServices" value="https://host:port/Eucaris.Internal™ />
Make sure that the new hostname matches the host name from the certificate and the new port
matches the one configured in section 6.2.2.

From:

<binding name="BasicHttpBinding_ExtendedClientLogic"
maxReceivedMessageSize="10000000" />

To:

<binding name="BasicHttpBinding_ExtendedClientLogic"
maxReceivedMessageSize="10000000" >

<security mode="Transport" />
</binding>

From:

<endpoint address="http://host:port/Eucaris.Internal/ExtendedClientLogicService.svc"

() />

To:

<endpoint address="https://host:port/Eucaris.Internal/ExtendedClientLogicService.svc"
() />

Again, make sure that the new hostname matches the host name from the certificate and the new

port matches the one configured in section 6.2.2.

Repeat the last two replacements for the other two bindings.

This finalizes the SSL configuration for the ExtendeClientLogic, the GenericService and the
GenericAsyncService.s
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7. Troubleshooting

This chapter will describe tips on how to troubleshoot problems with the EUCARIS installation. If
these tips don’t solve the problem that the user is experiencing, don’t hesitate to contact the
EUCARIS support team by email on EUCARIS2help@rdw.nl.

The first place to check for an indication on the problem is checking the windows system and
application event logs, which are also used in case of problems by the EUCARIS applications.

More information on Error Messages can also be found at the EUCARIS.net knowledgebase at
https://www.EUCARIS.net/kb/error-messages

This chapter will further describe tips on troubleshooting the standalone web client and issues with
IIS.

7.1 Application

This chapter will discuss multiple problems and solutions that can occur on the EUCARIS application.

7.1.1 Menu

In case the EUCARIS menu appears not to be working, the following has to be executed to fix this.

In the web browser use ‘Tools’ > ‘Internet options’ and select the ‘Security’ tab. Select the ‘Internet’
zone and press ‘Custom level...”. On the ‘Security Settings’ dialog, scroll down to ‘Scripting’ > ‘Active
Scripting’ and change this to ‘Enable’. Close the dialogs and refresh the browser to check if it works.

securtySettogs K|

Settings:

@ Userdata persistence ;I
{*) Disable
{3 Enable

Scripking

Ackive scripting
) Disable
&
) Prompk

Allow paste operations via script
{*} Disable

) Enable
) Prompt J

Scripting of Java applets _ILI
4

I mi- -kl

< |

—Resel custom setkings

Reset to: IHigh j Reset |
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7.1.2 Access Denied

The error message ‘Access Denied’ can be caused by several problems, most often related to a wrong
configuration of EUCARIS. Although the configuration and usage of the Installation and Configuration
Tool is extensively described, below some additional causes are given:

The application is browsed from the server
This might occur just after installation of EUCARIS. Log off and log on again and retry. We
advise NOT to use the web client and management client directly on the server.

The user is not part of the right user group.
Parts of the application can be accessed by users who are a member of a certain user group.

Local users can be setup with the Configuration Tool and domain users have to be added
manually to the groups.

The user does not have a user profile in the database.
Each user must have a user profile in the database, which can be created using a script. You

can create profiles for local users with the configuration tool. Other user profiles can be
created with the Web Client.

If all configuration settings described above are correct, the problem is probably caused by the
database.

7.1.3 Unrecognized attribute ‘Target Framework’.

The screenshot shows the appearance of this problem, which is caused by the wrong ASP.NET
version being setup for the website.

e@| & hitp://localhost/Eucaris.WebClient/def: 2 ~ & || {2 Configuration Error | |

%3 2| EUCARIS ManagementCli... 2| Eucaris WebClient

Server Error in '/Eucaris.WebClient' Application.

s
Configuration Error

Description: An error occurred during the processing of a configuration file required to service this request. Please review the specific error details below and modify your configuration file appropriately.

Parser Error Unr i attribute ‘targetf k. Note that attribule names are case-sensitive.

Source Error:

Line 24: cidentity Impersnnate— "false" /=

Line 25: <roleManager enab'led "true"” defaultProvider= AspNet'n'mduwsTokenRu]EProv‘ldEr i
Line 26: <compilation debug="Talse" targetFramework="4.5"

Line 27: <pages controlRenderingCompatibilityVersion="3.5" c'hentIEMode— AutoID" /=
Line 2&: =< /system.webx

Source File: C:\Program Files\EUCARIS\EUCARIS vTWWeb\Clients\WebClientweb.config  Line: 26

Version Information: Microseft MET Framework Version:2.0.50727.8009; ASP.NET Versicn:2.0.50727 8015

As can be seen in the bottom line of the above screen the .NET Framework 2.0 is used. Assuming the
.NET Framework 4.5.x is correctly installed on the server, which is verified by the Pre-Configuration
Tool, the EUCARIS sites need to be setup to use the .NET CLR 4.0. This is done by opening the
‘Properties’ of each EUCARIS site’s application pool. On the Edit Application Pool dialog select the
‘.NET CLR version’ dropdown and verify that *.NET version’ is set to 4.0.30319.
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Edit Application Pool [ |

|EUCARIS.WebCIient.v? |

MET CLR version: %
|.NET CLR Version v4.0.30319 v|

Managed pipeline mode:

| Integrated v |

Start application pool immediately

| 0K | ‘ Cancel
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7.2 Internet Information Services

In some cases when browsing to one of the EUCARIS sites a ‘HTTP 404 Not Found’ or ‘The page
cannot be displayed’ message is shown, which can be caused by multiple problems. The most
common problem is a misconfiguration of the .NET framework in IIS. Solution is to reconfigure the
ASP.NET installation within Internet Information Service, by running the following command:

‘drive:\WINDOWS\Microsoft. NET\Framework64\v4.0.30319\aspnet_regiis.exe —i

WY INDOWSAsystem32emd. exe

C:SWINDOWS \Microsof t .NET“Framework-w2 . B.58727>aspnet_regiis.exe —i
Start installing ASP_NET (2_8._58727).

Finished installing ASP.MET <2.8.58727).

C:“\WINDOWS \Microsoft .NET“Framework\w2 BA_50727>iisreset

Attempting stop...

Internet services successfully stopped
Attempting start...

Restart attempt failed.

I1% Admin Service iz diszabled

C:\WINDOWS\Microsoft .NET“Framework\w2 . A.58727>

7.2.1 Memory usage on the webserver

If you search messages with the log viewer the result set is cached on your webserver. So if you do
searches with a large scope you could use up a lot of memory on your server causing the server to
stop working. This can be restricted on your server by switching on “memory recycling” on the
application pool used for the log viewer. The picture below is an example of this setting:
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EUCARISII Properties E |
Recycling |F'erFu:urmanu:e I Health I Identity I
¥ Recycle worker processes {in minukes): EW
[ Recycle worker process (number of requests): Em
[T Recycle worker processes at the following kimes:
add...
Remove. .. |
Edit... |
—Memary recycling
Recycle worker process after consuming koo much memaory
V¥ Maximumn wirtual memary {in megabytes = =00
IV Maximum used memary (in megabytes): = 192
Ik I Cancel Apply | Help |

Of course it is better to narrow your searches on date and time and by using the indexes suggested in
section 4.3
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8. Appendix

The appendix contains detailed descriptions on how to prepare and configure the server for EUCARIS
manually, either in case it is chosen not to use the supplied Pre-Configuration Tool and Configuration
Tool or if the unfortunate happens and those tools are not able to execute the steps correctly.

8.1 How To: Install Microsoft .NET Framework 4.7.2

The .NET Framework 4.7.2 offline installer can be downloaded from the Microsoft site
(https://www.microsoft.com/en-US/download/details.aspx?id=42642). Follow the associated
installation instructions
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8.2 How To: Adding Root and Intermediate certificates via MMC

Files to have on hand: Root and/or Intermediate certificate files. If you're unsure which to get or
which is which, please contact us at EUCARIS2help@rdw.nl

Root and Intermediate Certificate installation via MMC
1. Open up the Microsoft Management Console (MMC)

Start -> Run -> Type "mmc" (without quotes) and Click 'OK' or hit Enter on your keyboard.
2. Open 'Add/Remove Snap-in' Window

- Twpe the name of a program, folder, document, or
= Intermet resource, and Windows will open it For you,

Qpen: | mme v|

[ oK ][ Cancel l[ Browse, .. ]

|.C\cti|:|n Wigw  Favorites  Window  Help

New Chr i
Qpen, ., Chrl+0
Save Chrl+5

Save As..,
arne:

addfRemove Snap-in... Chrl+M
Options...

There are nioitems bo show in this view,

1 113.msc
2 CAWINDOWS),, Aservices.msc

Exit

Adds or removes individual snap-ins.

File -> Add/Remove Snap-in 3. Add the Certificates Snap-in
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Add/Remove Snap-in

Standalone | Extensions

|Jze this page to add or remove a standalone Snap-in from the consale.

Snap-ing added to: |a Conzole Roat w

Description

oK ][ Cancel ]

Add Standalone Snap-in

Available Standalone Snap-ing:

Shap-n Yendor o
g&lhctivex Cantrol Microsoft Caorporation

5 Microsoft Corporation
@ Caompanent Services Microsoft Caorporation
Q Computer Management Microsoft Corporation —
Device Manager Microgoft Corporation
ﬁ Dizk Defragmenter Microsoft Corp, Executi...
$ Digk Management Microsoft and VERITAS...
Event Wiewer Microsoft Corporation
[CAFolder Microgoft Corporation
Group Policy Microsoft Caorporation hd

Description
The Certificates znap-in allows pou to brovese the contents of the
certificate stores for yourself, a service, or a computer.

Click 'Add' then double-click 'Certificates'

4. Select 'Computer Account' and click 'Next'
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Certificates snap-in gl

Thiz zhap-in will always manage certificates for:

() My user account

() Service account

I Mewut » l[ Cancel ]

Note: This step is very important. It must be the '‘Computer Account' and no other account
1. Select 'Local Computer' and click 'Finish'

Select Computer El

Select the computer you want thiz zhap-in to manage.

Thiz znap-in will abways manage:

(*)iLocal computer: [the computer this conzole iz running onk

(") Anather computer: |

[] &low the selected computer to be changed when launching from the command line. This
only applies if pou save the console.

[ < Back “ Finizh l[ Cancel ]

6. Close the 'Add Standalone Snap-in' window and click 'OK" in the 'Add/Remove Snap- in' Window.
7. Will now be returned to the MMC.

Install/Import the Root and Intermediates Certificate
* Procedure for ROOT certificates:

1. Expand the Certificates section by clicking on the plus (+) sign and turn it to a minus (-) sign to
expose the 'Certificates' tree.

2. Import the Root Certificate
Right-click on 'Trusted Root Certification Authorities', select 'All Tasks', then select 'Import'.
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|

sn Consolel

+ ) Perconal

+ ) Enterprise Trust
+1 ] Othear Pacple

7y _j R

+ ) REQUEST

R -

Add a certificate to a store

= {5 Certificates (Local Computer)
R | Trusted Root Certification Authories

w1 ) Intermediate Certificats

Find Cert¥icates. .,

ertificate Import Wizard

Click 'Next'.

Welcome to the Certificate Import
Wizard

This wizard helps you copy certficates, certificate trust
ksts, and certificate revocation kets from your disk to 3
certificate store,

A certificate, which is issued by a certification authority, is
& confirmation of your identity and contans information
used to protact data or to establich secure network
connactions, A certificate store is the system area where
certificates are kept.

To continue, ciick Next,

All Tasks Find Certificates. ..
New Window from Here

Refrezh

Help

faConsoleRoot =lojx|
| iction Vew Esvorkes |« = | Bm B @

Tree | Favorkes | Name [
_| Console Root @Certiucaes {Local Computer)

7

L
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_
File to Import
Specify the file you want to mport.
Fle name:

| some...|

Note: More than one cartficate can be stored in a single fie n the following formats:
Personal Information Exchange- PKCS 212 (PFX, P12)
Cryptographic Message Syntax Standard- PKCS 27 Certificates (278)
Microsoft Serialized Certificate Store (.SST)

< Back Next > Cancel

Locate the Root Certificate and click Next. When the wizard is completed, click Finish.
* Procedure for Intermediate certificates:

1. Import Intermediate(s)

| Gonsole window b |0 @M @

11 Console Root
| aton Wew Favorkes ||+ = @@ B R :
Tree | Favories | Name |

=181 x|

] IConzcle Root £ Centificates (Local Compurer)
=) Certdicates (Local Computer)

# (] Persona

#1- (] Trusted Root Certification Authorities
() Erkarprice Trust

+

Add a certificate to a store | 4
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The process is the exact same except the area of interest is 'Intermediate Certification Authorities'
instead of 'Trust Root Certificate Authorities' and the file(s) that are to be imported are the
remaining files outside of your domain certificate.

4. Restart EUCARIS Services trough the EUCARIS Configuration Tool.
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8.3 How To: Manually import a Certificate Revocation List (CRL)

From command line (with elevated administrator privileges):

certutil -addstore ROOT EUCARISTest-2014.crl

Or from GUI:

Start up the Microsoft Management Console (mmc), and add the Certificates snap-in for the local
computer. Select “Trusted Root Certification Authorities” and right-click, select All Tasks and import.

Browse to the folder where you have placed the CRL. Make sure to set the file filter to *.crl,
otherwise you won'’t see the file. Click import.
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8.4

E,, Server Manager

File Acton View Help

web client

How To: Manually create an EUCARIS service account

On Windows Server 2008 this is done by opening the ‘Server Manager’ console and locates the ‘Local
Users and Groups’. Right-click on the Users folder and select New User. Create a new user with the
user name EUCARIS and apply the policies as described in the next ‘How To:’.

&9 2=z Bie

= 2
- Roles

i Server Manager (NLSHL-EUC-SQL) BTSSRI G|

] ] Groups
B Storage

Actions
= Features MName Full Name Description Users
S Diagnostics ;&;‘Adminish'ator Built-in account for administering the compute. .. Moi
Bl ik Configuration #eucarisn EUCARISII

Task Scheduler !QIGuest Built-in account for guest access to the comp...
Viindows Firewall with Advz | &=/ mvanschie mvanschie
% Services H&-‘SQLuser SQLuser
WMI Control A TFsBuild TFS Build
=] %‘ Local Users and Groups
|| Users
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After the user is created the users has to be added to a number of security policies, to allow using the
service account to run an application pool and windows services. Depending if the server is a domain
controller the ‘Domain Controller Security Policy’ or ‘Local Security Settings’ has to be started from

web client
8.5
service account

How To: Manually set the required policies of the EUCARIS

the ‘Administrative Tools’ as shown below and ‘User Rights Assignment’ has to be selected:

Tﬂl Default Domain Controller Security Settings =] &3
Eile  Action Yiew Help

e = |@m|x |2

@ Security Settings Palicy  # | Palicy Setting I —

[+-2E¢! Account Policies
El-2¢] Local Policies
& Audit Policy
&1 User Rights Assignment

@ Syskem Services
@ Reqgiskry

Access this computer Fram the network,
P.ct as park of the operating system
| Add wiorkstations to domain

v quotas For 3 process
llows log on locally

nllow lag on through Terminal Services
Back up files and directories
Bypass traverse checking

LT O R R,

Everyone, Administrators, Authenti, .

Authenticated Users
MNE TCE,LCiC, i1...
EUCSOVIUSR_EUCS, Adminiskrators. ..
Mot Defined

Administrators,Backup Operators, ...
Everyane, Administrators, Authenti, .

O T S R

& Local Security Settings

File  Action View Help
& 2

I@ Security Setkings
- (08 account Policies
(28 Password Policy
+-[28 Account Lockout Palicy
-8 Local Policies
+- 8 aodit Policy
(28 User Rights Assignmen
+ @ Security Options
+-[_] Public Key Policies
+ (1] Software Restriction Policie

Palicy

Security Setking b

Access this computer From the network
Act as part of the operating system
Add workstations to domain

: jusk memory quotas for a process
Allow logon through Terminal Services
Back up files and directories
Bypass traverse checking
Change the system time

Metwork Access,AS...

MLSHL-PRIJSMIELIC, ..
Administrators,Rem...
Administrators,Back, .,
Everyone, Administr. ..
Adrinistrators,Pow, .,
Administrators

+-+8, 1P Security Policies on Loca Create a pagefile
Create a token object

Locate the following policies and add the EUCARIS service account to these policies, by opening the

properties and use the ‘Add User or Group’ button to add the account:

- Adjust memory quotas for a process
- Logon as a service
- Replace a process level token
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